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Abstract

Process Control System (PCS) security is critical to our national security. Yet,
there are a number of technological, economic, and educational impediments to
PCS owners implementing effective security on their systems. OPSAID (Open
PCS Security Architecture for Interoperable Design), a project sponsored by the
US Department of Energy’s Office of Electricity Delivery and Reliability, aims to
address this issue through developing and testing an open source architecture for
PCS security. Sandia National Laboratories, along with a team of PCS vendors
and owners, have developed and tested this PCS security architecture. This report
describes their progress to date.
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Executive Summary

Process control systems (PCS) are very important for critical infrastructure and
manufacturing operations, yet cyber security technology in PCS is generally poor. The
OPSAID (Open PCS (Process Control System) Security Architecture for Interoperable
Design) program is intended to address these security shortcomings by accelerating the
availability and deployment of comprehensive security technology for PCS, both for existing
PCS and inherently secure PCS in the future. All activities are closely linked to industry
outreach and advisory efforts.

Generally speaking, the OPSAID project is focused on providing comprehensive security
functionality to PCS that communicate using IP. This is done through creating an
interoperable PCS security architecture and developing a reference implementation, which is
tested extensively for performance and reliability.

This report first provides background on the PCS security problem and OPSAID, followed
by goals and objectives of the project. The report also includes an overview of the results,
including the OPSAID architecture and testing activities, along with results from industry
outreach activities. Conclusion and recommendation sections follow. Finally, a series of
appendices provide more detailed information regarding architecture and testing activities.

Summarizing the project results, the OPSAID architecture was defined, which includes
modular security functionality and corresponding component modules. The reference
implementation, which includes the collection of component modules, was tested extensively
and proved to provide more than acceptable performance in a variety of test scenarios. The
primary challenge in implementation and testing was correcting initial configuration errors.

OPSAID industry outreach efforts were very successful. A small group of industry partners
were extensively involved in both the design and testing of OPSAID. Conference
presentations resulted in creating a larger group of potential industry partners.

Based upon experience implementing and testing OPSAID, as well as through collecting
industry feedback, the OPSAID project has done well and is well received.
Recommendations for future work include further development of advanced functionality,
refinement of interoperability guidance, additional laboratory and field testing, and industry
outreach that includes PCS owner education.
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1 Introduction

1.1 Background

Process control systems (PCS) are very important for critical infrastructure and
manufacturing operations. These systems collect and transmit information between sensors,
controllers, and central management stations; concurrently they store, process, and analyze
information. They have been implemented to work in a number of physical environments
using a variety of hardware, software, networking protocols, and communications
technologies. Unfortunately, cyber security technology in PCS is generally poor, and not
commensurate with the threat.

Technical efforts to design add-on security are neither coordinated nor comprehensive, which
negatively impacts their cost, availability, and efficacy. To improve the economic proposition
for securing existing control systems, an industry-owned, open and interoperable security
architecture to address PCS security is needed.

1.1.1 Description

The OPSAID (Open PCS (Process Control System) Security Architecture for Interoperable
Design) program is intended to address these security shortcomings in the short- and
medium-term. OPSAID is a research and development project led by Sandia National
Laboratories and sponsored by the Department of Energy Office of Electricity Delivery and
Reliability (DOE/OE), through the National SCADA Test Bed (NSTB) program.

The OPSAID program is intended to accelerate the availability and deployment of
comprehensive security technology for PCS. It will provide a design basis for vendors to
build add-on security devices, in order to bring the security of existing PCS up to an
acceptable level. Furthermore, the design provides a path forward for the development of
inherently secure PCS elements in the future. Finally, the project will work to transition the
design to an industry group for ownership to ensure its continued support.

1.1.2 Historical Information

There are many factors that have precipitated the need for the OPSAID project. One common
thread among automation systems is that they were developed without adequate regard for
security issues. Traditionally, PCS had relatively little in common with typical information
technology (IT) systems. PCS communication was typically conducted over serial links and
PCS assets were completely segregated from other IT assets. The PCS assets typically were
purpose-built and did not incorporate commercial off-the-shelf technology (COTS) found in
IT systems.

Changes in the nature of PCS assets and how they communicate have driven the need for the
OPSAID project. To reduce costs, PCS manufacturers are increasingly incorporating COTS
computer hardware and software components in new devices. This has led to an increased
use of PCS communication using the Internet protocol (IP). Yet, IP-based PCS systems

1 Introduction 9
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typically lack many of the basic security features ubiquitous in traditional IT systems, such as
detailed logging, authentication, and firewall services.

Compounding these problems, many PCS owners need to have significant information
sharing between their PCS and their traditional business systems. This potentially exposes
the CS to a much wider range of cyber attack, due to the network connections between the
two systems.

1.1.3 Significance

It has long been held that due to their lack of security features, PCS are vulnerable to cyber
attack. This is even more apparent due to the use of COTS features, IP-based connectivity,
and close interconnection with business systems. The OPSAID design provides security
controls, that when properly configured, will significantly mitigate these risks.

1.1.4 Literature Review

Given the infrastructure applicability of the OPSAID design, many standards from industry
became relevant. A significant percentage of these were reviewed, and a review of the
selected group appears in Appendix E: Entergy Testing Procedure as part of the testing plan.
Overall, the OPSAID team reviewed IEEE standards 399 [1], PC37-1 [2], 1646 [3],
P1615/D11 [4], C37-115 [5], 1588 [6], and 1613 [7], and IEC standards 61850 and 62351.

1.2 Purpose

1.2.1 Reason for Investigation

The OPSAID project is based upon previous Sandia-led research in the area of PCS security.
Research at Sandia and elsewhere has focused on how to improve security and reliability
over the long-term for next-generation PCS. However, as PCS are often attractive targets for
adversaries and replacement cycles generally range in decades, rather than months or years,
there clearly was a critical need to identify ways to address security shortcomings in the
short- and medium-term, yet be complementary to next-generation PCS security solutions.

In Fall 2004, Sandia began a 2-year Laboratory Directed Research and Development
(LDRD) project entitled Applying New Network Security Technologies to SCADA Systems.
This research examined the state of the art and lessons learned in securing conventional IT
networks and systems and identified approaches that could be effectively implemented in the
PCS/SCADA arena.

The results of this research indicated that securing conventional IT systems and PCS/SCADA
systems shared several of the same challenges. Differences were found in the relative priority
of different aspects of security. For example, in some cases, a PCS may be less concerned
about the confidentiality of network traffic as a conventional IT system, yet more concerned
about the availability and integrity of the PCS (versus an IT system). Nevertheless, at some
level, virtually all the security concerns found in the IT arena were mirrored in the
PCS/SCADA arena.

10 1 Introduction



However, while many of the challenges were shared, there were relatively meager resources
in the PCS/SCADA arena to defend against such challenges. As was stated earlier, these
systems were developed with little or no consideration for security. Thus, it is not unusual to
find systems that are protected by either a single password or have no password at all.
Devices typically have little or no capability to log security events. Also, these devices had
no firewall to help protect them from network attack.

The research indicated that an important solution for addressing these challenges in the
PCS/SCADA arena would be to “inject” security into existing PCS/SCADA networks.
Specifically, the concept of “bump in the wire” security, where security appliances (that
could provide a variety of needed security services) would be placed in-line between existing
communication connections appeared to be the solution of choice.

Accordingly, the research team developed a basic proof-of-concept device called the Secure
Linux Appliance for PCS (SLAP). This device, which could work with Ethernet traffic (IP-
based) as well as serial traffic (for use with dial-up connections), was developed to provide
an array of security services, including encryption, firewall, IDS, centralized logging,
forensic capabilities, authentication, device management and configuration session logging.
The device was developed using open source software exclusively, including the Linux OS.

Furthermore, very recently more vendors are seeing the area of add-on security for PCS as a
market opportunity. However, their solutions do not address the complete set of security
requirements as developed by the OPSAID project, and the existing solutions are not
interoperable. In contrast, the approach taken by the NSTB OPSAID project will hasten the
development of an interoperable design for PCS security.

1.2.2 Roadmap Challenges

The OPSAID project addresses two major goals of the Roadmap to Secure Control Systems
in the Energy Sector [8]. Specifically, the goals “Develop and Integrate Protective Measures”
and “Detect Intrusion and Implement Response Strategies” can be realized through using the
open source software components in the OPSAID architecture, which are based on solutions
used extensively in conventional IT. Specific priorities addressed by OPSAID include:

e Put non-intrusive, cost-effective, and robust SCADA encryption solutions into
production,

e Develop cost-effective gateway security that includes firewalls, intrusion detection,
and anti-virus protection with minimum host impact

e Enable automated collection of security information, including incident reports and
visualization tools for correlation

e Develop intrusion detection system/intrusion prevention system products for control
systems and audit trials for automated reporting,

e Develop and deploy sensors and sensor systems with mechanisms to detect and report
anomalous activity.

1 Introduction 11
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1.2.3 Audience

The primary audiences for this report are two groups of stakeholders: PCS security
technology manufacturers (or vendors) and PCS owners.

The specific interest in this report from manufacturers is expected to vary, depending on
whether they have already developed PCS security technology. For new vendors, OPSAID
provides proven security functionality through a series of open source software modules (and
a collected reference implementation) that they can use to incorporate security functionality
into their product. This report enumerates the specific modules used as well as the steps taken
to implement the reference implementation.

For manufacturers that have already developed PCS security technology, OPSAID provides
available security functionality that they may incorporate into their product. This report
should assist that effort. In addition, due to pressure from PCS owners, existing PCS security
technology manufacturers are concerned as to how their product may interoperate with
products developed using OPSAID technology. This report begins to address this issue;
additional work is planned in the coming months.

PCS owners are primarily concerned about the overall reliability of their systems.
Accordingly, they are particularly concerned about any loss in reliability or performance
resulting from the implementation of PCS security technology. The detailed testing results
are likely to be of the most interest to the PCS owner community. However, the entire report
IS expected to be of interest to PCS owners who want a general understanding as to how new
PCS security technology can be applied to their systems.

1.2.4 Desired Response

The desired response to this work includes the creation of a vendor/owner industry
organization to sponsor collaboration on the OPSAID project (which has occurred, in the
form of a PCSF interest group), as well as the incorporation of OSPAID technology or
concepts into security products. Some of the desired response from industry has already
occurred. A handful of PCS security technology manufacturers have developed commercially
available products, with other manufacturers actively developing products. Hopefully, this
report will continue to influence PCS security technology manufacturers to develop new
commercially available products. Some vendors with existing security products have
expressed interest in the interoperability idea. (To be fair, two have rejected the idea as
against their financial best interests. This viewpoint is tightly linked to historical perspectives
on automation, which feature tightly stove-piped installations.) Competition in this market is
expected to drive down unit prices as well as generating PCS owner interest.

1.3 Scope

Generally speaking, the OPSAID project is focused on providing security functionality to
PCS that communicate using IP. The issue of security for legacy' PCS equipment is best left
for specific solutions, a point which was made most clearly by the peer review panelists
during the OPSAID presentation at the 2006 peer review.

1 PCS equipment ten or more years old is legacy.
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1.3.1 Extent and Limits of Investigation

The work done between July 2006 and June 2007 primarily focused on developing and
testing a prototype field device with basic operational functionality, and conducting industry
outreach activities. This field device communicates with other OPSAID devices using the
Internet Protocol (IP). At this time, the OPSAID project is not addressing serial
communication between OPSAID devices. In addition, due to industry feedback, the project
is not addressing environmental hardening of the systems, as well as considering a graphical
device management application.

1.3.2 Goals

As mentioned in section 1.2.2, Roadmap Challenges, the OPSAID project goals are closely
aligned to the overall NSTB goals. Primarily, OPSAID’s goals are focused on making
encryption and other security services available to PCS/SCADA systems. We believe the
OPSAID design and development will help enable the following:

e Understanding impacts of system security features on system operation.

e Shielding hosts with known vulnerabilities from the PCS network.

e Adding monitoring and visualization for PCS security.

e Greatly improving configuration access to PCS devices.

e Adding distributed firewalls to reduce network flexibility.

e Consider issues with deployment complexity on OPSAID device configuration.

e Providing a blueprint for future, inherently secure PCS devices (that can interoperate
with OPSAID-protected legacy devices).

e Providing an open, interoperable architecture for vendors to build add-on security
devices.

1.3.3 Objectives
Objectives for the OPSAID project included the following:
e Integrate and test fully functional field device
e Test operational impacts of the system
e Develop security database & visualization system capabilities
e Develop configuration and key management tools
e Conduct industry partner outreach
e Conduct field test of OPSAID prototype
e Deliver OPSAID design report to NSTB

1 Introduction 13
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2 Approach

2.1 Methods

To meet project objectives, the OPSAID team is involved in system development,
integration, and testing. The work on developing an initial prototype would take place at
Sandia National Laboratories. In parallel, industry outreach would be conducted, so that
feedback could be incorporated into the design and partners would be available to assist in
testing the prototype.

Once a working prototype was developed, the OPSAID team would work with partners to
test the prototype under a variety of conditions and iteratively refine the technology. And
once the industry partnerships started to form, we incorporated their views on capability and
interoperability into the OPSAID development.

2.2 Assumptions
The OPSAID project is predicated upon the following assumptions:

e PCS owners are concerned about the security of their PCS assets, and are seeking
cost-effective solutions to improve their PCS security posture.

e PCS assets are increasingly being connected beyond the traditional control network
(e.g. business networks).

e The security challenges for PCS grow rapidly as PCS assets are more widely
interconnected.

e PCS assets are increasingly being deployed using COTS computer hardware and
software.

e Industry ownership of an interoperable design will be more effective at promoting
cyber security than fragmented competing designs, or alternatively a government
standard forced upon industry

2.3 Procedures
The tasks map directly to the completion of the objectives in section 1.3.3:

e Integrate and test fully-functional field device
1. Complete initial design based on a selected hardware platform and a compatible
Linux distribution — the hardware was a mini-1TX-based system ? with Debian
and Ubuntu Linux.
2. After initial testing, refine the design to incorporate improvements.

2 Mini-ITX is a 17 x 17 cm low-power motherboard form factor developed by VIA
Technologies (http://en.wikipedia.org/wiki/Mini-1TX).

2 Approach 15
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Test operational impacts of the system

1. Conduct internal performance trials — testing was between Sandia’s New Mexico
and California sites.

2. Conduct testing at a utility site — the OPSAID partner utility Entergy provided the
test site; the testing was conducted in Baton Rouge, Louisiana.

3. Conduct testing with a vendor — Schweitzer Engineering Labs (SEL) in Pullman,
Washington provided one end of the test environment and SNL/New Mexico the
other.

Demonstrate security database & visualization system

1. Demonstrate a prototype security database using open-source software.

2. Demonstrate a prototype visualization system that leverages the database and also
leverages open-source technology.

Demonstrate configuration and key management tools
1. Initial development and testing at Sandia
1. Conduct testing with OPSAID partners at a remote site

Industry partner outreach

1. Actively seek industry partners in both the vendor and owner communities — to
date, SEL Teltone, Entergy, and the Tennessee Valley Authority have partnered
strongly with the OPSAID program, with others interacting as well.

2. Obtain industry sponsorship for an OPSAID support group — the project was
successful at creating a PCSF interest group.

2. Solicit industry input on OPSAID technology and programmatic development.

Deliver OPSAID design report to NSTB
3. Develop a draft report
4. Release OPSAID report to audience
a. Obtain approval of Sandia National Laboratories
b. Obtain approval of DoE Office of Electricity Delivery and Energy Reliability,
the sponsor of the OPSAID project

Technical detail for these tasks and procedures are presented in the following section
(description of the final task is not included since it is outside the timeline of the report
narrative).

16
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3 Results and Discussion

This section is organized in three parts: OPSAID Architecture and Development Activities,
OPSAID Testing Activities, and OPSAID Industry Outreach Activities.

3.1 OPSAID Project Results Summary
At a high level, the OPSAID project achieved the following:

1. OPSAID architecture and development

a. Operational OPSAID platform implemented on mini-ITX system with open-
source Linux OS.

b. Configuration and installation guides developed for server and client OPSAID
devices (see Appendix D: OPSAID Reference Implementation).

c. OPSAID security database and visualization system demonstrated during testing
(see Appendix F: Entergy Testing Results).

i. Open-source security database demonstrated (see section 6.1.3. MySQL Server
Logging in Appendix F: Entergy Testing Results).

ii. Open-source visualization system demonstrated (see section 6.1.4.
Visualization and Monitoring in Appendix F: Entergy Testing Results).

d. OPSAID configuration and key management demonstrated (see Appendix H:
Sandia/Schweitzer Testing Results)

2. OPSAID testing

a. Completed internal performance trials between Sandia’s New Mexico and
California sites (see Appendix G: Sandia Throughput Testing Results)

b. Completed functional testing at a utility site (see Appendix F: Entergy Testing
Results)

c. Completed remote functional testing at vendor site (Appendix H:
Sandia/Schweitzer Testing Results)

3. OPSAID industry outreach

a. SEL Teltone, Entergy, and the Tennessee Valley Authority are partnered with the
OPSAID program

b. PCSF interest group created (see the OPSAID interest group web page at
https://www.pcsforum.org/groups/79/)

c. Well-attended OPSAID sessions at March 2007 Process Control Systems Forum

d. Successful operations tests conducted at industry sites (See item 2 of this list,
OPSAID Testing)

3 Results and Discussion 17
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3.2 OPSAID Architecture and Development Activities

The OPSAID architecture has evolved through the course of developing and testing a
prototype field device. At one point, OPSAID was envisioned as a very specific standard,
such that all devices that were OPSAID-compliant would interoperate completely. However,
due to industry feedback, it became clear that OPSAID would not gain widespread success as
a monolithic standard. This makes sense, given the large number of security services
OPSAID provides and the ever-changing security environment. Accordingly, the vision for
OPSAID evolved into the architecture that follows.

OPSAID is fundamentally a security architecture that incorporates several aspects of security
functionality. The overall OPSAID architecture is divided into several areas of security
functionality. Examples of areas of security functionality include network-based intrusion
detection and firewall services.

For each area of security functionality, it is likely that there exist several practical technical
approaches to provide that functionality. The basic OPSAID philosophy has been to
implement the most commonly used, well-proven, open source solution for each area of
security functionality. That way, we address our first goal: Providing an accelerated path for
vendors to implement security functionality into their products.

Yet at the same time, it is clear that it is not appropriate for vendors to incorporate a solution
for each area of security functionality into each of their products. Furthermore, it is clear that
for a specific product and a given area of security functionality, there may be a better
solution (today, or certainly in the future) than what was initially chosen for OPSAID. These
facts indicate an “all or nothing” standard would not be appropriate, an approach that has
been confirmed through industry feedback.

Thus, the OPSAID team has adopted a structure regarding standards that is aimed at
maximizing simplicity, flexibility and interoperability among systems. We aim to accomplish
this through:

e OPSAID Security Functions
e OPSAID Component Modules (with corresponding interoperability guides)
e The OPSAID Reference Implementation

18 3 Results and Discussion



As mentioned above, an OPSAID Security Function relates to a specific functional role in
security, such as network-based intrusion detection or firewall services. The currently
defined OPSAID Security Functions are:

e Virtual Private Networking/Encryption

e Firewall Services

e Network Intrusion Detection System

e Host Intrusion Detection System

e Event Logging

e Event Database Storage, Alert Generation & Visualization
e End-device Configuration Session Logging

e Authentication

e Device Management

An OPSAID Component Module is a specific implementation of an OPSAID Security
Function. For example, for the OPSAID Security Function “Virtual Private Networking/
Encryption”, one OPSAID Component Module would be IPSec. At a later date, an additional
OPSAID Component Module for the OPSAID Security Function “Virtual Private
Networking/Encryption” could be SSL. Each Component Module will contain detailed
information about configuration and interoperability in its interoperability guide. At this
time, we are in the process of producing detailed OPSAID Component Module information,
which will be available on the OPSAID website.

The OPSAID Reference Implementation is a collection of specific hardware and software
(and corresponding configuration information) that implements all OPSAID Security
Functions through OPSAID Component Modules. This implementation has its roots in our
original “proof of concept” system and has matured to be used as both a point of reference
and a platform for testing basic interoperability. However, we do not expect that any vendor
will choose to implement the exact OPSAID reference platform as a product. The overall
OPSAID Reference Implementation will be iterated each time there is a change, addition or
deletion of any OPSAID Component Module. Details regarding the current Reference
Implementation as well as an installation guide can be found in Appendix D: OPSAID
Reference Implementation.

Our hope is that for a particular vendor product, they would complete a checklist as to how
they implement or interoperate with each specific OPSAID Component Modules. That way,
owner/operators can easily compare functionality among products as well as assess
interoperability prospects.

Finally, to help direct future development efforts regarding OPSAID deployment and on-
going management, the OPSAID team developed a list of critical deployment and
management capabilities. These capabilities, listed in Table 3.1 below, are partitioned into
activities specific to an OPSAID component module, an OPSAID system, or a series of
OPSAID devices (referred to as a “swarm?”).
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Table 3.1: OPSAID Critical Deployment and Management Capabilities

Deployment

Module Modules should be deployed with an

System

Swarm

easy to use package management
utility.

The package management utility
should ensure modules do not
conflict.

The package management utility
should allow for local and remote
installation of packages.

An automated or scripted deployment
feature should be included in the
package management utility.

Once installed, the package
management utility should initiate an
easy configuration utility.

Systems should be deployed with an
easy to use local and remote
installation utility.

The installation utility should allow
for interactive or scripted
deployment.

The installation utility should initiate
an easy configuration utility for the
packages installed on the system.

A swarm (multiple systems) should
be deployed with an easy to use local
and remote installation utility.

The installation utility should allow
for interactive or scripted
deployment.

The installation utility should initiate
an easy configuration utility for the
packages installed on the system.

Management

Modules should be managed with a
management utility.

The management utility should have a
simple interface and be easy to use.

The management utility should run both
locally and remotely.

Updates and rollbacks should be
implemented in the management utility.

The management utility should check for
modules that may be configured
incorrectly or insecurely.

Logging of events occurring in the
modules should be displayed in the
management utility.

Management of a system should be
accomplished with a utility that provides
local and remote administrative
capabilities.

The logging of system events should be
reported to the management utility.

The management utility should check for
system configurations that may be
configured incorrectly or insecurely.

Management of a swarm should be
accomplished with a utility that provides
remote administrative capabilities for
multiple systems.

The logging of multiple systems’ events
should be reported to the management
utility.

The management system should ensure
that all systems are communicating
properly and securely.
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3.3 OPSAID Testing Activities

To work towards the overall goals and objectives for the OPSAID project, a series of
OPSAID testing activities were planned and executed. This section includes summary
information regarding each testing activity as well as the location of detailed testing
information. In each of the testing activities, most, if not all of the following functions were
tested and recorded:

e Normal Operation, after introduction of OPSAID
e Key Management

e OPSAID’s VPN Services

e OPSAID Interoperability

e Security Event Logging & Monitoring

e Network Metrics

All of the above OPSAID functions were successfully tested in a variety of scenarios. The
overwhelming majority of the problems that occurred while testing were resolved by simple
configuration changes. This is encouraging, yet does reinforce the need for careful planning
in advance of deployment.

The first major testing activity was conducted in partnership with Entergy Corporation at
Entergy’s testing labs. This testing activity had a number of objectives, including:

e Familiarizing Entergy technical staff with OPSAID and OPSAID operations
e Testing basic implementation and configuration processes
e Testing basic operations with OPSAID devices in place

On the whole, this testing was successful. Once the network settings for the OPSAID devices
were properly configured, the OPSAID devices did not introduce any errors into the network
and the protected devices were able to operate as usual, which is a primary success metric for
OPSAID.

Detailed information regarding these tests can be found in Appendix E: Entergy Testing
Procedure and Appendix F: Entergy Testing Results. Please keep in mind that these tests
were not aimed at thoroughly testing the security efficacy of the OPSAID system.

The second testing activity was conducted at Sandia, and was solely aimed at determining
how the OPSAID devices would operate when in a very high bandwidth environment.
Specifically, would the introduction of OPSAID devices result in unacceptable latency or
other network delivery problems.

This testing demonstrated that introducing OPSAID into a high-bandwidth environment
generally had relatively little performance impact, certainly no more than would be expected.
Detailed information regarding these tests can be found in Appendix G: Sandia Throughput
Testing Results.

The third testing activity was conducted between Sandia and Schweitzer Engineering
Laboratory. This activity was designed to test OPSAID capabilities across the Internet,
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interoperability between Sandia-implemented and Schweitzer-implemented OPSAID
devices, and various aspects of IPSec key management.

The testing proved largely successful. Initial connectivity was achieved across the Internet
and the Sandia- and Schweitzer-implemented OPSAID devices were able to interoperate.
Initially, a few problems were encountered with respect to IPSec operating properly using
certificates and a certificate authority as well as a problem with syslog-ng messages not being
encrypted between the OPSAID devices. However, after minor configuration errors were
corrected, all issues were resolved in further testing with Schweitzer. Detailed information
regarding these tests can be found in Appendix H: Sandia/Schweitzer Testing Results.

3.4 OPSAID Industry Outreach Activities

While the OPSAID Architecture, Development, and Testing activities have produced solid
results, OPSAID’s outreach to industry has been notable. From the earliest days of the
OPSAID project, team members were meeting with potential PCS vendor and owners. These
meetings helped shape the OPSAID Core Team. This team includes two vendors (Schweitzer
Engineering Laboratories and TelTone) and one PCS owner (Entergy). In addition, an
additional PCS owner (Tennessee Valley Authority) is participating in a proposed related
commercialization effort. Simply put, the testing activities listed previously would not have
been possible without the participation of these partners.

Information regarding OPSAID has been presented in several forums. The largest forum was
at the March 2007 Process Control Systems Forum (PCSF) in Atlanta, GA. Two different
sessions focusing on OPSAID were well attended, resulting in the formation of an OPSAID
PCSF interest group.

These sessions prompted several follow-on discussions with individual PCS owners and
vendors. The feedback from these discussions was invaluable, pointing a clear path forward
as to how OPSAID can assist them to reach the overarching goal: Reducing the risk of
energy disruption through mitigating cyber attack vulnerabilities.

Generally speaking, PCS owners expressed concern about reliability and interoperability
issues. They expressed interest in seeing detailed testing information, from an entity without
a direct profit motive. They also wanted some assurance that they equipment they purchased
today would work with equipment they purchased tomorrow from a different vendor.

PCS vendors that have already developed PCS security products agreed that the availability
of advanced functionality would benefit all vendors. Deep protocol analysis for SCADA
protocols and creating end-device aware security extensions were given high marks for being
functionality they would incorporate into their products. As one might imagine, given the
risks of avoiding vendor “lock-in”, vendors were not of one mind in their support for
interoperability. Several vendors stressed the credibility gained by having OPSAID led by a
national laboratory. They stressed the importance of educating the PCS owner community as
to the value and drawbacks of the OPSAID approach.

In the interest of full disclosure, it should be noted that the OPSAID team spoke to PCS
vendors who were not supportive of the OPSAID project. The OPSAID team is committed to
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exploring plausible alternative approaches towards reaching the overarching goals suggested
by any PCS vendors or owners.
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4 Conclusions

The results of OPSAID development and testing are encouraging. The prototype OPSAID
device performs well, both in terms of security efficacy and low insertion impact for existing
PCS/SCADA networks. The program has also created prototypes or basic specifications for
most ancillary capabilities. The outreach activities have been successful in generating interest
in OPSAID among PCS security technology manufacturers and PCS owners. One measure of
success can be seen through the development and release of first-generation commercial PCS
security technology products, providing much of the security functionality identified as part
of the OPSAID architecture. Hence, the OPSAID specification has been developed so that it
is general enough to fit a variety of customers needs, but also detailed enough to provide
effective security features for a PCS.

Thus, the question of whether OPSAID (or OPSAID-like) devices can be developed is no
longer in doubt. The reference implementation has been extensively tested and has been
proven to be initially successful both with interoperability and providing a higher level of
security for PCS. OPSAID has a high potential to become a de facto standard for securing
PCS and has generated interest from a variety of vendors.

Yet, user deployment of PCS security technology is slow. To accelerate the deployment of
PCS security technology, it is clear that focusing on refining interoperability guidance,
developing advanced functionality, continuing test activities, and educating the user
community are ways the OPSAID project could continue to be of service.
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5 Recommendations

As stated in section 4, Conclusions, it is clear that OPSAID (or OPSAID-like) devices can be
successfully developed. However, these devices have not yet been widely deployed in the
field. The recommendations for the path forward for OPSAID are aimed at eliminating or
reducing the barriers to widespread field deployment of OPSAID devices.

PCS owners have expressed concern that PCS security technology must be interoperable.
Yet, as PCS security technology is far from “one size fits all”, it is difficult for PCS
manufacturers to gauge how best to provide security functionality while interoperating with
products from other PCS manufacturers. The OPSAID project can serve the community by
developing more detailed PCS security interoperability guidance. The most critical area for
such guidance is in the area of Virtual Private Networking/Encryption, including key
management and public key infrastructure (PKI) support. The OPSAID team recommends
further work be undertaken providing more detailed interoperability guidance for VPN and
PKI services.

PCS owners have expressed interest in continued testing of OPSAID technology. Continued
testing in PCS owner laboratory settings, leading to initial field testing, is an appropriate path
forward. The OPSAID team recommends further laboratory and field testing of OPSAID
devices.

As stated in th