TECHNICAL QUESTIONS
What Every Parent Must Do to Keep Children Safe Online
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10 Common Questions About Internet Safety

Spyware, online fraud, and other Internet threats are certainly not new. But they are growing more sophisticated
and criminal every day.

So how can you protect your children against these online dangers? And how can you provide a safe, appropriate
Internet environment in the face of online criminals who know more about technology than you ever will?

Fortunately, there are good answers to these tough questions—thanks to a large, capable group of people and
resources dedicated to helping you keep the Internet safe.
With only a little effort on your part, you can educate yourself...

Tap into the world’s best resources for finding, monitoring, and defending your children against online threats....
And start using the Internet more safely and confidently.

Your part is straightforward.

e Just learn the right answers to these 10 common questions about Internet technology...
e Teach your children safe surfing practices...

¢ And take some easy steps to protect your computer.

1. How and why do | check the Web browser history?

2. How and why do | review temporary Internet files?

3. How and why do | remove spyware?

4. How and why do | scan for and remove viruses?

5. How and why do | use a firewall?

6. How do | monitor and block incoming files and information from the Internet?
7. How do | monitor and block outgoing files and information?

8. How do | adjust search engine settings (i.e. Google preferences)?

9. What safety and security tools are available on a typical home computer?

10. What are “updates” and why should | install them?
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1. How and why do | check the Web browser history?

The Basics:
¢ The Web browser history lists the Web sites your child has visited recently.

¢ It’s a useful resource for checking Internet activity.
¢ Web browser histories are easy to change and delete, so they are not foolproof.

To check the Web browser history in Internet Explorer, click the History icon.

f_i(iougle - Microsoft Internet Explorer
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google (e, google, com) IA
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This opens a History pane on the left side of your browser window that
displays a list of recently visited sites.

You can click any item on the list for more detailed information.
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You can also access additional browser history options by selecting Internet
Options from the Tools menu.
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Other browsers have similar browser history features that are generally very
easy to access.

- Mozilla Firefox

File Edit Wiew [ Bookmarks Tools  Help

- - ;
=
) Latest Headines  Home alt+Home

Maozilla Firefox Start Page

MEC.com = Saturday Might Live > Cast Biographies = Jason Sudeikis
MEC.com = Saturday Might Live > Cast Biographies = Andy Samberg
MEBC.com = Saturday Might Live = Cast Biographies = Kristen Wiig
MBC.carm = Saturday Might Live = Cast Biographies

MEC.com = Saturday Might Live

MEC.com = Screening Room

MEC.cam

MEC.com > Video > Web Favorites

Yahoo!

e
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2. How and why do | review temporary Internet files?

The Basics:

* Your Web browser creates temporary files automatically to speed up your Internet experience.

e These files can include Web pages, images, sound files, or movies.

¢ Although the number and variety of temporary Internet files can be intimidating, examining them

provides a very detailed view of exactly what your children have been viewing online.

* You should check temporary Internet files if there are unusual or suspicious holes in your child’s

browser history.

e Like the browser history, Internet-savvy children or teens can delete temporary Internet files

fairly easily.

To view temporary Internet files in Internet Explorer, select Internet Options

from the Tools menu.
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File Edit  View
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Favorites LR

Mail and Mews

Pop-up Blocker 4
Manage Add-ons...
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Delete Cookies.. | | Delete Fies . || Setings:
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20 2| [ Clear History
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Click the Settings button found in the Temporary Int(‘erne:c Files section of the

Internet Options window.
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Next, click the View Files button to see a list of all the temporary Internet

files stored on your computer. Double click any file to see what it contains.
\ 4

(%)

Settings

Check for newer wversions of stored pages:

O Ewery wisit ko the page
Q Ewery time you start Internet Explorer
() Automatically

O Never

Temparary Internet files Falder
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& Temporary Internet Files
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For example, clicking on a file with a .gif extension will display an image that
was part of a recently viewed Web site.
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Most popular browsers include a similar View Temporary Files op;cion.
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3. How and why do | remove spyware?

The Basics:
* Generally speaking, spyware is software that hides on your computer, tracks what you’re doing online,
and then sends that information over the Internet.

e Some types of spyware, called “keystroke loggers” actually record and send everything you type on
your computer.

e Spyware software can sneak onto your computer when you download unsafe software and files—or
even visit a hostile Web page.

¢ One major source of spyware is the peer-to-peer file sharing software commonly used to share music
and videos online.

Tips for avoiding spyware and adware:

» Set concrete ground rules with your children. Specify exactly what they are allowed (and not allowed)
to do online.

e Keep your PCin a public part of the house, where you can monitor your children’s online activities.

¢ Avoid clicking on banner ads, links, or offers that appear too good to be true.

¢ Be cautious with file-sharing software and other potentially unwanted software.

(3 Norton AntiVirus - Scan |Z||Elr>__(|
Scanning

Scanning for viruses, spyware, and other risks

File being scanned:
Active programs and skarkup files, ... ...

Total files scanned 115
¥irus threats detected a
Spyware and other security risks detected ]

A quality Internet security program will scan your computer for spyware,
adware, Trojan Horse programs, and other Internet risks...
And remove any malicious or unwanted software it finds.
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Many Internet security companies also offer free online scanning services to
detect spyware, adware and malicious programs.

V4

v 4

N
Symantec” (

/

Security Check

Symantec Security Check tests your exposure to a wide range of onling threats. It's free and efficient, and it helps
you determine your Internet security needs

@) 8

Security Virus
Scan Detection
1S YOUR COMPUTER SAFE 1S YOUR COMPUTER FREE
FROM ONLINE THREATS? OF WIRUSES?
e
SETRRT
> LEARN MORE > LEARN MORE

© 1995-2006 Syrmantec Corporation, All rights reserved.  Legal Naotices

€

@ nternet

Click to scan your computer for Internet risks and threats right now.
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4. How and why do | scan for and remove viruses?

The Basics:

e Viruses are software programs that hide on your computer and cause mischief or damage.

¢ Viruses are also called worms, Trojan Horse programs, or other names, depending on how they behave.

Together, all this malicious software is commonly referred to as “malware.”

¢ Around 80% of malware today is designed to find and steal confidential information stored on your

computer. This type of malware is sometimes called “crimeware.”

¢ Malware can invade your machine through infected email attachments, “bots” that crawl the Internet

looking for unprotected computers, and visits to “hostile” Web sites.

Protecting your computer from malware isn’t difficult. But it does require a
quality antivirus or Internet security program.

After you install your antivirus program, make sure the automatic protec-
tion feature is turned on. This will block malware the moment it attempts to

creep onto your system.

/ 2

{® Norion AntiVirus 2006

, symantec.

@A Norton AntiVirus Options

Auto-Protect
How to stay protected

Norton AntiVirus

Internet
P Email

Internet ivorm
Protection

Instant Messenger

Livellpdate

Home Fage Protection

Other
b Security Risks

Miscellaneous

Default Al

v Turn Auto-Protect on irecommended
¥ Start Auto-Protectwhen Windows starts up {recommended)
v Showthe Auto-Protect icon in the tray

How to respond when avirus is found

% Repair the infected file (recormmended

" Tryto repair then guaranting if unsuccessiul

" Deny access to the infected file

W Automatically remove iterns left behind by viruses (recommended)

Which file types to scan for viruses
& Comprehensive file scanning (recommendeds
" Scanfiles using SmartScan
I Scan within comprassed files

mare info
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It's also important to scan your system for malware regularly. Most antivi-
rus programs include two types of scans: a faster “quick scan” and a slower,
more thorough “full system scan.”

V4
Scan Now NV 54

Scan your cornputer for spyware, wiruses and other security risks,

& Full Systemn Scan

& comprehensive scan of your entire computer,

O Morton QuickScan

& fast scan of the areas of your computer that are most likely to be
affected.

Perform quick scans frequently to get a fast status report on the health of
your PC. The quick scan option will search for malware where it hides most
frequently.

Scanning

Scanning for ¥iruses, spyware, and other risks

File being scanned:
Active programs and startup files. . ... ..

Total files scanned 115
Virus threats detected ]
Spyware and other security risks detected [n]

At least once a week, take the time to perform a full system scan. This option
conducts a thorough scan of every file on your computer.

Norton Anti¥irus - Run Full System Scan - DarkEmpire ‘z‘gl

Schedule ]

Because full system scans take longer, most

people schedule them to run when the computer is ) G0 PH every il very ek taing 1071/2005
idle. Scheduling full systems scans is an easy and
straightforward process. SchedleTade  Stat e
[ BO00PM - Advanced..
Schedule Task Weekly
I((‘ Livellpdate J Dptions « EE:J Every m weekislore [ Mon [~ Sat
[~ Tue [~ Sun
[ Norton Protection center] | SCans e
Norton AntiVirus | ,'I Select an item to launch a scan :; ::u
Status |I & Run Full System Scan 7
& Run Morton QuickScan )
Reports '. =) Scan all removable drives M Sl beE
Cancel
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It’s also very important to keep your antivirus software up-to-date, since new malware is
being released every day.

Most antivirus programs download updates automatically. Just make sure these updates
are happening—and that your subscription stays current.

p

/
@ LiveUpdate /
Options >

Livellpdate is searching for updates to the following Symantec
products and compaonents:

EA:I Blocking Content Updates ~
EAd Blacking Program Updates

II‘AntiSpam Core Components

18} Livelpdate

E Morton AntiS pam Definitions: Updates

E Martan Antiines

lI‘ Mortan Antivinug Branding Resource Update
<|—| Do e e !

|€

|5

This process could take a few minutes.

Connecting to liveupdate. symantecliveupdate. com...

[T
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5. How and why do | use a firewall?

moleChNO ext

The Basics:
* Afirewall is your main line of defense against hackers, identity thieves, and other online predators.
¢ It monitors all the data flowing in and out of your computer—and automatically blocks harmful traffic.
¢ There are so many hackers looking for “fresh” unprotected machines that you should NEVER connect to
the Internet without a firewall installed.
« Firewalls can be purchased separately—or as part of an Internet Security “suite” that typically includes

firewall, antivirus, anti-spyware, anti-spam, and parental control software.

006 (E) Norto ernet Se 0
e Block Traffic (((:‘?)\:iveUpdate \ﬂ Options « gslppp;&n'
’ Sy mantec. [Norton Protection Center] Norton Internet Security
i [Norton ternet Securny | v “persanal Frewall
L Horton Int it S =
Norton®Personal Firewall| ol o ws e
Status & Seftings =
@ Outhreak Alert on The firewall will learn
Qutbreak Alet 0 | 020 = Sl 7 ) unreco gnized programs
= - i that access the
Statistics @ Parsanal Firewal Learning Tnkernst,
Subseription Status @ Intrusion Prevention /\ more info
Horton Antivirus A Norton Antivieus n
Norton AntiSpam R N [
@ Security Inspector )

@ Privacy Contral

9 symantec. Norton Irf  jnet Security 2006

From the moment you install and activate your firewall software, it begins to “learn” about
what programs you use online.
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As part of this process, you may receive occasional messages from the software asking you
whether you would like to block, allow, or temporarily allow different programs to use your
Internet connection.

/ 2

O Morton Internet Security
4

Program Alert

A Low Risk \ﬂ

Alert Ass}stant
Microsoft Internet Explorer is attempting to access the
Internet.

show Details

What do you want to do?

Autoratically create a firewall rule. (recommended)

Automatically create a firewall rule. recomrmended)

Block this instance

Block always

tanually create a firewall rule,
—

These questions will include advice from the software. In most cases, the best course of
action is to simply follow the recommendation.

It’s important to keep your firewall software current and up-to-date.
Most firewalls download these updates automatically. Just make sure updates are taking
place regularly—and that your subscription stays current.

@ LiveUpdate
Options

Livellpdate iz zearching for updates to the following Symantec
products and components:

[ 7]ad Blacking Cantent Updates

[ 7]ad Blocking Program pdates

| | &intiS pam Core Componentz

{g¥ Livellpdate

: Morton AntiSpam Defintions Updates

| | Martan Antiine

" |Marton Antivinus Branding R esource Update

>

[ £

Thiz process could take a few minutes.

Connecting to liveupdate. symantecliveupdate. com. .

[T
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6. How do | monitor and block incoming files and information from the Internet?

The Basics:
e Three main types of security software can help you monitor and block harmful files from the Internet:
firewalls, antivirus software, and intrusion detection programs.
¢ A firewall monitors the information coming into your computer for suspicious activity.
¢ Antivirus software “unwraps” incoming files and examines them for viruses, worms, and other threats.
e Intrusion detection programs block attacks that try to take advantage of security holes in common
applications such as Internet Explorer.

For the most complete protection against dangerous incoming files, start by installing and
activating a quality firewall program.

/ /

, symantec.
Norton*Personal Firewall

@ Nortan AntiVirus Options

Swem L o-Protect
» Manual Scan How to stay protected
Internet ¥ Tumpute-Profecton frecommendedy
» Emall Start Auto-Protectwhen Windows stats up (recommended)
Internet wWorm ‘V v the Auto-Protecticon in the tray
Pratection e
Instant Messenger respond when avirus is found

LiveUpdate epair the infected file (recommended)
Home Fage Protection 1y to repait than quarantine if unsuccessful
. eny access to the infected file
Other

lutomatically remove items left behind by viruses (recommended)
¥ Security Risks e
Miscellaneous

file types to scan for viruses

lomprehensive file scanning (recommended)
an files using SmanScan
an within compressed files

Defeult Al ‘ oK H Cancel || Page Defauts |

Next, make sure the AutoProtect feature in your antivirus program is turned on—and that
your antivirus software is current and up-to-date.
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Finally, install a program with intrusion prevention features to shield your
computer from attackers who may try to take advantage of security flaws
in Internet Explorer and other programs.

/ 2

v /
Attention

.
AE O

o I

2 items are affecting your status

Shiow details!

| Fix Moy | | Horne |

9 symantec.  Norton- Protection Center

Many Internet security companies offer security “suites” that provide all
of these capabilities in one easy-to-use, integrated package.

9 symantec.
AntiVirus Norton Internet Security
Firewall :
Parental Controls —j
AntiSpam
Privacy Controls
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7. How do | monitor and block outgoing files and information?

The Basics:
e It’s very important to keep sensitive personal information from “leaking” onto the Internet.
e This can happen when personal information is sent from your computer over the Internet.
¢ Without proper precautions, people can use instant messaging programs to remove sensitive
information from your computer.
e File-sharing or peer-to-peer networking programs such as Kazaa, Limewire, and Bit Torrent can also

make it easier for people to access sensitive files on your computer.

, symantec.
Norton Internet Security

To prevent people from accessing and removing sensitive information
from your computer, start by installing a firewall program that alerts you
whenever private information is about to be transmitted over the Internet.

Next, configure your instant messaging program to block
anyone from downloading files from your computer.

In Yahoo Instant Messenger, select Preferences from the
Messenger menu, select File Transfer from the list, and
choose “Never allow others to download files from me.”

Category
Generd

Contacts  Actions Help

My Status LS Alerts & Sounds
Appearance \When other people send files to me:
Mever accept files from anpone.
ntact Det ke < me fof permission before downloading fies

My Contact Detals Diinka oo Ask me lof perr elote ading i =

Accept les sutomatically il sendet is in my Messenger List
My Account Info » Chat

‘When other people tiy to get fikes from me:
My Profiles Connection e e e
My I CtriShift+K Gorbert Tebd o e

y Display Image d File Transfer Always allow people in my Messenger List to get fles fom me,
My Webcam LQA”SEELSE”I fogo | Diectay forles | eceive
Activate My Yahoo! 360° Page - A2y D:\Documents and Settings\david_cole\Deskiop Browse
Privacy Directory where othets can get my fes:
ShowjHide » Webcam D:\Documents and Seltings\david_cole\Application C] [ Browrse
. Super Webcam
Change Skin,.. [] Automaticaly show progiess window when people get fles hiom e
s &l
Yahoo! Chat » Number of people who can get my fles at the same 1 [
- Port rumber touse: |80

\

- k Virus Checker
TVacy Uptions ‘ (_Buowse ]

[¥] Check file for vinuses after download
Sign Out Chrl+D

Close g (ox ) (Ccomcel J[ ooy J( o ]
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Other instant messaging programs have similar options—
usually found under the Preferences menu.

7N

Finally, if you use a peer-to-peer file-sharing program, be sure to
specify one folder for exchanging files. Too many people accidentally
share their whole hard drive, which exposes all the files on your
machine to anyone using the same file-sharing program.

B LimeWire: Enabling Open Ini

Shared Folders

You can choose the folders for sharing files. Fles in these folders are displayed in
the licreary.

c ‘(Ku.nl:nls ‘e Setings\8)l Users\Documer s by Music Add,.,

Shared Extensions

“fou can choose which file extensions you would ke fo share.

Download Sharing

*You can share ties that you download to unshared foklers.
Share Finished Downloads: []
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8. How do | adjust search engine settings (i.e. Google preferences)?

The Basics:
¢ Search engines can provide children with fast, easy access to inappropriate material on the Internet.
¢ Most search engines allow you to block search results that are unsuitable for children.
e Blocking inappropriate search results greatly reduces the chance that your children will stumble across
dangerous or objectionable material on the Internet.
¢ These search result filters are not foolproof—some unwanted content may still appear in the search
results.

To block inappropriate search results in Google, click Preferences from
the main Google home page.

Web |mages Groups [Mews Froogle Local more »
| | A d Search
Ereferences
[ Google Search " I'm Feeling Lucky ] Language Touols

Next, scroll down to SafeSearch Filtering and select the Use Strict Filtering
option. This will block search results with explicit text or images.

. le's SafeSearch blocks web pages containing explicit
SafeSearch Filtering < Haring in search results.
Use strict filtering (Filter bath explicit text and explicit i

(O Use moderate filtering (Filter explicit images only - defay
O Do not filter my search results.
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Yahoo! and most other popular search engines offer a similar filtering function.

- YAHOO .’® b Vi Q}"

Mail My “rahoaol Messenger
dea | Audio | Directory | Local | News | Shopping \7
« Aduwanced

« My Wab
= Ad Programs

| Yahoo! Search

k. a question | Answer gquestions

None of these filtering features are 100% accurate—and some unsuitable

content may still slip through.
That’s why it’s important to teach your children to surf the Web safely—and

take the time to explore the Internet with them.
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9. What safety and security tools are available on a typical home computer?

The Basics:

¢ Most home PCs run Microsoft Windows XP, which includes a number of important basic Internet
security capabilities.

e The Windows Security Center provides important basic information about your computer’s security
status.

Add-on Internet security products can offer more advanced, complete protection against Internet
threats.

To access the Windows Security Center, open your Windows Control Panel
and select Security Center.
The Security Center will tell you whether your antivirus and firewall pro-

grams are installed and working properly—and whether you are receiving
automatic software updates.

N

Familyl

& rozilla Firefox __J My Documents ® _Control Panel
o
Microsoft Outlook __CJ My Pict
T ) - ¥ Searth Feders
0 CuickTime Playes __j My Music wr i &
W pant S adcress | Control Pared
My Computer -
& caculator 5' i ,b _ii-. -! ﬁ
dczezchity  Add Hardware Add or Admristrative Adobe Gamma  Sutomabc Dot 3 Faolder Dptions
Crtions Rema... Took Updates
a, g:etr Prgur m Acoess and e
aults . o Y
X s v P 5 = P D o
g Printers and Faxes o
« Fonts e Irkaimst Java Karybaard Mal Mousa 2 ek, Setup
Conbrollers Options: oreec) ard
@Heb and Suppart . E
D sewt - @ % 5 6 @ 3 9@
Phone and  Porbable Media Power Opliors  Frinters snd QuickTime  Regionaland  Scaners and  Scheduled Sacurily
- Modem ... Darvices Fazes Language ... Caneras Tashs Carkar
All Programs D T Run...
@ o o G A _ea oo

ﬁ] Log OFf [ | Turn OFF Computer

=8 - ] & Macromedia Captivabe
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Internet Options
General | Security | Privacy | Content

Home page

% You can change which page to use for your home page.
hitp: b symantec.com \

Address:

Connections | Programs

[ Usze Curent ] [

Usze Default ][ Usze Blank ]

Temporary Internet files

o

for quick. viewing later.

Pages you view on the Internet are stored in a special folder
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Microsoft Windows XP also includes an Internet Options
control panel that allows you to manage important privacy

settings.

This includes the ability to specify what types of cookies
can be placed on your machine by different Web sites.

In many cases, cookies are harmless files that allow Web
sites to remember your name or perform other useful

functions.

But some cookies track your behavior online and can af-
fect your privacy, so some level of control is advisable.

To change your Internet privacy settings, open your Windows Control Panel,
select Internet Options, and click the Privacy tab.
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10. What are “updates” and why should | install them?

The Basics:
¢ Updates—also called patches—are fixes or enhancements to the software running on your computer.
e Often, patches repair security “holes” in software that may be used by hackers to attack your PC.
¢ Other updates may keep your security software up-to-date with the latest information about new
Internet threats.
e Updates are released regularly by software companies like Microsoft, Symantec, Adobe, and others.
¢ You should always apply updates as soon as they become available. Running the most up-to-date

software makes it much more difficult for hackers to gain access to your computer.

Microsoft software includes an “auto-update” feature that downloads and
applies the latest software updates automatically.

To activate auto-update in Microsoft Windows XP, open your Windows
Control Panel and click Automatic Updates. Select the “Automatic” option to
update your computer automatically.
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Most security software also includes a feature that automatically downloads
updates and information needed to detect and eliminate the latest viruses,
worms, and other Internet threats.

(D LiveLs pdate
Options
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Keeping your family safe from online threats doesn’t have to be difficult or intimidating.
Just become familiar with the answers to these questions...
Follow a few simple, common-sense rules...

And start using the world’s leading Internet experts to protect your home PC against today’s most
sophisticated Internet threats.
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