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Sensor Integration
Sensor Deployment
CPP Portal

Mercury

Parting Comments
Questions
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Flo and Flower: Session Data

Snort: Network Intrusion Detection Data
AMP: Various Types of Network Data
PopQuiz: Various Types of Network Data
T3: Data Movement and Sensor Control
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Sensor Deployment

Task Lead: Liz Faultersack

» Certification and Accreditation
»Continued Expansion
»Hardware Refresh to Begin FY11
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CPP Portal

Task lead: Brett Didier

» Features
»Sharing Policy
»Data and Releases
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CPP Portal

» Provides DOE cyber analysts access to CPP collected
“DOE enterprise” data

» Implements “glass house™” approach for data access
» Promotes cross-site sharing and collaboration
» Interested? Talk to us or email cpp.portal@pnl.gov.
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Sharing Policy of Sites Being Queried

Anonymous

Summary Detail

Sharing Policy for Site

Performing Query

Will see anonymous
aggregate for the sites
that chose this option.

Will see Will see summary line
summary line |and can

Detail : for the sites view/download detail
Cannot query against IP : :
that chose this |results for the sites
address space of . . :
. option. that chose this option.
Anonymous sites.
Will see anonymous
aggregate for the sites
Summar that chose this option. Will see a summary line for each site
y Cannot query against IP that chose Summary or Detail.
address space of
Anonymous sites.
Will see single summary line that is an anonymous aggregate for
Anonymous ¢ v v s

all sites. Cannot make queries against any DOE IP address space.




£ Home - pnl.gov - Mozilla Firefox
File  Edit Miew  History  Bookmarks Tools Help

6 C (a1 | "4 hitp:/fgaffer.cpp/group/cpp/home

F i Home - pnl.goy

Official Use Only | Welcome Eegan Modonald [JLAB Site Member]

) Watch Lists &) Announcements

04222010 04152010
o Second Phish List : 34 hits found. o PRPML Sharing Policy Chanoe

042172010
o Phishing : ¢ hits found.

o Second Phish List : § hits found.

04202010
o Phigh list : 0 hits found.

041972010
@ Phish list : § hits found.

+ o Background + - Principles + - Wideo C} FLO Fields + - SHO Fields + - Sensor Platforms

Flo30 Data Field Descriptions

Field Hame hichd Field Description Field Explanation
Type
DatedTime format: =™ -hihl-D0

HH: b SS= The UTC time, in human readakle form, of the last packet 1o enter this flow.

DateTime Timestamgp

Source IP Inet IP address <R RN RN XK= The source [P address of the first packet seen in the flow.

The source port of the first packet seen in the flowe. This field is only walid for flovws where the proto

Source Port Source TCPAP port number field iz either UDP or TCR.

Destinstion 1P Inet IP address <R R K= The destination IP address of the first packet seen inthe flow.

The destination port of the first packet seen in the flowe. This field iz only walid for flovws where the

Destination Port String Destination TCPAP port number proto field is sither UDP or TCP,

The protocaol idertifier that specifies the specific IP sub-layer (e.g. TCP, UDP), converted from the

FREiEEE] =l 1P Leyrer (Freioss] number extracted from the incoming packets (e.g. B=TCP, 1 7=U0FP).

Session duration specified in seconds. The value specified indicates the time span from the first ta

Durstion Flast Durstion the last packet included in the flawe.

The sum of the TCP or UDP pavload bytes as reported in the TCPAP or LUDP headers, from packets
weith the source address equal to the first seen source address of this flow.

g;:;.;rce halosd Integer First Seen Source pavyload bytes
Destination Inteoer First Seen Destination payload The sum of the TCP or UDP payload bytes as reported in the TCPAP or LDP headers from packets
Payload Size e bytes weith the source address egual to the first seen destinstion address of this flow .

Logot




2 Sites - pnl.gov - Mozilla Firefox
File  Edit Miew  History  Bookmarks Tools Help

@ c oY E & httpeffoaffer.cpp:8080faroupjcpp/sites
; Sites - pnl.gov

Official Use Only | Welcome Eegan Modonald [JLAB Site Member] | Logout

Site:  ILAE ~ i vy Site

() Details

Hame: JLaB
Full Hame: Thomas Jefferson Mational Accelerator Facility

) Contacts

Site contains 3 conkacks, Z of which hawe accounts.

Phone Roles Account

Last Hame  First Hame Email

Bean Kasimir ultrices.iaculisi@egetvolutpatornare.org 52135469 Site Administrator; Point of Contact

1806603595

Technical Expert; C.5. Analyst; Point of Contact; C.1. Analyst; Policy Maker

a.sollicitudin, orci@faucibus. edu

Modonald Regan

ultricies@urnajustofaucibus.ca {9251 356-6030  Policy Maker; C.5. Analyst

Barron Lars

g Sharing Policy

CGueries:  Allowed
Results:  Detailed

Sensor Platformis):
& nas

Mo netwarf data gualiaibie.

@ Firefox Recommended Official Use Only | Feedback | 0.98(kbeta)




%2 Contacts - pnl.gov - Mozilla Firefox
File  Edit Miew  History  Bookmarks Tools Help

6 c oY E & http:ffoaffer.cpp:8080faroup)cppfcontacts

F : Contacts - pnl.goy

Official Use Only | Welcome Eegan Modonald [JLAB Site Member] | Logout

FPortal contains 201 contacts across 54 sites, 105 of which have accounts. LCizplaying users 1o 20. Page 1 /11
Al W « 2345 s[7/»n

Hamie: Last Hame  First Hame Site Email Phone Roles Account

Administrator | CPP chp administrator@@pnl ooy Portal Administrator v

(437)

547 ATED Pairt of Contact

Roles: Hutchinson Lucian eu.euismod. aciullamoorper .org

[ partal Administrator (316)

Patrick Dennis eget. nisidictum@nullam.ca AGE-GEoE

Site Administrator; Point of Contact

[ ste ~dministratar

(661 Policy Maker, .5, Analyst; Point of

[ poirt of contact ! - . i i
CiUE cuE CUiER d )
Foochnwin Lillitk scelarizgue . scelerisgue dui [=Te [=Wwiu]ur] &09-51 86 Contact: C 1. Analhyst

[ 1. Analyst
(7E0)

[ Policy tiaker Hurley Hedda enimi@Mamac.org b Paint of Contact

[ s, analyst (289 Palicy Maker; C.S. Analyst;

hdill=: i elei fiee] I J !
rlill= Hyatt dictum eleifendifdsemperrutrum.ca BE7-4211 Technical Expert
[ Technical Expert

. S I (673)
[ cher: Jovyce Haves nisif@adipizcingelitetiam.ca

10544 Site Administrator; Point of Contact

(312)

Paxdoval Tashya molestief@dolorvitaedalor .org 995.5837

CE Analyst

Z.5. Analyst, Policy Maker; Point of
Contact, C1. Analyst, Technical
Expert

(E53)
501 -4669

Q search | [ Reset i Jessaming mollisEBarte com

. ' ’ . (495 . .
Boris aliguetiEinmolestie.com G064 25an FPoint of Contact; C.5. Analyst

Coby sed st@inmagnaphasellus edu 5_2?%5)5025 Site Administrator; Point of Contact

(5:a0)

Haviera enim.sed.nullai@larem.ca Z07_o2a7

C L Analyst;, Point of Contact

. Analyst; Point of Contact;
Folicy Maker, Technical Expert;
C5. Analyst

(3407

teliz ullamcorper viverra@fsedhendrerits.org 355.9202

Tanner Barcla nec luctus felisi@@duiin.org (253 (Pl & CEEER TEEnE) (=HRehs
i 024-7369 CAnalyst, Policy Maker
(268

Ereens arth in.molestie tortori@velpedeblandit.ca 301 -5695

Point of Contact; C.I. Analyst

A




) Query - pnl.gov - Mozilla Firefox
File  Edit Miew  History  Bookmarks Tools Help

@ - ' X &r | 7.4 http:fgsffer.cpp:S080/groupfcppguery

F : Query - pnl.goy -

L) cuery

Retrieve Criteria

Data Types Date Time (GMT) IP Addressies) * Sensor Platforms Frotocols

CEFCWIPP -~
DOECIRC (el
DOEHG ] uor
End * 01152010 0000 [ DOEHGD

COEHGF [ 1crap

DOEHGI
AANFORD [ All Sthers

Fla Start * 01012010 00:00 | T4.125.53.99

Short

q Search | —|— Create \Watch List L] Resat

G Summary Results

Flo Snort
Sensor Platform
Record Count Select Record Count Select

CBEFCWIRE 16 =
DOECIRC 18 3
1ML

JLaB
LamL

LLKML

K EEE
B EE A

=0

Q=TI

SanIDs

SRS

AMONY OIS RECORDE =1
sSUMMARY RECORDS a6
DETAIL RECORDE =]

TOTAL RECORDS 166

& view Details | E Dovenload |




%) Query Log - pnl.gov - Mozilla Firefox
File  Edit Miew  History  Bookmarks Tools Help

6 c oY E & httpeffgaffer.cpp:8080faroupicpp/querylogs

L : Query Log - pnl.goy

Official Use Only | Welcome Eegan Modonald [JLAB Site Member] | Logout

Filter There are 4 log entries

Included Site(s) Query TR it User Data Cuery

AMES Id Twvpe(s) Tvpe

AMMWTR 2010-04-22
ArL e reqganls? | FLOSOSMCS Summary Watch List: Watching entire cidr
EAPL o020l

BRL . .
EFA 201 FI—EI_4—22 regardS2 | FLOSOSNOS Summary Checking suspected phising IP
CBFO ao0:19:57 address

Sensor Platformis} Reason

- 201 0-04-22 . LAaRL, JLAB, LLRL, WSO, Checking suspected phising IP
Date Time 00201 reganl s FLO30 Detailed SRS address

Start (GMT)

201 0-04-22 Checking suspected phising IP
001907 reganS? FLOIORSMOS Summary RhTem

0452002010 00:00 &=

Endl {GMT)

Requestor

Username

Twpe
Data Type

Ouery Tvpe

Scope

IP Address{es)

Q\ Search ‘ L] Reszet




£2) Watch Lists - pnl.gov - Mozilla Firefox Q@@

IP Addresses Reason Source Expiration Date Actions
fith Phishi . 00: 200 QB
Qe




Deceptive Network Approach
Deceptive Environment

Analysis and Reporting
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The cyber security capabilities in DOE are impressive.
Trust is hard to gain but easy to loose.

To counter the evolving threat we all need to work
towards enabling:

Real time collaboration
Data sharing
Knowledge sharing
Framework to manage trust
Protected communications
(klommunication and collaboration between everyone Is
ey
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Jeff Mauth
CPP Project Manager

Jeff.Mauth@pnl.gov
509-375-2511

Liz Faultersack
CPP Deputy Project Manager

Liz.F@pnl.gov

509-375-6408
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