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Hum … Digital Footprint … What about the Hands? 
Something to think about as you are shaking hands @ the IMC! 
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3 Providing the professional cyber security services, education & expertise you need! 

Cyber Security  
Knowledge is Power, Ignorance is a Problem - Choose Wisely  

Who R We Really? 
Dr Young – robert.young@osd.mil  

Prof/Dr Young – reyoun01@syr.edu    
Dr Rocky – drrobertyoung@cybearsecurity.com  

 
 

3 

mailto:robert.young@osd.mil�
mailto:reyoun01@syr.edu�
mailto:drrobertyoung@cybearsecurity.com�


 So U Want Some Candy from a 
Stranger?  Remember What Mom Says …  

www.takethislollipop.com  

 JUST 1 CLICK AND … 

4 
So who is lookin 4U? 

MISSION:  THINK B4 U CLICK 

http://www.takethislollipop.com/�
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5 Providing the professional cyber security services, education & expertise you need! 
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Spotlight on  
Cybersecurity & Your Awareness 

aka (CYA) 

Office of the Secretary of Defense 
Defense-wide Information Assurance Program Office  



"How do you determine whether or not an older person 
should be put in an old age home?"  
"Well," he said, "we fill up a bathtub, then we offer a 
teaspoon, a teacup and a bucket to the person to empty 
the bathtub."  
"Oh, I understand," She said. "A normal person would use 
the bucket because it is bigger than the spoon or the 
teacup."  
"No" he said. "A normal person would pull the plug…      
…So do you want a bed near the window?“  
Welcome 2 UR New Home Sweet Old Folks Home!!!! 



 OUR MISSION IS POSSIBLE!!! 
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My Challenge Begins with EDUCATION! 

MISSION:  Digital Persona Protection 



Today’s Discussion: DoD’s Challenges 
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It is Up to Us to Find Opportunities 



 How 
 Can 
     You… 

The warfighter expects and deserves 
access to information – from any 

device, anywhere, anytime… 

9 5/1/2012 

Measure  
 What U 
      Can’t C?  
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…and this is HOW & WHERE we fight 



DoD Information Enterprise Context 

• Exploding technologies 
• Demanding scope 
• Increasing cyber threat 
• Shrinking budgets 
• Demanding efficiencies 
 
 

We Must Transform … Adapt! 
5/1/2012 11 



Shared Responsibility: Our Challenge 

5/1/2012 12 

The Challenge Comes Down to Your Contribution! 

The Nation 

The Government 

Federal Agencies/DoD 

Industry 
Partners/Individuals 

Contributions 
flow up 

Responsibilities 
flow down 



Angry Birds:  Innovation or Just a Game? 

What Else RU Downloading with that Game? 



Cybersecurity Must Not Stifle Innovation 
Improving information security while … 
 Increasing information sharing efficiency 
 Enhancing mission effectiveness 
 Progressing towards compatibility 
 Boosting collaboration 
 Ensuring Confidentiality, Integrity,   

 Availability, Non-repudiation & 
 Authentication 

Think For A Change: The Cycle of Innovation  



Cybersecurity:  What Keeps DoD Up @ Night? 

15 
Shared Responsibility  is Our Collective Challenge 

Digital Persona Protection/DIB* 
Insider Threat/Continuous Monitoring 

Commercial Mobile Devices 
DIB/Supply Chain Management 

Cloud Services 
Cyber Workforce 

 
 



• Members of the DoD are coming under attack in cyber 
• DoD CIO is developing a directive assigning responsibilities 
 & outlining procedures 
• Leveraging the lessons learned from past incidents 
 

Proposes 2 types of coverage (both consent-based): 
 

Reactive - Protection of DoD-affiliated individuals for whom a 
credible threat has been identified & determined to be due to 
affiliation w/ DoD 
Proactive - Pre-emptive protection of selected senior DoD 
personnel 

Digital Persona Protection/DIB 

 

 

The Role of Information Assurance in Identity is Critical 



DPP Risk & Mitigation Matrix 

 

 

Risk Level 

Low High 
Gov/Industry 

Individual 
Courses of Action 

Web-based Education & Awareness 

Employee procured Commercial 
Credit Monitoring (e.g. LifeLock) 

Government-subsidized Insurance (e.g. Liability Insurance) 

Government-procured Commercial 
Full-Service Personal PII and 

technical assistance 

Government-procured 
Commercial Limited Personal PII 

and technical assistance 

Unavoidable online risk 

Medium 

Government/LE Full-Service 
Personal PII and technical 

assistance 

Government/LE Limited 
Personal PII and technical 

assistance 

Government-procured 
Commercial Credit Monitoring 

(e.g. LifeLock) 

Move from REACTIVE to PROACTIVE! 



Move from “No” to “Yes”  & “Here is How We Can Do it Quickly” 

Some DPP Threats, Methods, Deterrence & 
Mitigations 

Personal Risk 
Assessments 

Tailored Family 
Education 

Public Information 
Exposure Monitoring 

Online Intelligence 
Monitoring  

Reputation 
Management 

Credit Remediation 
Assistance 

Online Reputation 
Remediation Credit Monitoring 

Credit Threat 

Reputation Threat 

Privacy Threat 

Threats to the GIG 

Legal Assistance 

Law Enforcement 
Assistance 

Counterintelligence 

Threats Proactive Deterrence  Reactive Mitigations 

Doxing 

Phishing 

Spear Phishing 

Threats to the GIG 

Methods 

Identity Theft 

http://i326.photobucket.com/albums/k405/rmy_1107780/HackerInside.png�
http://www.thetechherald.com/media/images/201012/phishing1_1.jpg�
http://s3.hubimg.com/u/3215670_f520.jpg�


The USG defines PII as follows: 
Information which can be used to distinguish or trace 
an individual's identity, such as their name, social 
security number, biometric records, etc. alone, or 
when combined with other personal or identifying 
information which is linked or linkable to a specific 
individual, such as date and place of birth, 
mother’s maiden name, etc. 

 



The EU defines PII as follows: 
'personal data' shall mean any information relating to 
an identified or identifiable natural person ('data 
subject'); an identifiable person is one who can be 
identified, directly or indirectly, in particular by reference 
to an identification number or to one or more factors 
specific to his physical, physiological, mental, 
economic, cultural or social identity; 



So where in the World is Your PII Stored?  In the Cloud? 
 
 



Risk Item:  Credit Reporting Agencies 
Potential Risk:  They sell data points of your credit file 
Source of Risk:   Experia, Equifax Trans-Union 
Fact:  Credit bureaus sells PII to 300 outside firms/Overseas/No US law 
Risk Level:  High (ties directly to physical address) 
Solutions:  
1) Acquiring your 3 credit reports to review for errors and fraud 
2) Secure your credit profile from internal and external threats 
3) Do not sell or share records through marketing 
4) flag for unauthorized access 
Costs:   UNKNOWN - $$$$$ 



Risk Item:   Medical Records 
Potential Risk:  T hey sell data points of your credit file 
Source of Risk:   Medical Information Bureau (MIB) Outlets 
Fact:  All of your medical history in one repository /Access life and medical Ins 
Risk Level:  High (your health details, physical address, family members) 
Solutions:  
1) Acquire your medical report to see what it contains/Review for errors/fraud 
2) Secure your medical profile file from unauthorized access 
3) Deny Access to your Medical Record for a given time   
Costs:   UNKNOWN - $$$$$ 



Risk Item:   Drivers License & Motor Vehicle Bureaus Records 
Potential Risk:  They sell every data point of your file 
Source of Risk:   Your State’s Driver’s License & Motor Vehicle  Dept 
Fact:  Most States rely on the selling of your data for their budgets 
Risk Level:  High (ties directly to physical address, description, facial 
image 
Solutions:  
1) Request your State not sell your records 
2) Monitor for unauthorized access  
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Real Property & Tax Assessor Records 
Potential Risk:  They sell data points of your credit file 
Source of Risk:   Your independent City’s Record Office/State 
Government 
Fact:  Your Independent City Sells your records and sends a copy to the 
state capitol where they sell your record 
Risk Level:  High (ties directly to physical address) 
Solutions:  
1) Request your City & State not sell your records 
2) Remove your records from the official public facing website. 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Voters Records 
Potential Risk:  They sell data points of your credit file 
Source of Risk:   Your independent city’s voters record office 
Fact:  Name, address, SSN, Party Affiliation, Voting History 
Risk Level:  High (ties directly to physical address) & Other PII 
Solutions:  
1) Request your Voter’s Registration office not sell your records 
2) Remove from public facing websites 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Passport Records 
Potential Risk:  Insider Threat?  The DS-11/Application - contains not only your 
own PII but also emergency contacts linking others to you 
Source of Risk:   Department of State PIERS System and DHS’s Custom and 
Border Patrol Secondary Screening at Airports 
Fact:  100s of documented unauthorized access/compromise leaked outside 
Risk Level:  High (ties directly to physical address, other PII and Emergency ICE 
Solutions:  
1) Request State Department to have an early warning placed on your records 

for any unauthorized access both within the PIERS system and hard copy pull 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Credit Reporting Agencies 
Potential Risk:  Insider Threat; 80% of fact finders and server staff=contractors 
Source of Risk:   US Census Bureau 
Fact:  Most US Census employees and contractors have a minimal National 
Agency Check/Spotty- the amount of PII and relatives PII exposed is profound 
Risk Level:  High (ties directly to PII) 
Solutions:  
1) Request the Census Bureau to have an early warning placed on your records 

for any unauthorized access 
2) Request the Census Bureau not share or sell your PII 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Credit Cards 
Potential Risk: Insider Risk-Main/Backup servers in multiple countries/US 
Law? 
Source of Risk:   Nothing makes one more “place & time predictable” then 
the simple record of where and when you charge on your card- also a major 
entrance into ID Theft 
Fact:  Credit bureaus sells PII to 300 outside firms/Overseas/No US law 
Risk Level:  High (ties into PII and place & time predictability) 
Solutions:  
Request your credit card firms to place an early warning on your record for 

any unauthorized internal access + DO NOTshare or sell your PII. 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Internet Service Providers (ISP) 
Potential Risk:  Insider Threat: Many Telephony employees have released 
consumer profile records (credit information) along with call logs 
Source of Risk:   Your ISP & their Partners 
Fact:   Records reveal who occupies the residence , artifacts about your laptop 
or PC, residue of your internet transmissions & determines you are HOME? 
Risk Level:  High (ties into PII, place/time & time predictability & address 
Solutions:   Request ISP place an early warning on your record for any 

unauthorized internal access and to not sell your data even to “trusted 
partners” 

Costs:   UNKNOWN - $$$$$ 



Risk Item:  Utilities 
Potential Risk:  Internal Risk: Utilities have released consumer profile records 
Source of Risk:   Utility Companies & their Partners:  Water, Gas, Electricity 
Fact:  Utility companies main or backup servers overseas where US laws-ID 
theft-do not apply. Your flow rate = insight into near real-time tracking 
Risk Level:  High (ties into PII and place in time predictability) 
Solutions:  
Request your utilities place an early warning on your record for any 

unauthorized internal access and to not sell your data even to “trusted 
partners” 

Costs:   UNKNOWN - $$$$$ 



Risk Item:  Telephony Records 
Potential Risk:  Internal Risk: Telephony employees have released  consumer 
profile records (which includes credit information) along with call logs 
Source of Risk:   Telephone Service Provider- Verizon, Sprint, AT&T, & Vonage 
Fact:  Makes one “place and time predictable” and shows all your call looping 
into your risk stream 
Risk Level:  High (ties into PII plus place and time predictability) 
Solutions:  
1) Request your telephony firm place an early warning/No Change/No PII Sale 
2) Have your home telephone project another party or telephone # 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Address Confidentiality 
Potential Risk:  Your true address- if used for mailings will be accessible via net  
Source of Risk:   USPS 
Fact:  A physical nexus directory to your residence and family cloud bring not 
only unwanted mailing but actual people showing up at your door! 
Risk Level:  High (ties into place and time predictability) 
Solutions:  
1) Request the USPS, FedEx and UPS divert your items to a CMRA 
2) Project the CMRA address as your actual address 
3) Look for persons running surveillance at this alternate site 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Information Brokers- DoD Designated  “Data Repository  Org/DROs” 
Potential Risk:  The DRO’s stated business purpose is to gain our PII 
Source of Risk:   Semi-regulated FTC, Lexus Nexus, Xiom, Westlaw 
Fact:  These electronic reports contain PII, your current and past addresses, 
known family, vehicles, voter info, and much-much more 
Risk Level:  High (ties into PII and place and time predictability) 
Solutions:  
1) Request DROs place an early warning on your record for any unauthorized  

internal access 
2) Do NOT allow them to sell your data to anyone 
Costs:   UNKNOWN - $$$$$ 



Risk Item:  Fake social network sites (SNS) and ISP accounts in your name 
Potential Risk:  Rampant unauthorized SNS and ISP accounts in the high risk 
personnels’ name 
Source of Risk:   All SNS and ISPs 
Fact:  Ruin your good name, solicit information from followers & purport 
fraud 
Risk Level:  High (ruin your good name and exploit others) 
Solutions:  
1) Request SNS and ISPs to remove any unauthorized accts 
2) Preserve evidence for investigative reasons and investigate same 
Costs:   UNKNOWN - $$$$$ 



Better 2 Have A Plan…Right? 
• Step 1:  Get Out Your Mobile Device 
• Step 2:  Turn On Anonymous Browsing 
• Step 3:  Start Researching Your Digital Footprint 
• Step 4:  Google Yourself & Touchgraph.com 
• Step 5:  Spokeo.com & Zabasearch.com 
• Step 6:  Clear your browser history entirely when done! 
• Step 7:  Ask Questions…Have Fun…Stop-Think-Click! 
• Step 8:  Educate Your Co-Workers 
• Step 9:  Educate Your Family 
• Step10: Educate Your Leadership 



Deploying DPP to the DoD + … 
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Size, Scope, Diversity and Complexity 

IT Systems 

• >$ 38 Billion in FY12 

• >$16 Billion in IT Infrastructure 

• >$3 Billion for Cyber Security 

• 1.4 million active duty 

• 750,000 civilian personnel 

• 1.1 million National Guard and 
Reserve 

• 5.5+ million family members and 
military retirees 

• 146 + countries 

• 6,000 + locations 

• 600,000 + buildings and 
structures 

 

• >>10,000 Operational systems 
(20% mission critical) 

• ~750 Data Centers 

• ~67,000 Servers 

• ~7+ million computers and IT 
devices 

• Thousands of networks 

• Thousands of email servers, 
firewalls, proxy servers, etc. 

• Mobile Devices 
~ 250, 000 Blackberries 
~ 3000 iOS Systems (Pilots) 
~ 3000 Android Systems (Pilots) 

 

DoD IT User Base 

Total IT Budget 



DoD Mobile Device Superstore 

38 Unclassified 5/1/2012 



Mobility Risk and Specific CMD Threats 
A
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R
isk

 

BlackBerry 

STIG Approval / Risk Threshold 

iOS 

Android 

iOS w/ GOOD 

Win Mobile w/ GOOD 

SME PED 

Android w/ GOOD 

Threats to Enterprise  Mobile Devices 

Co
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y 

Passive Data 
Collection 

Loss of Device 
Data recovered by unauthorized party 
Evesdropping (data or voice) 
Collection over the air 
Collection over the network 

Active Data 
Collection 

Vulnerable App 
Theft of Credentials 
Malware 
Tracking 
Loss/Theft of Device 

Theft/ Misuse of 
Services 

Theft of Services 
Abuse of Services 

In
te

gr
ity

 Data in Transit On the fly manipulation 
Masqueraded service 

Data on Host Software 
Hardware 

Data on Service Data recovered by unauthorized party 

Av
ai

la
bi

lit
y 

Jamming 
GPS 
Mobile Carrier 
WiFi 

Denial of Service 

Malware 
Mobile Code 
Vulnerable Apps 
Vulnerable OS 
Flooding 

Loss of Data Unintentional Loss 
Malware 

U
na

cc
ep

ta
bl

e 
 

R
is

k 

High School Kid 
Jail Breaks iPhone 



Mobile Devices Requirements Overview 
Mobile device development 
must support a complex set of 
requirements based on 
specific use case, security 
requirement, geography, user 
role, and organizational 
mission  

Most commercially-available 
mobile devices fall under an 
enterprise-wide requirements 
set (with additional 
classification requirements 
shown in each vertical) 

Executive and tactical users 
require additional functionality 
in addition to enterprise-wide 

Unclassified 

Use Cases 

Requirements 

CUI (U/FOUO) SECRET TOP SECRET

• 128-bit AES Encryption  
• FIPS 140-2 L1 

• 128Bit AES Suite B / Type 1 
• FIPS 140-2 L2 
‒TEMPEST 
‒Anti-tamper 

• 256 Bit AES Suite B / Type 1 
• FIPS 140-2 L3 
‒TEMPEST 
‒Anti-tamper 

Enterprise- wide 
 
 

Mobile Device 
Management 

• Auditing 
• Data-at Rest / Data-in-transit encryption 
• Remote wipe 
• Strong authentication 
• CMD peripheral control  (Camera/GPS/Wi-Fi/etc.) 

Transport 
• Broadband service 
• QoS 

Mission Critical 
Services 

• Low latency 
• High availability 
• Robust cellular roaming / persistent connectivity 

Application 
Management 

• Validated Apps 
• Application Authorization 
• Centralized App Store 

Gateways 
• Interoperable access 
• Redundancy 
• Cross domain support 

Executive • Priority Access 
• Gateway(s)  to C2 Networks 

Tactical 
Support 

• Ruggedized device 
• Delay tolerant networking 
• SAASM 
• TRANSEC 
• Anti-Jam 

• Spectrum 
• Interoperability 
• Phase of conflict 
• Removal of fixed infrastructure vulnerability 

In addition to enterprise-wide 
requirements, “tactical support” users 
require unique hardware, spectrum, 

infrastructure, and networking 
requirements 

One Device Does Not Fit All… 

http://www.roaddrivers.org/images/fouoStamp.jpg�
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Remember, this is where we fight…. 

Dude… Take my pic 
with your iPhone  
& upload it to 
Facebook … My 
girlfriend wants to 
tag me later today…  



Is DoD’s Future in the Clouds? 

Cloud Computing supporting DoD’s Cyber Strategy 



Challenge: Delivery to the Tactical Edge 

Unclassified 

Cloud 

Optimized information delivery, interoperability, 
synchronization, failover, continuity  

http://en.wikipedia.org/wiki/File:Unified_Combatant_Commands_map.png�


Shared Responsibility: Our Challenge 

The Challenge Comes Down to Your Contribution! 

The Nation 

The Government 

Federal Agencies/DoD 

Industry 
Partners/Individuals 

Contributions 
flow up 

Responsibilities 
flow down 



If You Chose to Accept the Mission… 

45 
It is Up to Us to Successfully Complete the Mission! 

This Message 
 will self-destruct  in  

5, 4, 3, 2, 1 … 



If You Chose to Accept the Mission… 

46 
It is Up to Us to Successfully Complete the Mission! 

This Message 
 will self-destruct  in  

5, 4, 3, 2, 1 … 



What’s a Cropdonker? 

5/1/2012 Vocabulary to Help U Relate UR Frustration… 



Closing Pearls of Wisdom… 
• 100% of USG & industry security professionals agree they 

don’t have the tools/training necessary to thwart attacks 
 

• 75% of security professionals state that hackers have the 
upper hand with tools & automation 
 

• 50% of security professionals admit to not knowing how 
many hosts are being accessed from outside their network 
 

• 84% of USG security professionals said hackers have the 
upper hand 
 

• 86% of Industry Energy Partners said hackers have the 
upper hand  
 

But don’t worry … Be Happy … And have a Lollipop …. Yum! 
5/1/2012 Unclassified 48 



Questions? 

5/1/2012 Unclassified 49 

robert.young@osd.mil 
Another day at the beach…right? 



Dept of Energy 
IMC 

Dallas, TX 

April 2012 

Dr Rocky Young 
Defense-wide Information Assurance Program 
Office of the DoD Chief Information Officer 
Office of the Secretary of Defense  

How Big is 
 Your Digital 
Footprint? 
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Budget 
DPP Mitigation Options & Rough Cost Estimates 

5/1/2012 51 

Gov-Purchased  
Credit Monitoring 

Gov-Purchased  
Credit Monitoring 

Gov-Purchased  
Credit Monitoring 

Personal Risk Assessment 

Tailored Family Education 

Online Intelligence 
Monitoring 

Web-based  
Education & Awareness 

Web-based  
Education & Awareness 

Web-based  
Education & Awareness 

Web-based  
Education & Awareness 

Web-based  
Education & Awareness 

Personal Risk Assessment 

Tailored Family Education 

Public Information Exposure/ 
Opt-out 

Secure Cyber 
Communications 

Online Intelligence 
Monitoring 

Reputation Management 

Securing Systems 

Low Cost 
High Risk Acceptance*  

Securing Systems 

Online Intelligence 
Monitoring 

Reactive Mitigations for 
Identity Theft All Reactive Mitigations All Reactive Mitigations All Reactive Mitigations 

*  Level of activity approved by DoD 
Office of General Counsel 

Employee-Purchased  
Credit Monitoring 

Employee-Purchased  
Credit Monitoring 

Employee-Purchased  
Credit Monitoring 

Employee-Purchased  
Credit Monitoring 

Employee-Purchased  
Credit Monitoring 

Low Cost 
High Risk Acceptance 

Medium Cost 
Medium Risk Acceptance 

High Cost 
Low Risk Acceptance 

Highest Cost 
Lowest Risk Acceptance 

Cost: ~$1 million Cost: < $1 million Cost: ~ $4 million Cost: ~ $6 million Cost: ~ $8 million 

Gov-Purchased  
Credit Monitoring 

All Reactive Mitigations 

These services available to all DoD employees and at minimal cost to DoD. 

Notes 

Proactive services may be granted to selected HRDPs (between 20-110) in advance of a threat, in 
addition to those for whom a credible threat has been identified. 

Reactive mitigations include: credit remediation assistance, online reputation remediation, 
systems remediation, and legal assistance.   
Cost per Employee of Reactive Mitigations will vary greatly subject to case-by-case DoD 
decisions on what reactive mitigations to provide & severity of incident. 

No budget exists for this type of activity 
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Threats & Methods for Cyber Attack w/ 
Deterrence & Mitigation Tactics 

5/1/2012 FOUO 53 

Personal Risk 
Assessments 

Tailored Family 
Education 

Public Information 
Exposure/Opt-out 

Secure Cyber 
Communications 

Online Intelligence 
Monitoring 

Reputation 
Management 

Credit Remediation 
Assistance 

Online Reputation 
Remediation 

Credit Monitoring 

Credit Threat 

DoD Reputation 
Threat 

Privacy Threat 

Threats to the GIG 

Legal Assistance 

Systems Remediation Law Enforcement 
Investigations 

Threat Actors 

Deterrence 

Mitigations 

Malicious Publishing 
(i.e. Doxing) 

Phishing Spear Phishing Whale Phishing 
Cyber Attack 

Methods 

Identity Theft 

Drive by Emails w/ Payloads 

Securing Systems  
(e.g. computers, network, smart phones) 

Prosecution Counterintelligence 
Investigations 

Physical Security 
Threat Reputation Threat Threats 

Nation States Hactivists  
(e.g. Anonymous) Terrorists Criminals 
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