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BACKGROUND

Legislative and Executive Branch
Drivers

* Privacy Act of 1974
e E-Government Act, Sec. 208
« OMB Memoranda
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BACKGROUND

DOE O 206.1, Department of Energy
Privacy Program

4. e. “All unclassified information systems shall have a Privacy
Impact Assessment (PIA) ..... i

Office of the Chief

U.S. DEPARTMENT OF
e ENERGY  information Officer 3



@ON What is a PIA?

An analysis of how information is handled: (i) to ensure
handling conforms to applicable legal, regulatory, and policy
requirements regarding privacy, (ii) to determine the risks and
effects of collecting, maintaining and disseminating information
In identifiable form in an electronic information system, and (lii)
to examine and evaluate protections and alternative processes

for handling information to mitigate potential privacy risks. owvs
M-03-22)
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@ON A Coordinated Process

Enterprise Architecture
OMB Exhibits
E-Gov & FISMA

C&A Documentation Records Management

System Security Plan Asset Management

Risk Assessment Procurement

Office of the Chief
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@ON Protecting PlI

 Lifecycle Approach
* Risk-based Approach

* Context is Key — If DOE is collecting PIl as part of its
mission, it is required to safeguard and maintain
accurate information.

 Report Breaches Immediately — Whether suspected
or confirmed.
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@ON When to Perform A PIA?

1. Designing or procuring IT systems

2. Initiating a new electronic collection of information in
identifiable form

3. Significant modification of an existing information system.

4. Prior to using a social media third-party website or
application
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@ON Who Completes the PIA?

The PIA is the System Owner’s responsibility.
Collaboration is Key.

* The System Owner must work with the system developers

(for new systems), data owners, and the Privacy Act Officer
to complete the PIA.

* PIAs require collaboration with program experts as well as
experts in the areas of information technology, cyber security,

legal, records management, procurement and asset
management.

Office of the Chief

U.S. DEPARTMENT OF
e ENERGY  information Officer 8



I Ee TN PROCESS OVERVIEW

Swystem Owner
Cormpletes
Full Fln

Systern Cwner Conducts FHL
FlA — Privacy Neads Yes to any
Assessment [1-4]7

SAOPMCPO
Reyiaw
FH OS] A,

Pl8-Privacy Meeds
b=ze szrent

P ASEA
Cornpleted

Froper|y?

Swetem Owner
Revizes P&

Does system contain [collect

andfor raintain] o plan to

contain anyinformati on about

inditidual =7

I= the informiation inidentifiable

form?

I= the informati on abot

i mdivi dual rernbers of the

public?

I= the informstion abot DOE or

contractor employees? Pl& Action Options SANRICPO
rowal

= Publizshed to Web &pg;pgnature

= S0RM Determination

= higintained for Agency

- & OB Reporting

PNA/PIA
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What Is the Approval Process?

1. Submit Completed PIAs to CPO

 Copy relevant program staff

2. CPO Works with System Owner to
address issues

3. CPO Coordinates Review, Approval
and Posting of PIAS
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@ON Guidelines

 Please Do Not Modify the PIA Template

« Answer all questions and remove guidance text from
template

e Organizations may add content to the PIA for their internal
use only.

« Date and obtain System Owner signature before submitting
to the CPO .
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@ON Guidelines

Please Do Not Disclose Sensitive Information

» Refer to other security documents, such as the System
Security Plan.

« Use version numbers & maintain local copies of all
supporting documentation.

Please Complete the PIA Electronically

* Please do not submit completed PIAs that have been hand
written.

Office of the Chief 12

U.S. DEPARTMENT OF
e ENERGY Information Officer



Completing the PIA Template

zgeman Lo :
e Module | — Privacy Needs

PRIVACY IMPACT ASSESSMENT: ORG HAME — S¥STEM HAME
PI4 Tenplate Version 3 — WMay, 2009

Privacy Impact Assessment (P1A)

S ->/ S tem O ; L ner S are Guidance is provided in the template. Sze DOE Order 2061, Degardamenf of Enaergy Privacy Frogram,

Appendix A, Privacy Impact Assessments, for reguire ments and additional guidance for conducting =
Flac httpoenan. dire dives. d oe g owp dfsfd oeSdoetesdinewo rd 2060206 1. pdf

Flease complete electronically: no hand-written submi=sions will be acceptad.

required to complete

MODULE | - PRIVACY NEEDS ASSESSMENT

this 1% step of the

The official list of Departmental Elements can be accessed at

Departrentsl wranar divectives doe goipdfsireftoolsiors-list. pdf'
Elemernt & Site Fleaze alzo list the site location of the system with as much specificity az possible
. (e.q. DOE Headquarters, Forrestal, 13-053 senrer room).

Enter the name of the informaton system. If the system iz part of an enclave or
generalsupport system (355, please include the name ofthe enclave or G55 along
with the name idertifying the application ar subsystem baing assessed.

Mame of Infor mation
Systerm or IT Project

Enterthe project unique identifier used for capital planning (2CPIC) ar the contract

(Bt ezt (1D name thatprovides the funding for the system.

Heve FIA I:I Pleaze indicate whether thiz is a new PL% oran update to an existing P 1A List the
Update l:l name of the P14 being updated.

Contact Information

Name, Tile Phone, Em:

System Cwners are Depatmental Elemeant
officials rezponsible for monitoing the

information systems under their pundaw to Use the full phone number and
ensure compliance with this Order. System email. For example
System Chwmer Dwners are responsible forilhe O\rerlall
procurement, development, integration, (2021585-1212
maintenance, secure operation, and John doei@hg doe.gov

zafeguanding of Privacy information induding
Fll fortheirinform ation systemi=). System
amners may be Federal or contractor

|
us DEPARIHENT ot | Office of the Chief
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@ON Pl1As Affecting Members of the

Of the Public?

Write in plain language at a high level
so PIlAs are easily understood by the
public.
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INFORMATION

Management Conference

PNA - DETAIL

MODULE | - PRIVACY NEEDS ASSESSMENT

« See Guidance on
Defining Information
Systems

* Unique ID (UID)

uS DEPARTMENTOF | Office of the Chief
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Elermert & Site

Date [rate the assessment was completed.
The offical list of Deparmental Elements can be acoessed at
Depart rmenitsl wanar divectives doe gov/pdfsireftonlsforz-list pdf’

Fleaze also list the site location of
(e.g. DOE Headquarters, Forresta

M=zre of Irfor mation
Sy=term or IT Project

Enterthe name of the information
general support system (3557, pl
with the name identifying the appl

System Owner

Exhibit Froject UID

Enterthe projectunique identifier
name that provides the funding fo

has Ultimate

Mesw P1LA |:|
Update |:|

Sy=term Chemer

Responsibility!
Flease indicate whether this is a
name of the P being upd ated.

Contact Information

Hame, Title Phone, Email

Use the full phone number and
email. For example

(202 556-1212

Bntenance, secure operation, and John.doe@hg.do e gaw

safeguarding of Frivacy information induding
FIl fartheir inform ation systemi(s). System
ouners may be Federal ar contractor
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I Ee TN PNA - Detall

MODULE — PRIVACY NEEDS ASSESSMENT

Type of Information
Coliscted or
Maintained by the
Syatam: O Madical & Hasih infrmatian 2.9 Boaod tas1 rasuils

0O S5 Social Sacurity numibar

0O Finandial infanmiaian 2.. aradil cand numibar

* Indicate all Information D T e o
types. O Siomatnc imermalian 2.9 inger print, rafinal scan

O Mathar's Maidan Nama
O DaB, Piaca of Bl

O Emgigymean imarmatian
O Criminal History

 Applicability of any RS-

O Ofhar —Piaase Spadily

software tools, such as YO 1o
m Sama S-':.‘E‘E"TS amipiay saftwara

Data Leak PreventiON OF | o oo zmss. ousmseorcssmr sovacy roram nsros e |12 2520 =t rormtin

any infnmnatian coMacisl or malniained by the Denadment aboud an \ndviiiel

Inciuding butnat misg o aducation Snancial tmnsactons, medkalhigoy | SUS 35 3008 S20UT MUTLEE.

Redaction technologies? | s semsensnsy semems s s

Sacotty number deis ang alecs of bidh mothers malbden nams  hhmadcs
dedm and Ancioding any other ssmonel infnenedinn thet o lnksd orfnkshs 8

snsc i indbedoel
If “¥ap,” what mathod was uesd to warily the systam did not Toals, processas, typss of
contaln PIF? {a.g. syetam scan) miormatian ks scannad fr, and

fraquancy of 2 scanning.

) Us oEPARTMENT oF | Office of the Chief
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@ON The PNA Threshold Questions

Threshold Questions

1. Does system confain (collect andior maintain), or plan to
contain amy information about individuals?

2. | = the information in identifable form?
. 1= the information about i ndividual Members of the Public?

4, |s the information about DOE or confractor employees?

The PNA is designed to ensure privacy i1s addressed
for all information systems in an etficient manner by
asking four threshold questions.

Office of the Chief
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@MN'ON The PNA Threshold Questions

If the answer to ALL Threshold Signature

Questions is “No,” proceed to the
signhature page.

System Owner

| Signature)

Submit the completed PNA (Module
I) with signature page to the CPO. oo Pay et Frnt ]

Officer

| Signature]

Jerry Hanley

Chief Privacy
Officer

Ingrid Kolb

Senior Agency
Official for
Privacy [ 5A0F)

The PNA helps to efficiently determine whether additional assessment is
necessary. If there is doubt, complete Module II.

NTOF _  Office of the Chief
G Information Officer 18




INFORMATION

Management Conference

MODULEN - Pll 5YSTEMS & PROJECTS

AUTHORITY, IMPALCT & NOTICE

V¥hat stana, raquistian, Exacuihve Ordar or Daparimantal authaty
1. AUTHORITY autharizas tha caliacion and malmananca of parsonal informatian 1o

be completed for
What M3 an clal program misskon or goal?
f the answer to any project and the assoriated | A5 Provkisd in DOE O 2061, “The Privacy Act aiows an agancy o

collsction, wea, andior miaintsin jﬁ:r'ra't-:r]an:.rl an Indnidul 1'1.31 ) ee.i'ﬂ and .,.
(4) threshold o e e e Y e o oy
H (13 7
SIS Yes. 2 cousan
What

L
8 have to decling to | Daescriba mechanisms andir procasses Jvallabia for hiz Individual 1o
provida Information [a.g. accapl or dacline the parsanal imfrmatian baing provided and If thare

- :Tﬂaww ara any panaities ifiha infarmatian ks nol pravidad.
guestions must be =

ompleted. If appropriate, an roquied or athortat e ?

3. CONTRACTS

answer of N/A may be entered. 1o conractor vl th | Arsing s gusston ey s checing Wi o
tha dasign, davelopmant and | Comiracing Offcar to ansure the DOE Privacy Order Conraci

maintenance of the eystem? | Saguiramams Cozuman was incorporaiad in e conrac.

If yaa, was the Privacy Ordar

CRD or Privacy Act clausss
Included In thelr contracte?
] Fi=3s J250ii0e oW T2 USE Of T Sys 12 and s IBomaag =s may
= mpact an indhviduars privacy. ) )
How doas this o

Caonsldar alsathe use of amangling fechnalagles and how thasa
ml,; By L technaiogles may kmpact privacy.

p U5 oEPARTHENT OF | Office of the Chief
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Module Il — Pll Systems &
Projects

MODULE Il -PIl SYSTEMS & PROJECTS

INFORMATION

Management Conference

AUTHORITY, IMPACT & NOTICE

What statute, requlation, Executive Order or Departmental avthority
authorizes the collection and maintenance of personal informationto
meet an official program missionor goal?

1. AUTHORITY

What specific authorities

authorize this system or . . . . o
project, and the associated As providedin DOEO 206.1, *“The Privacy Act allows an agency to

collection, use, andlor maintain information about an individual that is relevant and
retention of personal necessary to the purpose ofthe agency as required by statute ar by
information? Executive Order ofthe President.”

2, CONSENT
What opportunities do
individuals have to decline to | Describe mechanisms and/or processes available for the individualto
provide information (e.q. accept ordeclinethe personal infformation being provided and ifthere

where providing information | areany penalties ifthe informationis not provided.
iz voluntary) or to consent
only to particular uses of the
information (otherthan
required or authorized uses)?

v You must reference an Authority.

Consent Is preferred, but not
always required.

uS DEPARTMENTOF | Office of the Chief
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INFORMATION

Management Conference

Module Il — Pll Systems &

3. CONTRACTS

Are contractors involved with
the design, development and
maintenance of the system?
If yes, was the Privacy Order
CRD or Privacy Act clauses
included in their contracts?

Projects

Answeringthis questiontypically requires checkingwiththe local
Contracting Officerto ensure the DOE Privacy Order Contractor

Requirements Documentwas incormporated inthe contract.

4. IMPACT ANALY 515:

How does this project or
information system impact

privacy?

Please describe howtheuse ofthis system and its technologies may
impact an individual's privacy.

Consider alsotheuse of emerging technologies and how those
technologies may impact privacy.

DOE’s mission 1s primarily fulfilled by contractors.

Impact Analysis 1s the heart of the PIA.

uS DEPARTMENTOF | Office of the Chief

/ EN ERGY Information Officer
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INFORMATION

Management Conference

NOTICE

e Whatis a
SORN?

e Must I reference
a SORN?

uS DEPARTMENTOF | Office of the Chief
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Module Il — Pll Systems &
Projects

MODULE Il-Pll SYSTEMS & PROJECTS

. S0RNs

How will the data be
retrieved? Can Pll be
retrieved by an identifier (e.q.
name, unigue number or
symbol)?

If yes, explain, and list the
identifiers that will be used to
retrieve information on the
individual.

A system with data onindividuealsthatis retrieved by a name ar
personal identifier may constitute a Privacy Act System of Records
and requirea Motice (or an amended notice) be publishedin the
Federal Register.

. S0RNs

Has a Privacy Act System of
Records Notice [ SORN) been
publighed in the Fedaral
Register?

If "Yes,"” provide name of
S0ORN and location in the
Federal Register.

The Privacy Act requires publication of a notice inthe Federal Register
describing each System of Records subjectto the Act. Any officerar
employeewho knowingly and willfully maintains a System of Records
without meeting the Privacy Act notice requirements (5 U.5.C. B52a
(2)(4))is quilty of amisdemeanaorand may befined up to 55,000,

Ifa name or other personalidentifieris notused to retrieve
infarmation, itis possiblethat the system is not a Privacy Act System
of Records. Organizations must consult with their local Privacy Act
Officer and/or General Counselas appropriateto makethis
determination.

Systems of Record must comply with all data management practices
described inthe SORM.

. S0RNs

If the information system is
being modified, will the
SORMN(=) require amendment
orrevision?

YES, MO, Nia

22
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Management Conference

Module Il — Pll Systems &

Projects

DATA SOURCES
& DATA USE

e Where does the

PII come from?

e Who and How
will it be used?

uS DEPARTMENTOF | Office of the Chief
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MODULE Il - PIl SYSTEMS & PROJECTS

DATA SOURCES

8. What are the sources of
information about individuals
in the information system or

project?

Farexample: individual-provided, other Federal agency; tribal, state or
local government entity; named third party, other (pleaseidentify). A
third party is usuallya non-Federal personor entity, whichmay be a
source of datafinformation(e.q. informant, an internet service provider,
aneighbor orfriend, etc.).

Willthis system derive, “tag” ormarkup the data (e.g. viaHTML or
¥ML), or aggregate data from multiple sources to create new data
aboutindividuals#

9. Arethe data elements
described in detail and
documented?

DATA USE

10. How will the Pll be used?

Isthere a documentthat describes the data elements? For example: a
database schemathat describes the elements and showsthe data

relationships?

Describe howthe information will be used by the Department.

11. With what other agencies or
entities will an individual's
information be shared?

12. What kinds of reports are
produced about individuals
orcontain an individual's
data?

Mame of the Federal agency; tribal, state or local government entity;
named third party.

Forexample, employeetimeand expense history.

13. What will be the use of these
reports?

Farexample the employeetime and expense history may beused by
the human resources departmentto manage payroll and
reimbursement of expenses.

14. Who will have access to
these reports?

List Roles Only of individuals whowillhave access to the reports.
Paintto current access controllist(s)(incdude version), but Please Do
Not List Names Here. Include other agencies and govemmental
organizations.
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Module Il — Pll Systems &
Projects

INFORMATION

Management Conference

DATA USE MODULE Il — Pll SYSTEMS & PROJECTS

Monitoring

MO ﬂltO rlﬁg * ;til\;z:tl::o;ampztgﬁ?t:;tc:tem !ﬂg_ic_ﬁcljte ‘-lﬂ-'hether tools and/or methods are used to frack or monitor
identify, locate, and monitor | 'NCIVIdUas.
individuals?

16. What kinds of information are | |dentify types of information collected. For example, Social Security
° I I 1 h collected as a function of the | numbers.
ea t monitoring of individuals?

17. Are controls implemented to
prevent unauthorized
monitoring of individuals?

Please refer to these controls at a high level.

* Legal

* Investigation

uS DEPARTMENTOF | Office of the Chief
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NFORMATION Module Il — PIl Systems &

Management Conference .

Projects

DATA MANAGEMENT & MAINTENANCE

The Privacy Act of 1974 requires that each agency that maintains a
System of Records “maintain all records which are used by the agency
in making any determination about any individual with such accuracy,
relevance, timeliness, and completeness as is reasonably necessary
\/I A \ AGE \/I E \ T to assure fairness to the individual in the determination.” (5 U.5.C.
552a (e)(5)). If the data does not meet any one of these components,
fairness in making any determination is compromised.

& MAINTENAN CE peelie Ll meelio oo The information must have some form of verification for accuracy

individuals be keptcurrent i . -
o because of the Privacy Act provision that requires that only relevant
bl e st and accurate records should be collected and maintained about

relevance and completeness? | . . . PR ; . .
individuals. Data accuracy and reliability are impaortant requirements in
Include Pl data collected implementing the Privacy Act

from sources otherthan DOE
records.

Data must also be complete before that the data is deemed accurate.
Therefore, this section should state the steps the agency has taken to
ensure the data is complete.

Relevaﬂce If the system derives new data about individuals, how will this data be

maintained, including verified for relevance completeness, and
accuracy?

Accuracy

Completeness

19.1f the inf " temi System Owners and information owners are responsible for ensuring
. e;r;:_rma |U"t5h)'5 s information is used and managed consistently for its stated purpose in
el I T support of the organization. Please describe processes, procedures,

Mlnlmlz atlo n zi‘tter;:?r:::#:ai?;:retiwsuusr:d software tools, etc. that are used to support this goal.

atall sites?
Rete ntl O n Retention & Disposition
20. What are the retention Please describe policies, processes and procedures (if any) for

perieds of data in the retaining data in the system.

Di Sp O Sition information system?
Please describe policies, processes and procedures (if any) for

21. What are the procedures for destroying data in the system, including paper reports, artifacts and
disposition of the data at the | other media that contain data which has reached the end of its
end of the retention period? retention period.

uS DEPARTMENTOF | Office of the Chief
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Management Conference

ACCESS,
SAFEGUARDS
& SECURITY

* Security Enables
Privacy

* Use High-level
Language

* Refer to Security
Plans: include dates
& versions

% U.S. DEPARTMENT OF Offlce Of the Chlef

EN ERGY Information Officer

Module Il — Pll Systems &

Projects

ACCESS, SAFEGUARDS & SECURITY

22.

What controls are in place to
protect the data from
unauthorized access,
modification or use?

Flease refer to your organization’s implementation of DOE Cyber
Security Directives and Senior DOE Management Program Cyber
Security Plans (PCSP). For example: "The System Owner has
implemented and tested all baseline security controls appropriate to its
FIPS categorization in accordance with the Senior DOE Management
PCSP and DOE Directives. The system was certified and accredited
(provide date(s)) and found to have mitigated risk to an acceptable
level"

23.

Who will have access to PlI
data?

List Roles Only of individuals who will have access to the Pl data.
FPoint to current access control list(s) (with version), but Please Do Not
List Names Here.

24,

How is access to Pll data
determined?

Far example, will users have access to all data on the information
system or will the user's access be restricted?

25,

Do otherinformation systems
share data orhave access to
the data in the system? If yes,
explain.

Many information systems interconnect and share data. Flease
identify all systems that connect to and access information on this
system.

26.

For connecting information
systems, is there an
Interconnection Security
Agreement (I1SA) or other
agreement between System
Owners to ensure the privacy
of individuals is protectad?

Interconnection Security Agreements (ISA) gutling the responsibilities
and expectations associated with system interconnection. ISAs specify
security requirements and controls necessary for interconnection and
compliance.

27.

Who is responsible for
ensuring the authorized use
of personal information?

List Roles Only of individuals who are responsible for ensuring the
authorized use of personal information. Point to current access control
list{s) (with version), but Please Do Not List Names Here.

END OF MODULE I
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@ON Signature & Submission

SIGNATURE PAGE

Signature

May Submit PIA
Electronically

or by Mail

Process Times

Office of the Chief

ld EN ERGY Information Officer
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INFORMATION Privacy Contact Information

Management Conference

Jerry Hanley N
. L] o . t t.

Chief Privacy Officer rientation
Guide to

U.S. Department of Energy Py Wi Evry Enployes

Needs to Know About
We Are All Privacy Safeguarding Privacy
Stakeholders

Privacy is an Essential
Trust Shared by the

(202) 586—0483 American People

PRIVACY

PROGRAM

privacy@hq.doe.gov

DOE Privacy Website:

From energy.gov click on Privacy Program at bottom of

the DOE homepage.
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