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Performance Objective: 

Management should have a formal system under Quality Assurance with adequate controls defined and implemented to identify and preclude Suspect/Counterfeit Items (S/CI) from being introduced into safety systems and applications that create potential hazards.
CRITERIA:

1. Management should have a formal system of controls in place for assurance that all items procured meet the requirements for their intended use.
2. Management should have a system of mechanisms to continuously maintain current, accurate, updated information on SC/Is and associated suppliers using all available sources.
3. Management should have a training program with detailed records that ensures managers, supervisors, and workers of S/CI controls are being trained and informed on prevention, detection, and disposition of S/CIs.
4. Management should ensure that the standards and methods used for determining the acceptability of items are continuously reviewed, and based on consensus standards and/or commonly accepted industry practices consistent with applicable law.
5. Management should have S/CI controls that include Engineering involvement in the procurement process, notably in the development of specifications during inspection and testing and when replacing, maintaining, or modifying equipment.
6. Management should have procurement procedures that preclude the introduction of S/CIs by: (1), identifying technical and QA requirements; (2), accepting only those items that comply with procurement specifications; and (3), inspecting inventory and storage areas to identify, control, and disposition S/CIs.
7. Management should have testing methods approved by Engineering for the testing of procured or in-place S/CIs.
8. Management should have routine maintenance cycles or inspection activities for their safety as well as non-safety systems that shall include provisions for the identification of S/CIs.
9. Management, both federal and contractor, should have established policies and procedures using a government-wide system, Government/Industry Data Exchange Program (GIDEP), for exchanging information on nonconforming products and materials among other agencies.
10. Management, both federal and contractor, should have specific procedures for receiving and disseminating S/CI information through their respective Inspectors General or other appropriate officers.

11. Management, both federal and contractor, should notify their suppliers of nonconforming products in accordance with GIDEP procedures (in addition to the required actions specified in FAR Part 46.407).
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APPROACH:

Document Review:

· Selected procedures 
· Selected test documents and plans concerning S/CIs, 

· Selected occurrence reports on S/CIs.
· Selected approved training plans.  

· Selected Hot Line Permits / Work On Or Near Energized Equipment Permit
Observations:

· Selected work, testing, or training being performed including crew briefings, testing setup and/or conduct of testing, maintenance activities, or trouble-shooting activities.
Interviews:

· Selected Management personnel

· Selected maintenance, support and/or inspection staff

· Selected Trainers/Training Coordinators
Lines of Inquiry
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	YES
	NO
	N/A
	COMMENTS

	1.
 Has management implemented a system, or controls, to          assure the procurement of items designed to meet specified    requirements for intended use?  [DOE O 440.1A]
	
	
	
	

	2.    Has management installed mechanisms to continuously                 maintain accurate, updated information on SC/Is and                      associated suppliers using all available sources?  [DOE O              440.1A]
	
	
	
	

	3.    Has management a training program, with detailed records,           for training and informing managers, supervisors, and workers        on controls for prevention, detection, and disposition of S/CIs?        [DOE O 440.1A]
	
	
	
	

	4.    Have all BN personnel, employees and management                      associated with S/CIs, completed BN Course No. 1N00A146,          “Suspect/ Counterfeit Items Awareness?”  [BN CD-3200.004]
	
	
	
	

	5.    Have supervisors checked current training records for expired        training?  [DOE/EH-0135]
	
	
	
	

	6.    Have the standards and methods used for determining the             acceptability of items been reviewed (based on                               consensus standards or accepted industry practices                       consistent with applicable law)?  [DOE O 440.1A]
	
	
	
	

	7.    Do the S/CI controls include Engineering involvement in the           procurement process (notably in the development of                       specifications during inspection and testing and when                     replacing, maintaining, or modifying equipment)?  [DOE O              440.1A]
	
	
	
	

	8.    Do procurement procedures identify technical and QA                    requirements that prevent the introduction of S/CIs?  [DOE O         440.1A]
	
	
	
	

	9.    Do the Property Management Representatives review the BN Intranet CA S/CIs Home Page to determine if a prospective     supplier has been identified by the DOE as supplying S/CI?     [BN CD-3200.004]
	
	
	
	

	10.  Does the BN S/CI Coordinator keep the CA S/CIs Home Page updated with the latest S/CIs information?  How often?   [BN CD-3200.004]
	
	
	
	

	11.  Does the BN S/CI Coordinator maintain a file of S/CIs alerts, occurrence reports, internal notifications, evaluations and investigations?  [BN CD-3200.004]
	
	
	
	

	12.  Do the procurement procedures accept only those items that comply with procurement specifications?  [DOE O 440.1A]
	
	
	
	

	13.  Do procurement procedures identify means or methods for inspecting inventory and storage areas to identify, control, and disposition S/CIs?  [DOE O 440.1A]
	
	
	
	

	14.  Are representative samples of procured materials being                 inspected before they are accepted (to verify conformance to         specification and performance requirements)?  [BN CD-                 3200.004]
	
	
	
	

	15.  Are “maintaining, inspecting, testing, and accepting records”          traceable to the original Purchase Order (PO)?  [BN CD-                3200.004]
	
	
	
	

	16.  Does management have procedures on testing methods                approved by Engineering for the testing of procured or in-               place S/CIs?  [DOE O 440.1A]
	
	
	
	

	17.  Do the managers (Project, Operation, Facility and Support             Services) identify, establish and maintain current lists of safety        systems, equipment, or facilities?  [BN CD-3200.004]
	
	
	
	

	18.  Are there routine maintenance cycles or inspection activities          for safety as well as non-safety systems that include                       provisions for identifying S/CIs?  [DOE O 440.1A]
	
	
	
	

	19.  Are S/CIs reported to GIDEP and the IG?  [DOE O 231.1, DOE O 232.1A, DOE 2030.4B]
	
	
	
	

	20.  Are trend analyses being conducted, and Lessons Learned      issued for improving all S/CI activities?  [DOE O 440.1A]
	
	
	
	

	21.   Does management participate in the Government/Industry  Data Exchange Program (GIDEP)?  [OMB Policy Letter 91-3]
	
	
	
	

	22.  Has management established, communicated, and implemented effective system policies or controls to          assure the procurement of items in accordance with OMB Policy Letter 91-3?
	
	
	
	

	23.  Are suppliers of nonconforming products or materials notified in accordance with GIDEP procedures?  [OMB Policy Letter 91-3] 
	
	
	
	

	24.  Are suppliers of nonconforming products and materials being notified according to GiDEP procedures (as well as to the actions specified in FAR Part 46.407)?  [OMB Policy Letter 91-3]
	
	
	
	

	25.  Have the contractors and laboratories completed any                    assessments for S/CI during the previous 3 years?  [NVO              220.XC]
	
	
	
	

	25.  Have the corrective actions concerning S/CI found in previous assessments been implemented, and the findings closed with respect to caWeb?
	
	
	
	

	26.  Have the SCI reported as Occurrence Reports in previous assessments been closed and reported to ORPs?
	
	
	
	

	27.  Has an ALERT been sent out to other contractors and laboratories (procurers), and the IG been properly notified?
	
	
	
	

	28.. Have previously identified S/CI been verified as S/CI through further assessment?
	
	
	
	

	29.  Have previously identified products or materials labeled as S/CI been exonerated as being S/CI?
	
	
	
	



