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Washington, DC 20585

July 27, 1999

MEMORANDUM FOR THE SECRETARY

{70 )
Ko ! e
FROM: GREGORY H. FRIEDMAN
INSPECTOR GENERAL
SUBJECT: SUMMARY OF FINDINGS: CIRCUMSTANCES

" SURROUNDING DECISIONS REGARDING THE
SECURITY CLEARANCE, ACCESS AND WORK
ASSIGNMENTS OFC

In 2 memorandum dated June 8, 1999, you asked that the Office of Inspector General
undertake an inquiry to address the facts and c:rcumstances surrounding the security
clearance access, and assignments o

‘Specificaily, we were asked to ascertain: (i) the individuals responsible-fdr decisions

relating tq_ ,_}ecurity clearance, access and work assignments, including who
directed these activities and who was informed of them at the time; (2) the basis for
changes to: learance, access and work assignments beginning in 1997

and, (3) why[ clearance and access were not curtailed
during this period. We agreed that I would report back to you on or about July 26, 1999.
Attached is our report of inquiry. .

We found that witnesses we interviewed possessed varying degrees of recollection
concerning the matters related to these issues. Further, we were provided with conflicting
versions about the circumstances surrounding decisions relating toE security
clearance, access, and work assignments. Despite these obstacies, we were able to make
certain observations and provide findings.

We found that ﬁ'om}:__ .. jwas identified as a possible suspect in
committing espionage, the sta.rusf: __J1) work assignments within the{_
remained unchanged until the[_ ~Yspecific date unknown); (2) access within
C:r _{remained unchanged unulc j and, (3) “Q” security
garance remained unchanged u:m]f J We discovered that during .
January and February 1999 ,t_' '

| We also identified

- e vmrmm e aw ——— N Ll

- e s



e —

2

Department and LANL officials who were responsible for intelligence and
counterintelligence matters during these periods, and who possessed, or should have
possessed, knowiedge and understanding of the status of[P_ earance, access, and
work assignments.

Senior managers and other key personnel, apparently relying on their advisors or others, did
not obtain sufficient confirmation that directed actions had, in fact, been appropriately
executed. Additionaily, senior officials did not ensure that the positions taken by the Federal
Bureau of Investigation, with regard to the suspect’s clearance, access and work
assignments, were clear and fitily understood. These failures resuited from a lack of
adequate communications at all levels and confision as to incividual responsibilities and
accountability. For instance, a misunderstanding of terms relating to limiti o
access through redirection off " hssignments, may have contributed to delays in
action, or inaction, by senior managers. ) :

While concerns raised during this inquiry are significant, the Department has taken steps
designed to address many of these issues. For example, the responsibility for departmental
security matters has recently been centralized with the naming of a retired senior military

- officer as the Department’s “security czar.” Further, the Department now has a separate
Office of Counterinteiligence with direct responsibility for counterintelligence matters
throughout the complex. The director of this office, a recognized specialist in
counterintelligence, reports directly to the Secretary on such matters.

The attached report of inquiry expands upon our observations and findings and includes
details of the information that we received. Two exhibits have been provided to assist the
reader. This information should be considered in its entirety in any evaiuation of this
matter. The report should be handled as SECRET/NOFORN pending review by a
Department classifier.

This report and attachments are the property of the Department’s Office of Inspector
General, and should be protected in accordance with the provisions set forth in the Privacy
Act, Title 5 U.S. C., Section 552a. Appropriate safeguards should be provided for this
information, and should be limited to persons with a need-to-know. Additionally, this -
report should be handled in accordance with Department classification guidelines.

I would be pieased to discuss these matters in greater detail.

Attachment



U.S. Department of Energy (U)
Office of Inspector General (U)
Case No. [99HQO010 (U)

REPORT OF INQUIRY (U)

July 27, 1999

(U) This report and attachments are the property of the U.S. Department of Energy’s
Office of Inspector General, and should be protected in accordance with the provisions set
forth in the Privacy Act, Title 5 U.S. C., Section 552a. Appropriate safeguards should be
provided for this information, and should be limited to persons with a need-to-know.
Additionally, this report should be handled in accordance with Department ciassification
guidelines.
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(U) In a memorandum dated June 8, 1999 Secretary of Energy Bill Richardson asked tlznat the
Office of Inspector General undertake an inquiry to address the circumstances surrounding the
security clearance, access, and work assignments ofy_ ;

L EXECUTIVE SUMMARY (U)

) o ) _ "~ 7| Specificaily, the
Office of Inspector General was asked to ascertain: (1) the individuals responsibie for decisions
relating mf " _[security clearance, access and work assignments, including who directed these
activiies and who Was informed of them at the time; (2) the basis for changes to__ ]
clearance, access and work assignments beginning in May 1997 untlt_ . _ ' j
and, (3) why__ Jlearance and access were not curtailed during this period.

(U) The Office of Inspector General conducted 97 interviews as part of this inquiry. We found that
witnesses possessed varying degrees of recollection of the matters related to these issues. Further,
we were provided conflicting versions about the circumstances surrounding decisions related to

jl‘-i?eafaﬂce’ access, and work assignments. We were unable to reconcile many of these
conflicts.

A. Initial Decisions Rega!‘ding{: ‘Jflearance, Access, and Work Assignments (U)

©uoyL_ - o

i ] Ere invﬂedinmaking decisions during the %ay
through July 1996 time frame, to maintain " Yecurity clearance and access, but i
work activities through redirection[_ | project work assignments. These decisions were madE'u%
coordination with the Ifede(al Bureau of Investigation (FBI), which opened a full field maﬁga__@n
o o o ] ]
did ot roncur with these decisions, and was very concemed about  “Jcontinued access’

The FBI's general policy and practice regarding suspected espionage, by employees ofa -
government agency, is that the employing agency may take appropriate administrative, disciplinary,
or other action at any time in connection with the employee. The anticipated changes in the
employee’s status, however, should be coordinated with the FBI beforehand. This policy and
practice is outlined in a joint FBI - Department Counterintelligence Memorandum of '
Understanding, dated October 1992.

Decisions regq.rdin{ ]access were based on a mumber of factors, including: (1) the

FBI's request to keeg:_ position; (2) the FBI's request that[ :lbe handled in a
“non-alert” status, so thaﬂ_: hot become aware of the FBI investigation; (3) the desire to
promote the success of the FBI investigation; (4) consideration thalE only a suspect and
that the” Jand, (5)

consideration that the success of the FBI investigation would possibiy lead to a better understanding
of what may have been compromised [~ o
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(OUO) The following " Jknew about the clearance, access and
assigr_unent_ deci_s@ons during, or shortly after, the M;ﬁuly 1996 time frame: {_

.

(OUO) The decisions to maintain{: “clearance and access, and controBE‘ _jthrough
work re-assignments, was reaffirmed at an| __jmeeting at LANL. In attendance at the

meeting for the Department were: [- Present C
L B _ T |FBT officials were also in
attendance. During the meeting, the FBI committed to E ' . :
i} 1 Our inquiry
revealed thatC N _J work assignments were not[l . e
The specific reasons for the delay in[ | Jare unclear. Our inquiry disclosed,

however, that there was uncertainty, and inconsistent understanding, with respect to what was
meant by “limit” access and “control,” “modify,” and “redirect” work assignments. The distinctions
between these and related terms, and a common understanding of their meaning, are key to decision
making in a situation where counterintelligence concerns have been raised.

(U) During the pexiodE jﬁve key[ )

ere vacated and then filled. These position changes we Er _j
o 7,(2)_ - jrep aced by '

. . ] (3£ ‘,__;]repﬁced by . . ) -
:l @ Jreplaced by[__ “Jand,

A

| replaced by[

o

We found that these changés, and their impact on the continui'ty of operations, may have playecf a
role in the issues outlined in this report.

B. Changes in Circumstances Regarding Decisions Relating toE JAccess (9]

(9)) C ]stated that during a meeting held at the FBI Headquarters orq': )
T T o ;)tha:: (1) the FBI's atternpt

to obtain Foreign Intelligence Surveillance Act Court agprovy during the investigation-off__

was unsuccessful; (2) the Department should not leave: in place for the FBI; and, (3) the

Department should do what it needed to do to protect access to information byt_ :I

2
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[T _Hoes not recall attending the meetmg,@
" Jdo recall attending the meeting.

“further stated that during another meeting held at Department Headquarters on

o
October 15 1997,‘%‘ ] | B .
and offier representatives from the Department, the FBI, and the Central Intelligence '

Agency. i : jand others in attendance at the meeting recall hearing the
comments. : ; " Jdo not recail hearing the comments.

C o _ "] meetings changed the FBI's
position with regard to its initial request to keepf: ﬁ:osition._ The Office of Inspector

General found no evidence that Department officials notified LANL of the FBI's change in position.

(OU% Onl. o | = inform ,
that: (1) the FBI’s position with regard tof | __Jhad changed; and, (2) the FBI would not
stand in LANL'’s way | _jNevertheless,Eé ormed
the Office of Inspector General that: (l)t - T jjointly agreed to “stick with” the
agreement made at thel . -

__jproject work assignments); (2) that it was clearly thhm[_

. Jposition; and, (3% _ '
regarding the FBI's change in posiﬁdh and[: - - . . jﬁosition. j
(OUO) . Jmh told the Office - inspector General that not
informed of the FBI's change in position, or thaf_ had decided to kee
‘Blace. They ‘saxd they did not learn of|__ jcomments until[: ~Wtime frame.
‘t___ jxnfonqed the Office of Inspector General thaI[-_ - ing 2
:]bneﬁng that the FBI was leading an investigation intpE jsn.l_si_:,ec_ted ]

espionage activities, but that L ] .
_Jmplace. [ _Jsaid that[__ 'Jalso didnoff " Yhat

the FBI's position had changed.

(U) In April 1998, Presidential Decision Directive (FDD) 61 was implemented andE
- - : - Jinformed
the Office of Inspector General that{ derstanding through[: ) o
jthat the investigation was being handled appropriately and that the FBI

had_ the lead. {_ | Jwas not made aware of the comments made by _

during the. _ S not made

aware ctober 1998, that[ ' ]had remained unchanged

since! ' -
i - . :

©ouo)_ - - | E
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C. Observations and Findings (U)

(U) As a resuit of the inquiry, the Office of Inspector General is prowdmsz several observations and
findings with regard to decisions and actions by senior Departmgnt and LANL officials, relating to
the security clearance, access, and work assignments ofEP _

(U) The inquiry found that from the nmer-
the following occurred with respect toE J access, and work

assignments:

¢ (OUO) The status OE - - B}

e (OUO) The status of|_

e (OUO) The starus of_

]

(OUO) The inquiry further disclosed that Department and LANL officials took no meamngful
action regardingi Ejaﬂer the FBI's
change in position. It was learned that while temporanlv reassigned to the[
J(I) gained access | to theE
- oﬁce and, (3) attempted to have a box of documents
brought to ‘: office. The box was discovered to contain one unmarked
classified document and was, therefore, not given to

(OUO) We found systemic problems in the Department’s management of counterintelligence
matters. There was inadequate communications at all levels. A misunderstanding of terms relating
to C - jaccess through “redirection” oE_ :psagnments may have contributed
to delays in action, or inaction, by senior managers. Further, several senior level transitions were
not structured so as to ensure that incoming Departmental and LANL officials were fully
conversaiu}with ongoing counterintelligence marters, including details of the history and status of

jearance, access, and work assignments. Finally, senior managers and other key

4
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personnel, apparently relying on their advisors or others, did not obtain sufficient conﬁnnatiqn—i'hat
directed actions had, in fact, been appropriately executed.

(OUOQ) The inquiry also found indicators of long-term management deficiencies. The
Department’s management structure, during the time, was such that many participants contended
that they had no direct responsibility for, and therefore, should not be held accountable for,
decisions and actions relating to this matter. Additionaily, senior officials did not ensure that the
positions taken by the Federal Bureau of Investigation, with regard to the suspect s clearance,
access and work assignments, were clear and fully understood. Certain senior officials with direct
ement responsibility for LANL were not awaie of_nor did they seek, essential information on

6 m this matter, and specxﬁcaﬂy, on the status o earance and continued access
within the _j Finally, senior officials with mtelhgence or countenntelhgence ,
responsibilities, who were also aware of the FBI u h j
may not have adequately reassessed the status ot ﬂccess followmg[

7 " hnd the change in the FBI's posmon and, consequently, failed to respond in an
appropriate and timely manner.

(U) Analysis during the course of the inquiry revealed that several Department and LANL officials
‘had (1) a degree of responsxblhty regarding Department imtelligence and counterintelligence matters,
or programmatic security; (2) a degree of understanding with respect to the status of the FBI's
requestt_ position; and, (3) a certain level of knowledge regardin

clearance, access, or work ass:gnments These individuals include:'

| 7

i

/
)l

|

! (U) This list is not intended to convey a hierarchy of responsibility for deficiencies. Rather, it is arranged
- in the following order:

i
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(U) In this Executive Summary, the Office of Inspector General has attempted to summarize the
key issues, observations, and findings reached during the inquiry. The matters at issue in this report
span several years, involve Department ot Energy and federal law enforcement decision making at
every level, and concern one of the most sensitive ailegations of espionage in this Nation’s history.
As indicated in the report, a number of systemic deficiencies in the Department’s organization and
structure contributed to the problems noted. With respect to the particular actions of the above
named officials, review of the details of the testimony (text of the Report of Inquiry); the summary
of relevant statutes, laws, procedures, and guidelines (Exhibit A); and responsibilities of
‘Department and LANL officials for intelligence, counterintelligence, and security programs (Exhibit
B), is crucial to a fisll evaluation of this matter. '



IL INTRODUCTION (U) b 6. 7 ‘ *';'

(U) In a memorandum dated June 8, 1999, Secretary of Energy Bill Richardson requested that th
Office of Inspector General conduct a review of the circumstances sunounmngEq j
access and security clearance from 1997 until the

(U) The Office of Inspector General initiated an inquiry in response to the Secretary’s request. In
order to more completely understand the facts and circumstances regarding these issues, the Office

of Inspector General examined the period May 1996 through March 1999. This report conveys the
resuits of the Office of Inspector General’s inquiry.

(U) Exhibit A outlines applicable statutes, laws, procedures, and guidelines goveming intelligence
duties, functions and responsibilities, as well as policies and procedures, governing the suspension
and revocation of Department of Energy security access clearances. Exhibit B contains a fist of key
Department and LANL ofﬁcxals involved in the events outfined in this report.
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L FOCUS, OBJECTIVES, AND METHODOLOGY OF INQUIRY (U) o

(OUQ) The Office of Inspegtor Gqulral’s inquiry focused on identifying the facts and

circumstances swToundingi  security clearance, access. _and work assignments from
May 1996 until the E_ : Specifically, the Office of

Inspector General’s inquiry focused on three issues outlined in Secretary Richardson’s
Jupe 8, 1999, memorandum, as follows:

1. (U) The basis for changes to‘:; _Jaccess or assignmernt,

2. (U) The individuals responsible for decisions refating toE __Isecurity clerance and
access, including who directed these activities and who was informed of the activities
during the identified period of time; and

..U Why[ }ccess and clearance were not curtailed during this period.

(U) The objective of our inquiry was to identify and present facts with respect to the three issues.
During the inquiry, the Office of Inspector General:

¢ (U) Conducted 97 witness interviews. including interviews of_

R

e (U) Collected and reviewed documentation from the Department’s Office of Intelligence
and Office of Counterintelligence, LANL's Office of Counterintelligence, and the FBL

o (U) Reviewed applicable Federal laws and departmental rules and regulations concerning
intelligence and counterintelligence duties, functions and programs, as well as personnel
security and access to classified matters.

*(U) A total of seventy-nine individuais were interviewed.
8



IV. APPLICABLE GUIDELINES (U) | o

(U} This section provides a general summary of statutes, laws, procedures, and other guidelines
pertaining to the Department of Energy’s imtelligence and counterintelligence functions, activities,
and programs, as weil as personnel securityand access to classified matter. Exhibit B provides a
more detailed synopsis. ' .

A. The D‘epartment of Energy’s Intelligmee Function (U)

(U) The Depart: tent’s intelligence functionis. governed principally by the Atomic Energy Act of
1954, the National Security Act of 1947, Executive Order 12333, and the De,arment’s own
guidance, “Department of Energy Procexmes for Intefligence Activities.” The Atomic Energy Act
of 1954 authorizes the Department to safegpard its facilities, equipment, and materials and provides
sanctions for the uniawful dissemination ofrestricted data. Section 1.6 of the Executive Order
denotes the duties and responsibilities of fhe heads of the executive branch departments and
agencies while Section 1.7 pertains to sestior officials of the intelligence community. Section 1.13
of the Executive Order addresses the role and responsibilities of the Secretary of Energy
specificaily. The Secretary of Energy, in adtfition to other heads of executive branch departments
and agencies, serves as a Senior Official of'the Intefligence Community. As such, the Secretary has
reporting responsibilities to the Attorney General, the FBI, the Intelligence Oversight Board, the
Director of Central Intelligence, and the National Security Council. These responsibilities include
reporting violations of criminal laws and breaches in security, as well as furnishing intelligence
information related to the Department’s mission.

(¥) The “Department of Energy Procedes for Intelligence Activities” establishes the
Department’s director of the Office of Imueiigence as the Department’s Senior Intelligence Official.
The Senior Intelligence Official, is respomsble for the Department’s intelligence functions, which
are outlined in Section 1.7 of Executive Quder 12333 _

B. The Federal Bureau of Invutigaﬁm’slntelligence Function (U)

(U) The FBI’s intelligence function is governed principaily by the Atomic Energy Act of 1954 and
Executive Order 12333, The FBI hag arhority to investigate criminal violations of the Atomic
Energy Act of 1954 under section 221(b}. Part 1.14 of the Executive Order establishes the FBI as
the agency responsible for conducting coanterintelligence activities within the United States and for
coordinating the foreign counterintelligezce activities of Intelligence Community members within
the United States. , ‘

C. Coordination and Conduct of Connterintelligence Activities by the Department of
Energy and the Federal Bureau ofTnvestigation (U) ‘

' 'Ihe_coprdination and conduct of counterintelligence activities by the Department and the
FBI were principally govemed by the Qetober 7, 1992, Memorandum of Understanding (MOU)

9




between the two entities until the agreement was superseded by another MOU in June 1999, (3
summary, the 1992 MOQU:

. Defined procedures muually acceptable to both the FBI and the Department
regaraing the conduct and coordination of counterinteiligence activities and .
investigations involving Department of Energy programs, facilities, or personnel in the

United States;
. . Defined Department investigative support to be provided to the FBL and
o Established procedures for coordinating FBI investigations of Department

_ referrals of alleged or suspected counterintelligence activities.

~ The 1992 MOU required the Department to refer to the FBI information pertaining to
auegations of possible intelligence activity or unauthorized contact on the part of Department
personnel with a foreign power. According to the MOU, if the FBI declined primary investigative
jurisdicuion, the Department could pursue necessary leads to resoive the allegation or facilitate
administrative sanctions.

Further in accordance with the MOU, the Department could take appropriate
administrative, disciplinary, or other action at any time against a Department employee whose
activities were reported to the FBI. However, the Department was required to coordinate any

action, in advance, with the FBI, to avoid prejudicing any ongoing or planned FBI mvestlgatlve
effort or criminal prosecution.

. According to the MOU, the Department’s Office of Counterinteiligence and the FBIs
Inteiligence Division were to serve as the points of contact for the coordination of referred matters.
The FBI was to keep the Department informed of pertinent developments in those referred cases
being investigated by the FBI. FBI field offices were to coordinate with Department field offices.

Needs and requests for assistance and technical services were to be conducted at a local level unless
circumstances dictated otherwise.

D. The Department of Energy’s Personnel Security and Access Functions {9)]

(U) The Department’s personnel security and access functions are principaily governed by Title 10
Code of Federal Regulations (CFR) Part 710 “Criteria and Procedures for Determining Eligibility
for Access to Classified Matter or Special Nuclear Material” dated July 8, 1995; Department Order
472.1B “Personnel Security Activities” dated March 24, 1997, and Department Order 471.2A
“Information Security Program™ dated March 27, 1997. -

(U) In summary, Title 10 CFR 710 identifies security regulations that pertain, in part, to the (1)
suspension of access authorization; and (2) the responsibilities of the local Operations Office
Director of Security, the Operations Office Manager, and the Director, Office of Safeguards and

10



Security when information is obtained which may create a question s to an individual’s eligibility
or continued eligibility for access authorization.

(U) The CFR provides, in part, the following examples of “derogatory” information that may create
a question as to an individual’s eligibility:

e (U) Committed, prepared or attempted to commit, or aided, abetted or conspired with
another to commit or attempt to commit any act of sabotage, espionage, treason,
terrorism or sedition; and

¢ (U) Failed to protect classified matter or safeguard special nuclear material or violfued or
disregarded security or safeguards regulations to a degree, which would be inconsistent
with the national security. .

(U) According to Department Order 472.1B, the Director of Security Affairs renders final
determinations to grant or deny, reinstate or revoke Department access authorization under

10 CFR 710. Department Order 471.2A requires in part that the Director of Energy Inteiligence
coordinate with the Office of Security Affairs concerning security issues, t0 include espionage and
possible or potential compromise of intelligence related information. _

11



V. BACKGROUND (U) ol 7€) L

(U) This section provides an overview of the structure of the Department of Energ;’s intelligence
and counterintelligence programs, the events which led the ﬁepanment toreferthey 10

the FBI, and the history of{_
A. The Department of Energy’s Intelligence Structure (U)

(U) Until 1993, the Department’s Office of Intelligence reported directly to the Secretary of
Energy. The Office of Intelligence had primary responsibility for ensuring effective use of U.S.
Government intelligence in support of the Department’s need for information on global nuclear
weapons development, non-profiferation, and other energy production and consumption. On June
10, 1993, Secretary of Energy Hazel O"Leary consolidated Office of Intelligence functions and
activities, along with those of the Office of Arms Control and Nonproliferation and the Office of
Security Affairs, into the Office of Intelligence and National Security. In March 1994, the Office of
Intelligence and National Security was renamed the Office of Nonproliferation and National
Security (NN-1). The Office of Intelligence became a subcomponent of NN-1 and was designated

as NN-30.

(U) Under an assignment agreement pursuant to Title IV of the Intergovernmental Personnel Act

<_IPA>E-
]

[

[:— .

: | -

L ' o
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] }espoﬁsibﬂities, inciuding:.
*

o

=
(

(U) On February 11, 1998, Presidential Decision Directive (PDD) 61 was issued. As a result of
PDD 61, Department counterinteiligence functions, which had been under the Office of Intelligence,

12
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were separated. In March 1998, the Office of Intelhgence (IN-1) and the Office of 7
Counterintelligence (CN-1) were created as separate directorates. each reporting directly to the

Secretay.
1

] 7 In this capac:ty,[_: ' jrgpor:ed
“Jand providing[~ o the Secretary, Deputy Secretary,

and other key D ent of Energy policy officials. As the’
ﬂifor the Depanment s mtel]xgence functions, as outhned

(U)OnMay 8, 1998]
directly to the{_

in Section 1.7 of Executive Order 12353

(U) On July 1, 1998 ! _
Secretary Bill Ric on’s confirmation on August 18, 1998. Beginning on August }8j1998

B. The Department of Energy’s Administrative Inquiry (U)

On September 25, 1995 E_
' " Yhe Department’s KINDRED SPIRIT® Administrative Inquiry based on
information derived from an Office of Energy Intelligence Working Group. The Working Group
had conducted an in-depth review of available intelligence and determined thax there was a high

probab:hty that the ] _
]

(OUO) Based on this information{ :]the Department’s Office of
Counterintelligence to initiate an Administrative Inquiry to determine the facts and circumstances
relative to the potential loss of the‘.: ) ormation. Based upon the Office’s
limited investigative authority{_ | _}hz: an FBI agent be temporarily assignedto -

the Department s Office of Countenntemgence to assist in the conduct of this preliminary
investigation.

(OUO) A meeting was subsequently held on October 31, 1995, between Department officials and -
FBI personnel. FBI representatives consisted of[:

SPIRIT,” “China matter,” “LANL espionage matter,” hen referring to the specific

3 Various witnesses interviewed by the Office Wt ral used the words “KINDRED
espionage issues outlined in this report.

[jwas developed at the LANL in 1984. The design information was subsequently
fo the Lawrence ore National Laboratory and the Department’s Pantex facility.

13
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E , ] The Department was represented byg:. S
ar s~
nieeting. In summary, those in attendance agreed that the Department would take the lead role in
the investigation, with both the FBI and the CIA providing assistance. It was further agreed that
should a subject be identified, the FBI would be responsible for any subsequent espionage
investigation. =

; On May 28, 1996,C “forwarded a copy of the Department’s Office of
Counteﬁntelligenc_:e report Gutlining thi€ resuits of the KINDRED SPIRIT Administrative Inquiry to

e _ _jln summary, the Inquiry identified 11
offices/divisions within LANL that had access to the 1: _{The Inquiry aiso identified’
persons, from which__ o _jwere subsequently determined to be the most
logical suspects. The report recommended that the FBI take the lead in the investigation because
the Office of Counterintelligence had basically exhausted ail logical leads. The FBI’s Sante Fe
office, a satellite office under the FBI's Albuquerque Field Office, subsequently opened a full
investigation on July 3, 1996.

(U) AsofMay 28, 1996{__

Up to that point, no action had been initiated by the Departmem{__ ‘}l-earance
or access to research and development information. :

C. History of C 7 | L. J(U)
ouo (T |
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o 1w
t8)) Fromt . ) | Jwas specifically responsible for: -

2.
3.
(U) Fr Omt:_ _ ] jvas responsible for:

2,
3.
4. ) A
o “ .
pendmg the results of the ongoing FBI investigation. While there{ _ . - 3
©uo) Onf _Jpursuant to Title 10, Code

of Federal Regulations (CFR), Part 710, “Criteria and Procedures for Determining Eligibility for
Access to Classified Material. ”C ,

4 -
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I A
VL DETAILS OF INQUIRY (U) Db, 7L

This section outlines the details of the Office of Inspector General’s inquiry with respect to (1)
_ leﬂumy clearance, access, and work assignments during the period May 1996 to
March 1999; (2) individuals responsible for decisions relating 1ol ___ssecurity clearance,
access, and work assignments; and (3) whyw —}learance and access were not curtailed

beginning May 1996.
A. Issue 1: E ' jSecurity Clearance, Access, and Work Assignments® (U)

(OUO) In summary, the Office of Inspector General determined that from the timai

j the foilowing occurred:
¢ (OUQ) The status oﬁ jsecunty clearance ;emajx;ed unc_b_ange_d until
. The status ofE_ _

_ ‘ , :'gaending the resuits of
the FBI investigation. The{: ' 7included: (a )[_

e
e (OUO) The status of _ _Jwork assignments within thg::

_ jinvolving less sensitive classified information.

1. Changesin C :}CTearance )

(OUQ) The Office of Inspector General’s inquiry disciosed that Department officials, in
coordination with the FBI, decided to approach
o submit t0 an m-depth interview and polygraph
"] During the:interview and subsequent polygraph administered by the Department,
id not engage in any activities detrimental to the national security of the
United States. | idenied: ever engaging in espionage; ever providing classified
information to afiyone; ever providing any sensitive or classified information weapons data to
anyone; any foreign contacts for the purposes of engaging in espionage; and knowmg anyone whom
Jo be, or to have been, involved in espionage.

* (U) Individuals invoived in, and responsibie for.| " lsecurity clearance, access, and work
assignments are identified in Section B on page 18.
16



N

067Y -
(OUOQ) Data anaiyses of the polygraph results by Departmen: contractor officials originaily _~
disclosed sufficient physiological criteriafor{_ o befievethar|

_jduring the Department administered polygraph. However, the results were later
examin€d by the FBI and determined to be inconclusive.

(OUO) Oi_ . “FBlofficials asked(” o take.an FBI-administered poiygraph
examination, the results of which indicated that .

_ ~ Juntil an investigation by appropriate
agencies was completed. ,
o ‘ -
2. Changes inE :(Mccess (9]
(OUO) Asnoted above, Deparmment officials{_
| ‘ Jwas temporary

and without prejudice and was to have no effect onf - Fearance status.

et

(OUO) The Office of Inspector General’s inquiry disclosed that this transfer was the first
meaningful action taken by the Department or LANL to physically limit or restrict]_
] The Office of Inspector General learned that despite this action, while

T .. J(geinedaccesstothel_
L '_ ' " {and, (3) attempted
to have 2 box of documents brought tof. Js : o

3. Changes inC _jWork Assignments (U)

(OUOQ) During the May to July 1996 time frame, senior Department and LANL officials made the
initial decision, in goordination with the FBI, to (1) maintain]__{security clearance, and
access within thﬁ and (2) contro 'jwork activities through project
reassignments. e officials based their decision on several factors, including:

(OUQ) The FBI's request to keep] jposition; -
(OUOQ) The FBI’s request that the investigation be conducted in a “non-alert status;”
(OUO) The desire to promote the success of the FBI investigation;

(OUO) The consideration that] - jwas only a suspect;

¢ (U) Details of these incidems are outlined in several interview summaries,which follow.
17
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¢ (OUO) The knowledge provided by the FBI that the' -
__f and
e (OUO) The knowledge prowded by the FBI that the success of the FBI investigation
couid increase the fikelihood of Iearmng what, specifically, may have been possibly
compromised .

(OUOQO) The Department’s and LANL’s decision toE __fk:iearance and access, and
controll: :vas re-affirmed in an\E
meeting with Department, LANL, and FBI officials presert. -
(OUO) The Office of Inspector General’s mquuy disclosed, however, that[ T}work
ass'gnments were not actually| . ollowing a meefing between LANL
and local FBI officials. The reasons for the delay were unexplained. In the E

- “’work pro;ect assignments would be redirected to Iess sensmve work within
a new project. | _

1 This was the first actual change to, or redirection of, f_ | \T
foIlowmg the l\ﬁy to July 1996 and April 1997 mestings between the Department, LANL and the
FBI. This work reassignment ¢jnot involve a curtaﬂmeﬁ i(e secunty clearance and

access toL areas, and employees. \j

B. Issue 2: Individuals Responsible For Decisions Relating To | F— iSecurity
Clearance And Access, Including Who Directed These Activities And Who
Was Informed Of The Activities During The Time (U)

(OUO) In summary, the Office of Inspector General determined that decisions pertaining to

. security clearance, access, and work assignments were made with the knowledge of
representatives from five different entities, including: (1) Department of Energy Headquarters; (2)
the Department’s Albuquerque Operations Office; (3) LANL; (4) FBI Headquarters; and, (5)
local FBI offices in New Mexico. Furthermore, the decisions and actions by these representative
can be divided into four general time periods: (1) May 2, 1996, to April 14, 1997,

(2) April 15, 1997, to October 15, 1997; (3) October 16, 1997, to December 23, 1998; and

(4) December 24, 1998, to March 8, 1999,

1. Individuais Responsible for Decisions Reldtiﬁg toE IS‘ecun'ry (learance, Access,
and Work Assignmegts Clearance (May 2, 1996 -April 14, 1997) (U) :

(U) This section begins with an overview of events from May 2, 1996, to April 14, 1997, and

follows with the results of Office of Inspector General interviews with key Department, LANL, and
FBI personnel.

18



(a) Summary (U)' ‘O(0£7C@ | , . ;' 

(OUO) In summary, the Office of Inspector General’s ingpiry determined that the initial decisions
to -Lisecunty clearance and access, but }vork activities through project

reasmgnment, occurred in thef , . 7t1me frame and involved[__
lin coordination with the

FBL’ As noted previously, the decision was based on several factors, including:

The FBI's request to keep| _ i 1 _3position;
- The FBI’s request that the investigation 2 be conducted in a “non-alert status;”

The desire to prcrnote the success of the FBI investigation;

The consideration that!_ ~_jwas only a suspect;

The knowledge provided by the FBI that the possible E
) and

. The knowledge provided by the FBI that the success of the FBI mvesnganon could
Ecrg:ase the hkehht)f]d of learning what, specifically, may have been possibly compromised

(U) The following additional key Department and Laboratory officials were aware of the initial
deCISIOH to keepi ‘j

*® € & o »

e —
| g TR
b

|

7 (OUO) Interviews by the Office of Inspec:or General disclosed inconsistent recollections with respect to
who actually made the decisions.{ " }did not decide to leave the suspect in place.
“khe FBI had “directed” that the suspect be ieft in pldce, whichf_ _Jmeant that the
epartfiient could not reassign the individuat to a less sensitive position. In conu-ast.ﬂ _recalled that
ided, in coordination with the FBL, thattheDepamnentwouldnoterovethe
suspectsothattheFBIcouldmvesngaxeLhematter

—

U jd.ld not officially assume the position of‘:

19
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(b) Interviews (U)’ o

: - 5\
C o 01,78
FLOUO)E— | _stated thar
'7to the FBI adwsmg_t’hem that the Departrne'n
“was going to initiate an Administrative Inquuy on thxs matter. E __said thilt ot recall

that the nonﬁcanon letter also requested the assistance of the FBL in conuucnng the Administrative
Inquiry. i _:jthat the time frame in question was just beforel . j

(OUO) _ id not recall[ - "] meeting with FBI,_ ]
When informed dunng the interview that others who might have attended with

colua Not recall attending such a meeting with the FBL [
j did not know i _ ?sensitive information was discussed at that

meeting.

(OUOY_ _:i}ecalled attending several meetings at the FBI with C

might also have attended some of these meetings. C jwt
recall the dates of the rneetmgs all those who were present, or the exact circumstances for which
they were held. The discussions generally invoived the Department’s counterinteiligence
deficiencies and needed reforms at the Department laboratories. On occasion, the status of the FBI
investigation may have been discussed, butE Jdid not specifically recall any discussions
about the suspect’s access to sensitive materials.

(OUO) It was during these meetings in 1996 that E %ot the impression that a
suspect had been developed (though ~ Jknow a name), that the suspect was [ " hnd
that the FBI was investigating.{__ :]therefore knew that the decision to!

and to ailow the FBI to pursue the espionage investigation had been made by
someone at a higher Tevel. [ _Jwas not part of those discussions and, therefore, did not
know first-hand who had made them or when. The discussions held at the meetings involving
_ lonly reinforced this factin_ ~ mind, namely that the decision about
access had been made and the Deparment could do nothing but wait until the FBI investigation was

completed.

(OUO) Regarding a? jmeetmg involving LANLE_
during which{ access to sensitive mformanon was reportedly

dxscussed: "___Sdld nat recall attending {His meeting. The only meeting] __frecail J

attending where! qu present was a meeting that included all thel

* (U) The interviews in this section. and throughout the report. are presented aiphabetically.
20
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C \‘ﬂw possibly occurred sometime during late 1995. E jthls meeting

because[ ] that there
were significant counterintelligence problems at the Department s laboratories.

L Jo |
’ ﬁmformed the Office of

Inspector General that the Department’s Administrative Inquiry had been refexred to the FBI, and
the FBI had initiated an inve _ganon of theC 3 prior t ]

__; After the matter was referred to the FBI, the Office of
Counterintelligence continued to provide lizison and support to the FBI on its KINDRED SPIRIT
investigation of the alleged espionage.

L}

~ According toE o
Jof theja _ ) 5
was responsible forl_, | .
| _primarily dealt with FBI

kept in contact vnthc
but usually did not learn much of what was occurring on the FBI investigation. (C_
was of the opinion that there appeared to be a breakdown in communication between the FBI"
Headquarters, the FBI Albuquerque Field Office, and the FBI Santa Fe Resident Office. FBI agents
conducting the investigation were stationed in the Santa Fe Resident Office.

Afel__ L ' Yow

to get the FBI moving on the case.{_

jalong W‘ﬂ{; j According to: J the
PUI‘POSB of the meeting was two-fold. First, the Department representatives requested that the FBI
-assign an agent to the Department’s Office of Counterintelligence as a means of improving the
responsiveness of the FBI to Department of Energy related matters. Second, Department
representatives expressed concem over the progress and pace of the KINDRED SPIRIT
investigation ___Jstated that the FBI indicated they would move forward. Neither
__[work assignments, access, nor clearance were discussed at the meeting.

. Tecalled that during "  _IDeparmen,[_

B o so that the FBI could
conduct the investigation. [ Edoes not know who made those initial decisions. By
the timel___ o | o

_that senior Department management was knowledgeable that the suspect
had been left in place so the FBI could conduct an investigation and that senior Department
management considered the idea of limiting the suspect’s access through job assignments.

21



hé,7¢e
E _ J had no direct contacts with senior Department management at the time, but it tvas

\ had

knowledge and concurred that the suspect was to be left in place pending completion of the FBI
investigation. (“ has no direct knowledge as to what jswmﬁcaﬂv
briefed these officiais on regarding the suspect’s history with the FBL. oweveq’___
. was knowledgeable that the FBI had prior information on|~ 'jbut nothing that couid be used to-
~ suspend or revoke/ —]secunty clearance. I~ t once the: |
'_?iwere Priefed on KINDRED S SPIRIT, they were respons:ble for any and ail
clearance determinations.

With respect to [~ for briefing senior Department management on
KINDRED SPIRIT, C ] stated that it was the responsibility ofE
]

o

- The Office of Inspector General learned that in a memorandum datedE

otam
]of the FBI. Accord.mg to the memorandum,L

“that Department senior management were leaning towards
serious consideration of haVlﬂg{r - tclearance lifted based solely on the circumstantial
evidence obtamed durmg the Department s Administrative Inquiry. LX

- _jthat the FBI assume jurisdiction over the case and initiate a

full field investigation. [~ " that senior Department
officials might be inclined to avoid initiating any actions, such as removing __ _clearance, so
that successful resolution of this matter would not be hindered. o

ovoy [ jnformed the Office of Inspector General that{”

ﬂsﬁid
that[ : T
}eceived occasional telephofle calls and
electropic mail (e-mail) messages from[
thl_ﬁou what they knew about the status of the FBI i mvesngat:on C_ J had some contacts
Wi

.fon the status of the FBI investigation
' L jsald that the control of the FBI case was being handled out of Albuquerque,

not FBI Headquarters. C ) _____j that in the FBI, the “Office of Origin” for an investigation was
the controlling office for the case” Based on r ) FBI Headquarters was not involved in
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the overall supervision or daily progress of the investigative activity. :_ ' , ja; FBI
Headquarters was| _ )

(OUO) Asi__ - ,  fhat the Department and LANL were
not being tasked to support the FBI investigation asE _ they might be to help develop

information for an electronic surveillance request. It appeared to[ :Il.hat the FBI was dragging the

case out. According to\:m - o ere highly concerned

about t - _{continued access to classified informatign. | :however, that there was
_npthing they could d_ojsince there was no evidence thatﬁn‘ committed a crime. According to
_lclearance could not just be pulled on suspicion of wrongdoing because doing

— .
so would violate a person’s rights and could also “blow the case” for the FBL

- o

e

s - . __ Jinformed the Office of Inspector
General that____pecame aware of KINDRED SPIRIT in 1995.(" __bware that the
Department’s Office of Coumerintelligence subsequently referred the matter to the FBL and the
FBI opened a case on the matter in the summer of 1996.

ovo_ . . ___fmake decisions relating to]__ __Daccess and clearance.
’ - jcould only make recommendations regarding decisions relating to
jemploymeut and access status. There was not one individual who was solely responsible
for those decisions. [ )feels that these decisions were made jointly between the

©UO)[ __Hoes not feel that the FBI provided sufficient information for LANL to
determine that _ eaj\vas likely to cause, or had caused, damage to national security or
compromised classified material. Based onf{~ =~ %ofthe FBI's case] _Hoes not
feel that the FBI had any substantial information to provide. T

V(OUO) According toC _
“Jooordinated with the FBL{

jWi-ti'l major issues.

©uo)_ ~ . meeting that was called by the FBL. The
purpose of the meeting was to____ on the FBI’s investigation into the issues
surroundingl_ _Jand to gain the support GFLANL. [T~ Jsaid other artendees included

. ___Jwas not surprised by the briefing because{_ __jhad previously been



k6,7

briefed. C _-___concem was that [:: 5 appnsed of the progress of the investigation and

that jaware of any warrants or arrests prior to their occurrence.

.- g
(OUO) According tor _‘the FBI implied that it wan(teul" Jcept n place _current
position. The FBI did Tiot want anythmg or anyone alerting{ _ “Bbout the inve gauon The
FBI aiso reviewed the possible steps it would go through during the i investigation. _7does S

not recall that the FBI asked for anything specific regarding the-monitoring or altering ofL ____5
access.

-
o
. L - - - __{ informed the Office of Inspector

General that(:_ became aware of the p0551ble compronuse oﬂ: ' -ldunng the
spring of 1995.] _}hat sometime during May or June 1995, scientists from LANL came to
re with i xg:ggmauon

— — e

) A.I.I.I‘.:l USLLE vitvasns vy
n the matter E ’lto obtain assistance from the FBI and
the CIA. ;n July of 1995 . the KINDRED SPIRIT analyncal group was formed to logk into the

roblem. __arrived fro ] _pn the matter.
E— ' ___fto be briefed on the situation. L ‘

—__] on KINDRED SPIRIT and obtained more CIA

assistance to analyze the lnformatlon By the Summer of 1995,
jon the analytical suspicions regardmg this

matter.
(OUO)L tated that in August 1995, a “walk-in” document was incorporated into the
- case. After gain met with__

itfate the formal Administrative Inqmry with FBI involvement. By December
1995, an FBI specialist in Chinese counterintelligence matters was working with the Department on
the Administrative Inquiry. .

(OUO) :fsgi hat in concert wnh(: “{an analysis team was put together to take
alook atl__ osition that there was a possible compromise of U.S. nuclear weapons
information. This was done for several reasons. There were concerns about the validity of the
“walk in” document and a possible problem with the reputation ofl_ :
explained that although): known to the intelligence community -~ as
also known to be, on occasion, overly boisterous abou{ g—]optmons and concluswns By '
Ma:ch 1996, the review was completed and| .

China nﬁtter” now had the acceptance ofthe intelfigence community; namely, the
community feit that the

jconcermng this
matter. By that time, the Department’s Countenntelhgence Administrative Inquiry had identified a
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“handfil of suspects who had the opportunity, et cetera” to compromise the system, one of whxch
reaily stood out. ﬂ_\ o :was aware that the matter was referred to the FBI in May of 1996 for
investigation of alleged espionage activity.

r smd that at about the time the matter was referred to the FBI fori mvesnganon,

C __ithe KINDRED SPIRIT analytical group and
L?was in attendance. They were briefed on

the development of the entire KINDRED SPIRIT matter the results of the Department’s

Administrative Inquiry, the development ofi” -~ Tas a suspect based upon indicators, the
information that the FBI had a history [~~~ “and indicators the FBI had no evidence thaf_|
Jhad committed espxonage During tlns meenng WIth ﬂ qthey discussed the suspect 3
- . access. According to[. : — Jdeexded 10 keep the suspect in place

subject to direction from the FBI on their i mvesnganon. ]:
1had concerns, however, about leaving the suspect in place.

©UO)T  Tadvised thatl”
to discuss the FBI mvesuganon and the

process of f going to the Fore:gn Intelhgence Surv ce Act court for electronic coverage of the
suspect .

L dlscuss the FBI’s approach to the case. [ ’}us a
ge‘neral recollection that| ' “Jmay have been present. |

(OUO) From these discussions with the FBI,C *lknew that the FBI intended to investigate
the matter. L %dmood that the possible compronuse[ ]and that the FBI
would only be ablé to identify the suspect in a contemporary position of commiltting espionage now.
1" smd that they all had to assume that the espionage was on-going and that the suspect
“Would continue to do it, so that the FBI would have something to investigate. {_—_ 3
agreed with the FBI that if the espionage was on-going and it was bemg done by an insider, the
suspect should not be “spooked” so that the FBI could catch h:m
»were concerned about the suspect’s continued access but also knew that there

were no grounds to remove the suspect’s security clearance : .

©uo)[_ 7sa1d that if e:therC Jhas been sufficiently concerned about the
suspect’s access with national interests at stake,E . ]the suspect’s access, even
thoughf —’they had no grounds to do so at the time. ‘:

decided that the Department would not remove the suspect so that the FBI could investigate the
matter. However, they wanted to try to limit, if possible, the suspect’s access to less sensitive
information.

(OUO) | _istated that after the FBI jnitiated the case{_ _]recall that anyone raised
concerns about the suspect’s access.  lthat the only concerns were whether the FBI was
pursuing the case as aggressively as the Department thought they should. Jhad
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% - i . _ Jnme frame to try to get more
I resources assigned to the case.
(OUO) L jcannot recall discussions wntli ___jabout the suspect, on__
whether or not to ieave the suspect in placeC ' - o
the FBI, CIAC;—. “fabout the possible compromise issue. However. recall
having any discussions with__ about the suspect’s access or ciearancLi‘
knew in May 1996 thatr‘ " [would have to get involved in the espionage case.
that r _ o - ; .

jto

limit or remove access of an espionage suspect at the lab. Therefore, in May of 1996£ _j
understood that the FBI would be contacung[f _jto sohcxt[

jleave the suspect in place.
- _Jo
(ovo) FBI} | . |did not recall many of the
events involving| _{mvesngatlon. However, _l'emember one meetin ja.t

Department Headquarters that 1nc!udedg_ ] .
recall the name of the official, or when the meeting took place, but that it was sometime befor

) hought that possibly FBI _] may have been in
attendance. The only thing: ecall about the meeting was a discussion concerning the
suspect’s access to sensitive information at LANL and how any change in{_ . Jmight cause
problems for the FBI investigation.
ouoy= | | _TLANL with
. o attended the meeting '
did not recall when this meetmg occun'ed i ‘}ecaﬂed that during the meetmg the
FBI representatives tOId:_ ' that this type of espionage ge investigation was very difficult to

-work and that it wouid not be resolved quickly. The FBI also tcl{ jthat the FBI
considered LANL to be the “victim agency” and that LANL had to decide if the suspect could
remain in_ .3305“30“ during the investigation, if E %d to be limited, or iff_ J
clearance had to be suspended.

~ o

E jmformed the Office of Inspector General that, as[ .
1artended a meeting on

_jwhere the FBI advised the attendees of the status ‘of the KINDRED SPIRIT
vestigation. In addition t

f

ET“\' -

- ‘ J Also in attendance were four or
five FBI Headquarters representatives.
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(OUO) 1 _\does not recall iff | Jwas named-"
specificaily during the meeting,
- o

I: jmformed the Office of Inspector General that in[__ .
__|informed by _ | Jthar
r/ _jwas a suspect in what w%;_;eferred to as the mvesnganon. It wa.{‘ :}n
theUmethattheFBIwastokeepL_ .
to take no action to__ _ ) - pfficials were to cooperaie
fully with the FBI during its investigation, T -

©ouo) [_ _stated that| Jware that{ ] personnel from the Department’s Office
of Countenntemgence conducted an inguiry, with assistance from LANL personnel, lnto the
potential loss o ;jand the resulting potenuai damage In June 1995,;__

n the inquiry. jwas of the opinion at that time that[ :p
believed that __{vas suspected in the release oﬂ: B
(OUO) According to[ " Jdid not totally agree

‘with ail the findings of the Department’s i " “University of
California personnel were not conwnced E Jwas responsible for the potentlal loss of
mformatlon As a result of the inquiry,

j to closely rewew the information that was allegedly] :_] and
to conduct a damage assessment.

(0U0) L i recalled that the team issued its report in the September to November 1995
time frame. ___@also recalled that there was considerable disagreement as to whether or not |
the potential loss of information and damage should be attributable to LANL or the Department 5
Lawrence Livermore National Laboratory (LLNL.)

(OUO) In 1995C_‘v jand officials from the FBI’s Albuguerque -
Office. [ __Jwas of the opinion, based on discussions which occurred during this meeting,
that the University of California was not to do anything tor | beiieves that
concerns abmugs ____/persommel,
L}E{Iways, and discussions du.nng this meeting.  However, ['_ ' ﬁwould not have
strongly voiced this concemn since the FBI was calling the shots.
(OUO)[ ed a few discussions ' 7egardmg the[:
, ed nothing of significance. in the 1995 to 1996 time period,
C _ _bnd suggested ¢ “Jshould do something about
e 'said it would have been __;lwho would have comef _j:f the
Department wante 70 do som abouL
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©U0),__ _ | began feeling uncomfortable with the FBI's sirategy
conceming the{.': ~because of lack of apparent progress. -
 lclever ways to li access wnhour o __the
Uxﬁvemty_c_){nfahfonua was still operating on  the FB ctions nQ_}Q__ o o
o the issues mvolvm jsmd no one___ __was aware of
concerns involving] _Jat this time.

According to[ jone of the ways;; 1dennﬁed to limit L
access was to Switch access to the vauit]” "{froma ménitored access o a paim reader
- access. The plan was to jmplement tais procedure and to drop many personnel from access at that
e, 1o mﬂud It was believed that this would not tip L. ff'to anything.

EUm said, unfortunately, the paim reader was not approved. The University of California

. personnel charged with requesting and justifying the palm reader, zlong with the Albuguerque
Operations Office personnef charged with approving such a request, were unaware of any security
issues. As such, the palm reader was determined by the Albuquerque Operations Office to be a
convenience item rather than a necessity and the request was denied.

ouvo)[~ j‘reme.mbered that there were discussions with the FBI surrounding the issue of
_laccess. Univ efs“-’Y of California personne! urged that someone in the !

‘ TOr briefed on the matter. | ot the go ahead from the FBI to
-
©UO)_ "~ __fould not recall discussing the o
7 .
L o

(OUO) The Office of Inspector General showed | _
_ja portion of the May 25, 1996,

memorandum from(_ ~ © © © " "1 In the memoran

"} would develop a “project” or series of projects for:
Upon reviewing the document,c N quely recalled a conversation regarding this issue,
however, C - _ recall specific as not even sure if it was
L; - the conversatmn L jsa.l hat to the bes
recollection, it was decided not to develop a project or serfes of projects. E could not
recall who made the decision or how[ _f to know there was such a decision.

1° (U) See the interview summary off 1
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(0UO) E :&stated thaﬂ: ] pamEate i sﬁch pro'ect.E lstated it would |
4

have been very difficuit to identify projects fory, ~__fif asked. | . :(dld not know
. _idaily functions or what work _ R
©OUo)[__ | __Jinformed the Office of Inspector General

that in July 1996, two FBI agents from FBI Heagtarters, as well as additional agents from %

FBI's Albuquerque and Santa Fe offices, met witlfy

——

direct FBI Headquarters involvement in the

case. According tOE. " “Ythe reason the FBI chose to send out agents from Headquarters
_was to demonstrate to LANL and to the FBI Albuquerque office the importance of this case,

] ] Jeamed about the details of the meeting from}:

e
(OUO) Accordingt ] the meeting took place at LANL, and the purpose was to
discuss the recently opened FBI investigation i __loossible involvement in the potential
loss of theg Jtothe ' ~ _Isaid that FBI

fanagement had no authority to take action against a LANL employee’s access to sensitive
material. T “lthat any potential action involving] ~ = _ccess to sensitive information

had to be discussed with and approved by LANL management.

W)} C "_:fwas told the following information about the discussion Elcamig\ 1(

access to sensitive information that occurred at the July 1996 meeting with

e (U) The FBI agents explained to% ]some basic information about how an

espionage investigation is conduct

o The FBI explained that since alleged espionage involving
occurred in the ¥he possibility of gathering sufficient
would be a difficuit and lengthy process;

E Jikely

evidence against anyone

* The FBI described that it could take up to a year to develop probable cause in
order to apply for a Foreign Intelligence Surveillance Act eavesdropping warrant; '

o The FBI explained that if a Foreign Intelligence Surveillance Act warrant was
obtained, it could take another year of electronic surveillance to develop sufficient

evidence to bring charges of espionage agai

o . . TheFBI explained that when working espionage cases with agencies such as the
Department of Energy and the Department of Defense, the FBI considers these agencies
to be the “victim agencies.” It is the FBI’s position that it is up to the “victim agency” to
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make the final decision if the suspect continues to have access to sensitive mformanon

during the investigation;
. The FBI acknowledged that it had no authority to tell the Department to limit
C, . to sensitive information, or suspend his clearance;
. The FBI "Bl made it clear tor '7 that as the “victim agency,” LANL had the

final word om Jcontmued access to sensitive mformauon, and,

e __. The FBI indicated a preference to leaveE _'lcurrent posmon at LANL
Ifi ~~“Iwas removed from__ -urrent position, or{—_ ___was
likely become suspicious and stop any Tf_m e activity. If this occurred, the possfblhty

of gathering sufficient evidence jessentially disappear. It would then be
very unlikely that anyone would | ever know i __,SUPPhed thej
to the E_ t and would not learn if_ ‘\:onmmes to provide sensmve
informationto the{” "~ T _J
- According toi:_ ‘] after the FBI presented its posmon,E :{demderijto
maintain the status quo 7 _ )

dec1sxon was based on the FBT's position
|the damage had likely already occurredC " Jwould not work on any new projects
and would not have access to new information. o

| C . jmted that neither LANL nor Department officials ever came to the FBI aﬁer

- — o inform the FBI that they could no longer: m
place.. _ . stated that the FBI always maintains that the “victim agency” has the finl T
word involving matters of access and clearance. 1" = _Jsaid that the FBI understands that

the agency has the final word, and only requests that the agency give the FBI a 30-day advance
 notice before taking any action. The 30-day notice is requested so the FBI can pian on how it
wants to conduct a confrontational interview of the suspect

Lo o

©uo_ . _ . _Jetated that! ]nvoivement with the loss of nuclear
technology to thef ~ ﬂbegan wh __J at Department of
Energy Headquarters in the summer or early fall of 1995 The purpose of the meeting was a
general discussion, led by

CL T . : ~Oiner Fitenaees af the
meenng were:[ _ _ ST T

‘:‘was also present, but/ ot cerain.
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(OUO)C _§ stated that the FBI opened an espionage investigation mvolvmg
1 At that time, _ __jtold not to
conduct any mvest:ganve activity untii a meeting was held thh[: . -

) During January and February 1997 L o
on the caseand 7 mariz E_ —
- EUOL - = - Tattended the” - :ﬁ—:/meeung atfe
The purpose of the meeting was for FBI Headquarters personnel from the
National Security Division to meet with . _ _
investigation, and, hopefully, to obtamt . 3!115 meeting, but
was not involved in the presentation of the case. C _jwas not involved in the subsequent
discussions with_ The~ . _ ) ,

_ jbut whose last name Jould noijta.ﬂ
) the

[~ | JthOUSht that there may have been one or tw
meeting,
(OUO)L__ _}mmﬂ; |
- (___ ~ jand that a
likely suspect was plained the need for to.assist the
FBI investigation by~ ~ Jin place. [: Tlaskediff  ~ Tshould be removed
from the seasitive area where]_ o _pot be
removed so they could successfully conduct the investigation. [ did not recall any
discussion about hmmngr __access to sensitive information at LANL. | L. ' Wd
not recall the FBI informing ‘that the FBI considered LANL to be the “victim agency,”
mdthatLANLhadtodemdetftheycould ‘hve’withq __femaining in place while the FBI

conducted the investigation. [__ ¢ at the conclusion of the meeting, after
_asked quesnons,[' ' decxded to Imvﬁ_ | 'm place “to assist the FBL”

©uo)__ jdld not recall any other meetings with Department, LANL or FBI
’frsonnel after _{ during whi Jaccas 10 sens:twe information was discussed.

uely recalled a discussionf__ thE
did not recall when fhis discussion took place, but thought that
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i“.’ " had mentioned that the Department was considering ways to Iumtr
possibly vid 2 palm reader. 1 irecollection of this event was VCW unclearE
could not to what it pertained. Up unt -
not aware of any other dlscussmns about{

] had any contact with FBI Headquarters or Department pers-ennel aboutL - %
access. : —~

. i .'J' ‘

(OUO) In addition to intewiewing[: _ Tthe Office of Inspector General
reviewed internal FBI documents” ] According 1o one memorandmn,t_
e jat LANL. Alsain attendancﬁ

“In attendance for
: ‘ _—j‘f During the meetin
_ _Iweretold about the FBI’s interest in the [E ' ]f-hﬂt LANL would
prov:de whatever support would be necessasy for the FBI to successfuily 1 mvesugate this matter.
was told by{ . [that ﬂjFBI had a bona fide espionage case and thar it

would be a long term mvestigation.eg were told that because of this, the FBI’s

-interest and investigation would need to be tightly eld) ;was asked for a list of
individuais who uught be aware ofthe D ental r. of information which predicated the
FBI espionage matter ! ould provide such a list.

that as far asj ;concerned the only people who knew about the FBI investigation
were those in the meeting. =

(OUQ) According to the documentanon,E Jat the appropriate
stages of the investigation.[ Jthe FBI had the afhority for Foreign
Intelligence Surve:llance Act coverage. E ‘ _-heed to advise someone

from§ ht the appropriate time as the case
developed

ol _
| Tjhad met that day with[” . J
“dicated dthat]”  Trecemy taiked with [ _ B
Jindicated that during Tleaned that
Department h!gher-ups had been briefed on KINDR.ED SPIRIT and that there were many
concerned people at De‘p_artment Headquarters. indicated that] 1 wanted to

]that

[~ cess. so stated tha had wanted mnw:e?represemaﬁge
Tomthe, jto the j meeting. However _ -
prevail uponC 3 not to invite anyone from that division.

(0UO)[__ told N that if access were limited, FBI i investigative
efforts to identi o coffhitting espionage at LANL would be seriously
hampered. [ B _bha” leﬂL ) __fand mdlcatedL j
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. jwould not suggest any recommendations tol. _Jthar WOUldE-___
access without getting prior FBI approval. l: |35 |
that LANT. would not do anything without coordinating with the FBL
Alsoor_ “hhat an issue had arisen

that was not directly related to the KINDRED SPIRIT investigation. ([~ {said that the
E E _7had asked for help to identify procedures to tighten Control to access to
thef

Tto provide securfty for clasmﬁed documents L j
wanted to make this information available to{; o ' f even though this pro_[ect
" had been in the works for a period of time. ~— -~ -~ - - - - s R
(OUO) On o elephonicaily contacted|
S Tto discuss a matter reported l:w[j earlier in the day. [ _j
that/ ™ Xhain of command immediately fégarding this development. { i

3"883513‘1 that perhaps FBI Headquarters could write a letter to Department Headquarters[:_
that the FBI was conducting an espionage type investigation an

cooperation was needed. Jwould discuss this with_ _Eand
take care of this matter. _

(QUO) Onf ' Jihat LANL would not
L Jaccess without coordinating with the FBL E that dlscusswns

were under \y‘ay to provide a badge reader with limited access for the!:-

_;advised that if a badge reader with fimited access were put in place it could
Jeopard!ze the FBI investigation. Therefore,[—: Jtimt no action would be taken
without first coordinating with the FBI.

(OUO) On_ learned that
' "7 In essence, theC j J no[f
Jto share

‘to pull any clearances fdrE j Accor&xng to[

the information regarding the visit — ) ~ Jthat at no tune were any
discussions focusingonthel _jclearance.[” 1 officiais
perhaps g‘githeu' information incorrectly. The only i issue being discussed between
according to C <} Was - access.
(0U0) E o “Jthat discussions betweer_ .
T *~ "dealt with _ access as discussed by[
as told that at no time were there any discussions betwe
- Jegarmng the[
clearance. |
©uo) o _ _ 7:01:1 ;_: B athat[; _met that day
with|____ Oy According to| __;recently talked wnh )
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E_ o _jeamedfrom;:: ' Jba.tC L |
_ o ) _ - Jregarding the
: _as_aid that accordinj to[__r o ) :had no problem

with limiting access to the!

(OUO) From the July 3, 1996, meeting to November 5, 1996, the FBI undertook a number of
investigative steps to mclude, in part, ( l)_intem'ews_ of scientists from Dep_mment Headquarters

— ... thatthe compromise took place at LANL; and, (2) research into
whether Foreign Intefligence Surveillance Act authority would be necessary to conduct a search of
}Qmpufet_at LANL, or whether such a search could be conducted on LANL’s authority.

(OUO) On November 13, 1996, the FBI decided that a Foreign Intelligence Surveillance Act order

would be the needed authority to surveilt mputer.
L Jo

LI;ZEC : T . _ j informed the Office of Inspector General
| ___Jbriefed on the KINDRED SPIRIT issue sometime during July 1995.L_ " j

not recall the specific date or who provided the briefing. From whatE 3 recall, the following
personne! were also present: o o ] |

]a.nd possibly

recalled tl.mt the briéﬁxig was just an overview of a potential problem involving a possible _

. compromise of Department weapons data to thel . ) . as also
informed that there would be 2 continued effort to conduct an analytical evaluation to determine
more information. ' '

(" recalledthal” Jnext briefed on KINDRED SPIRIT on or about
- - ) N ere there, [ Jcould not
recall the identities of the other attendees. E {that] provided most of the briefing
but others (names not recalled) also provided input{_" ~ “jinformed that several suspects had
been developed through an analytical evatuation inquiry conidicted by the DOE's Office of
Counterintelligence and the FBI, and that one suspect was more prominent than the others:

rmed that the suspect, whose name was not provided, was located in a sensitive area at

» and that the matter was being referred to the FBI for investigation.{ jwas told

that the FBI wanted the suspect left in place while the FBI conducted its investigation. '
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©uo)[_ _ _lto leave the suspectinplace. [ __ _
N _ }he Suspect was being left in place with access to sensitive infﬂl'maﬁon-‘:_ -
1 that the decision to leave the suspect in place was not_ _}to make. E , - _jwas
told in the briefing that the FBI had requested the suspect be left in place.{ ~ ook this to Mean
the FBI “directed” rather than “requested” thar the suspect be left in place |~ _thad no
authority to override the decision of the FBL, eveniff” felt that it was not in the best interests of
national security to leave the suspect in place. Ther r;,{ Tthe suspect in place at LANL

with no change in access or clearance, o

-

(OUO) Accordingto{” =~ “inever made a decisiop fo leave the
suspectinplace..  “hthatanyonecould thinkthaf =~
H:if""u‘_d say that C _ Jmade the decision to leave the suspect in place. . Jthat
out this issue earlier this year and that! ot

understand how others could mis-characterizel
(OUO) Regarding who bﬁefed:,_}n the “FBI decision” to leave the suspect in place, [
not recall who told__ rmation during thef _ that -

- . __{but that others were also making comments and providing input.
Regarding any discussion about the FBI's “victim agency” policy to request a suspect be left in
place _ysaid that the OIG would have to ask whoever the FBI told that to{__ QB
never before heard of that terminology [~ 7 jlever had any direct contact with the FBI

.

on this matter while !

(OUO) Regarding any discussions to limit the suspect’s access to sensitive infonnatiog' o

. __Jhad not been invoived in any such discussions. [__ | 1 t the FBI
had “directed” the suspect be left in place which meant that the Department could not reassign the
individual to a less sensitive position.[” o T Tk
about the steps that the Department should take to ensure something like that would not happen
- again. However,[ _Yold in the briefing that the Department could not take any steps because

—

it might tip off the suspect.
_ T _ " "have any follow-up

meetings on the KINDRED SPIRIT matter.| ccasionally briefed on the status of pending

security matters, which would have included the RED SPIRIT matter but only in general

terms on the status of the case. | ___:;\did not recall ever again discussing the suspect’s
access or clearance. '

C;_______.j'\(U)
(OUO) The Office of nspector General showed]

) _ ja porﬁon of the[; J |
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| . -~
memorandum from: "} Inthe memorandum, - _ -

~I would develop a “project” or series of projects for
E J Upon reviewing the docume: . ~was never aware of any discussion
regarding this matter. g_ﬂi said 7 {id not discuss this issuel__[at any time
before, during, or after n “jWashington, DC, and__ " did not participate in
such a project, nor didf :jlf such a project was attempted or completed by others.

-
QI ()
~ [~ —jaformed the Office of Inspector General that [ . - _withthe F3lon .
the China matter sometime around June 1996 while;  _ ’ ;
. . ould not recall the date of the FBI meeting,
the date of the Department’s Administrative Inquiry results, or the date the matter was referred to
the FBL. [ those present at theC . : - B

~ o - .jthe FBI investigation was discussed during the
meeting. E :_"this was a “rules of the road” type meeting in whjch the FBI discussed what the
Department could do to effectively support the FBI investigation. f‘ jissues regarding the
suspect’s access and clearance were d.iscussed.E_ T ~stated that the FBI wanted the
investigation to be conducted on a “non-alert” basis, and that the Department should therefore take
no action against the suspect without coordination with the FBL | 'said the FBI
would work hard on the case, and that they would try to gather evidence via electronic coverage
under the Foreign Intelligence Surveillance Act. T = _ _ “said that it was necessary to
keep information related to the case “tightly heid.” It was decided that th{ L

V ‘ Ewou!d have to know what was happening so that they could

provide necessary support.

on several occasions about the status of the FBI investigation.

| a— ] . ] ] ‘ i .

(OUO) __ _tecalled that during the next couple of months,| - I
o ~ !that the
FBI was still working on the investigation. - :

summer or early falﬂ:_ , Inot recall) in which the suspect’s access and
clearance were discussed. | ere present. | o R
may have also been in attendance, but[ " Jrecall. During this meeting, the possibility
assigning the 5'“;1:5‘( _ Jto a new project was discussed. L._ B O_f]
was looking intd ' )

— - 1 attended a rﬁ at Department Headquarters in the late

. this was to occur on a “non-alert” basis by changi e access list for
the vault and eliminating the suspect and others from the vault access list. l_ ___Inot know at the

W (U) See interview summary for, |
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time but recently heard that a “palm reader” was being considered, but never mstalled, in the vauit

area {_ ‘thought the matter was being taken care of butL followed up
onit. B _ B
. __|Though|
" “was aware of ail the key issues taking

place at the time in the Office of Nonprohferanon and National Security.

ovo)_ _paid thar when

- and be completed.i- - £ ~—hat the suspect’s actess would be reduced through a new job
assignment and by the suspect’s name being removed from access to the vauit along with others:
aware oﬁ: : J suggestions on this

E o

‘ _jwas also present durmg this meeting. During the meeting, there
was a discussion on how to reduce the suspect’s access to sensitive information at LANL while on
a™non-alert” basis. _“khat LANL may watit to consider some kind of
reassigumesri to lizais the suspect’s dunes to another area but to do so without “tipping off” the
suspect. It was mutuaily decided that the Department would discuss the matter with LANL
management and refurn to the FBI with possible options on what could be done. The FBI wanted
to be a part of the approval process for any LANL actions involving the suspect.

(OUO) According td: - S to take action on this issue by
contacggg LANL management. When quen as to whether ornot!
__ onthe results o _ ' ]or thatE Iwas to take
- action, id that t recall. E o 71hat1 :Tn-gt follow-up on
this matter’ :}:ecause -
B __]on anything when(_-
. . o —]ild not nieed to
know, butasthe[ ) e
have known. E ' _j'dxd not tell " opinion that when
L ould have keptl ___fapprised of the
status of the matter. . T
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) Y | i
informed the Office of Inspector General Lhac jnot recall ever attendmg any meetmgs where
the FBI discussed the Jsmd that Sometime in 1997, 7 __f

generaily that there was an FBI i mvesngatmn focusing on an
" Jthat the individual was being left in position because the FBI wanted him

left in position. [ said that to the best o } 0
through newspaper articles. _
— _ ' .

E 7L;‘—j'f‘m____k e e e e e et oo e o s e e e L
©uo)__ _ "] informed the Office of
Inspector General thatj i ' J The
purpose oftheil T ‘ !on the newly opened FBI espionage investigation
involving thel” ] Jctearly
(ouo) [

ﬁhad discussed this

espionage case. They both agreed that the only way to gather evidence against__ “iwas, if
acceptable to[ ___ lnplace.

. AttheE_ o _ o __'jon'thenewly
opened espionage investigation of _ ) oo ~ FthErthe FBI -
acknowledged that LANL was the “victim agency” and that any decisions they made about how to
handle[ “Were up to LANL and that the FBI would go along with those decisions. E_h |

rovided additional information about the investigation and

j as follows:

. The subject of their investigationy  lisunder
mvest!gatlon This was to be done by Inmtmg the number of LANL employees who were
aware of the investigation or the need to keep the investigation closely held; and,

. 1
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g_ _ Jstatedthatbymahngtheserequsm: _\notteﬂmst__ . ‘j
what to do.{_ ].heFBIknewthauhey(FBI)hadnoauthomyovermattemofaccessand
clearances ,a; Department facilities and that those decisions were ultimately made by the “victim
agency.” attempting to communicate tof ifthe
espmnage&ﬁresnganon was to be successﬂ.ll, and if LANL could live with! - _:}emammg n -
place, what was needed was to keep the investigation closely held and keep[ |

(OUO__ responded by asking what justificatiod __lse fO{{;]} | | ‘_Jin
place._ __dresponded to_ jin the following way: .

_The FBI was trying to solve an espionage case tuat likely happened over- 10years

:iOﬂYWtogathamﬁmentmdencewasm el mcmrvelllanceof
Eﬂg e only way ‘_gnther evidence electromc
position, unaware thax[

investigation. If; ould befiredorhave_  TJat LANL alteredma
significant way, | land the fikelihood of gathering any evidence
would dummsh thax happened, it was highly likely that no one would ever learn who
provided the o thel: ) =

. ° C, }dnotbehevetherewasany n to firej
atthmttmebecausetherewasnoemdence,asofthatdate, miq}md.

provided information to '
that LANL could not refy on the FBI to provide grounds forﬁrmg[' '}ecause, as far
as the FBI was concerned, no grounds to
ould likely file a law suit agai
C_ ghed at this last statement and i

. E :,\uad worked on | 3 anc?_;ha ﬁ"ﬁ :r

would not do a lot of good, mncer ely retained a lot of information;

C_ ) Ttated thm[ jn clear toﬁ_ Wthat an espionage
investigation such as this one Would likely take at least a couple of years s to complete. |
that it could take at least one year to develop sufficient evidence to apply for a Foreign Intelligence
Surveiliance Act warrant. If the Foreign Intelligence Surveillance Act warrant was obtained, it
could take another year to develop sufficient evidence to bring charges of espionage against
If sufficient evidence were not obtained during this year, the FBI would likely at that
Point have enough information to conduct a confrontational interview of| B

(QUO) At the concb.lsmn of the discussion, -]agreed to keep{ Jm place andto
keep the mvesngauon o

ersfed s this tme.

L -
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—
L informed the Office of Inspector General that[

Jat LANL wﬁ?reffBI Headquarters officials briefed " onthe
newly opened espionage investigation of! [ At this meeting, the FBI officials mae it clear
that they understood that Ll‘

3 The FBI officials 10 dr t they considered LANL to be the “victim agency” in
this espionage case, and that the FBI pohcy was that the victim agency makes the final decision
concerning whether to leave a Sfec: &, place. yerformed arisk

1

assessment and determined that __Jcould not remain in place, and if that was|

_ decision, the FBI would.pursue-
could live with leaving| jm place, the FBLwould conduct their investigation on 2 non-alerf
basis.| ]said that it was made clear to| _ {that the FBI would prefer to work
espionage cases on a non-glert basis with the suspect in place, but that the final decision in this
matter was to be made b

jstaxed that at the jthe FBI oﬁcmls also informed

E iof severai previous FBI investigations mvolwngL
. p'na.de the decision at the K'-If r the FBI to conduct the
invéstlganon on a non-alert bSis with_ _| According to _
o knew tha . _]on the investigation at any nme

C v

(OU0) C ::Enfonned the Office of Inspector General that )
access 1o sensitive mfonnatxon had been reduced during 1996 by LANL.] _'explained that during
ﬁd'1996 AN a plan with LANL officials and the FBI to restncq access from the

—

{ knew from discussionsf_~ -

. _wamed i __access to sensttive information whxle[: RS
was bemg left in place for the FBI investigation. -~

(0UO) :brmnded the Omce of Inspector General with a copy of a[_ ]
memo! Office of Inspector Generai review
of the memorandum revealed that it had been prepared following the conclusion o

: L _ that the Department needed to ensure
that any administrative actions taken in theL Jwere vetted with the FBI. According to the
memorandum:

* (OUQ) No preparations for any administrative actions that might be requlred by future
investigations had been taken as off 1
e (OUOQ) The FBI was to assume overall responsibility of the case;
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(OUO) The FBI specifically requested that no such action be taken pending their -~
assumption of the case;
*  TheFBI suggested that the Department might consider reassignment of the
subject to a special project alo e lines of the “Ames” case; '
» (OUQ) ) n that options be identified for such a special
* assignmenf, - -
e (OUO)[_

. . ;\for such an assignment;
. . The chain of communications would involve the links between officials at
(1) Department Headquarters, specifically the Office of Nonproliferation and National

Security and the Office of Defense Progams, and FBI Headquarters; and, (2) LANL, the -

- local FBI office, and probably the Department’s Albuguerque Operations Office; and
* (OUO) The Department could address options for improving protection of National
Security Information and Restricted Data, although this was the responsibility of the

Office of Safe and Security Affairs (NN-50), and they had yet to be briefed on the

matterasoff .
E_ *__Informed the Office of Inspector General that LANL put together a plan o
change theaccess procedures to thef - _]Under the existing procedures at

the time, anyone with| o .‘
D _:bro osed to install an electro-mechanical device to control vault entry, to
then cut out access to many] ~ " - e “Peing one who no longer had
access. At the time,‘:jthought that this was a good idea because thef-_ -

C o

ooy [ . . lfinformedthe Office
_of Inspector General . Jaware oft ‘_finthe early 1980’s, —
‘:_ _ ] , T __n
1993, anﬁ[f: ___",hwa.ré of the subsequent referral to-the FBl-and the FBHnvestigation: —
(oU0) g ___ confirmed thaf_ - lin attendance when the[/ : 3 on the
caseon___ ) Also present were]_ - o
| . __| The meeting was held so the]_
jthat they had accepted the case and to ask for LANL’s cooperatio in working this
case. Accordingt . jthere was no discussion relating to whethe;t - . ___,should

_fnplace. The FBIinstructed| o do nothing to alert|_
assignments and access were not discussed..

(OUOE " Stated that after the_meeﬁnﬂ - jtoldrg‘ __]was not
comfortable with the Tesults of the Department’s inistrative Inquiry and that, normally, the FBI
would not open a case if they did not have any more evidence than what was revealed in the

| a
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Administrative iry. However, because of the serious nature of the issue, the FBI agreed_-toﬁ
work the case. _ Jthe same reservations about

the results of the Administrative Inquxry o

(OUOQ) Sometime after thd: brovid - ]
with monthly badge reader information and telephone recofds related to § On
jalked with representatives from the local FEI office aboud”

the case was not progressing. According tof__ L i
had other assignments and did not seem to have time to work on this case.

©ouoy  Temedtwon{” - -

Jconcems that the FBI case was not

progressing. i
- in talked with representatives from the Albuquerque Field Office and wasE

o ' 3!0 work mcludmg a
high profile espionage case. ‘ ' -
L o
. As theE
: ‘ riefed on the
KINDRED SPIRIT investigation in 1996 by Mr. Don M , now deceased. ]then
began maintaining a KINDRED SPIRIT file. E _}lm _}.ontamed very few documents for
the yearsq: Jbut contained significantly more information for the period ﬁ'omE
]had no direct involvement in the matter until E
2, Individuals Responsible for Decisions Relating taE E ecurity Clearance,

Access, and Work Assignments (4pril 15, 1997 - October 15, 1997) (U)

(U) This section begins with an overview of events from April 15, 1997, to October 15, 1997, and
follows with the results of Office of Inspector General i interviews with key Department, LANL, and

FBI personnel.

(a) Summary (8)]

(OUO) The Office of Inspector General learned that the Department’s and LANL’s May—July1996
decision to maintain learance and access, and control[ hrough redirected
work assignments, were re- ed in arf Ywith Department,

LANL, and FBI officials present. Attendees at this meenng from the Department and LANL
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] Meeting topics included:

¢ (OUO) E § ~ [Jwork activities would be controlled through project
reassignment; and, ' -

. FBI recruitment of [ _ _ JIO assist them
with monitoring] ' _J

(OUO) Although this meeting has been characterized as a meeting in which the May-July 1996
decisions were “reaffirmed,” the Office of Inspector General’s inquiry did not identify any
meaningful actions taken by LANL or follow-up by the Department. Available information =~
__indicates thale_ withiout any riotablé actions to restrict

or mOdlfYE_ jwork asmgnments The Office of Inspector General did not identify any
witnesses or documents which provided a definitive explanation as to why the May-July 1996
decision had not been carried out by the time of the April 1997 meeting.

' Inlate April 1997 - |
' - 'Jwas recruited by the FBI to serve as]:
"] Over the following weeks, the

FBI met with{__ ' ___JAlso, during the meetings,

ideasfor[ " onrk project assignments were discussed.

(OUO) In the Fall of 1997 (specific date undetermined)l_ 7 Jmet with
the local FBI case agent and decided that™ - ork project’
assignment to less sensitive work within a new project. Shortly thereafter,f

new work assignments.. However, the Office of Inspector General’s inquiry tdenuﬁed this as the

first significant implemented action to E {since the

Enal May-July decisions and the Aprif 1997 meetmg E ‘fsecunty clearance and access to
ined unchanged

.(OUO)C__ N

" InJuly 1997, prior tof_
| " TJon
KINDRED SPIRIT and theC ' Fvere present at one or
more of these briefings.
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©uo) on_
_tated that, during the course of this meetmg,E ]
Department representanves that:
‘e (OUQ) The FBI's attempt to obtain Foreign Intelligence Surveillance Act Court
approval on thq_ Jnvestigation was ynsuccessful;
(OUO) The Department stiould not leave] place for the FBI, and,

e (OUO) The li%m'tment should do what is necessary to prevent further access by

(OUO)C ormed the Office of Inspector General that{__ _
{meeting at the Departmem in whic L L i

- “—Swerepresentmaddmon ! — g

(b) Imterviews (U)

L ]@

(0UO) C ormed the Office of Inspector General thaIC leamed about

the espionage case at in the fall or early winter of 1995 while serving as
the FBI was

investigating the case.[: | J&id not know the suspect’s name at the time.
é(_)UO)C jthat in 1996[; o jon the espionage matter given to
; held orc
j Durmg |

the meeting, the LANL espionage case was described as a speclal access program where
information was provided only on a “need to know basis.”

(OUO)C' | I April 1997. Th{__
th additional information about the LANL espionage case but, according to
' C ‘ ere was 10 mention of a suspect’s name. From the ~ {not know in which
division ect worked, and had no knowiedge as to whether'the suspect had a history with the _.
FBI C saxd tha e same matter to
ne

lmowledge asto hOW much other mformat:on[___ Jad about the LANL espionage case.

_](da:e unrecailed) and other Department employees who attended(

L

@ [: Jdom not recall attending this meeting. However, an FBli:
a scheduled attendee, _
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(OUO) Accordingtd__  'afief o pritioor[” 0 ]
suggested to e B B _{onth:smportam
issue. _ ;took place, however, and| ~ _ __mentioned it to L
sometime later. Ev y (exact date not recalled)] Z espionage
case.
©uo) [ . Demaraserf |
7 | and o 7also may have been
present. Afterthe] s Chvvamed to read all the information on the case. C
S _Jandthateverythmgwasmgothrough &
... According to] _ ~ — - - " _Jonthe LANL
espionage case. ' _ould only provide -

briefings on the LANL espionage case, outside the Department building, lf[:

(ouo)[__ ‘ | S
i(specxﬁc date unreu]led) The purpose of the bneﬁng was to
insure that the Department of Justice was aware of a very serious espionage case. Also in
attendance were '
and several other Department of Justice officials. During the meeting, the )
_meed that those in attendance had to wo der on this serious case. The] —
. 3 o concerping this investigation.
reczlled thC - . o reference to supporting the
investigation. According tOE_ Jthere was no discussion during the meeting with the
, about access and clearance issues at LANL.

(ouo E‘ " stated that[: ]attend thel ]mth the FBl in -

which and clearance. {_  ~__fdded that if

C !dxsaxssedatthxsmeenngtheneedbytheDepamnenttotakeacnonagmnstthe
suspect at no one from the Department who attended the meeting ever dxscussedC J
what the Department should do.

ovo(_ | "Jvnh the FBI at the
Departmem: ofEnergy[_ _}he meeting attendees included§ o

Jmay have also attended the meetmg. According to o _j
satmthebackofthemomanddldnotsayanyth;ng,c_ ' eppedoutofthe
meeting a couple of times to handle other matters.

(OUO){: jﬁmnated that chscussmns B ' mpnsed ninety
. percent of the conversation that took place at the meeting. E jud e discussion was
genenally about PDD 61, and the need to improve the Department’s counterintelligence program.
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._-“said that the counterintelligence program at the Department was a problem, and that

the Department needed both the FBI and CIA to assist in implementing PDD _61.' Jsaid
there may have been some discussion about the LANL espionage matter, not recall.
More spec:ﬁcally,[_- fnot recall any discussion about the suspect’s access to classified
information at LANL.

o - o
(OUO) |_ ___jdoes not recall a meeting involwng&r S Jth&t

purportedly occurred immediately following the{: _ : -

©UO)_  istated thaf

the LANL espionage matter after thiis time ], not involved in the events that
occurred in 1998 and 1999, which culminated ut‘ -

(OU0) T jsaxd that the procedures to remove someone’s clearance are outlined in the
Code of Federal Regulations, specifically 10 CFR 710, and that the ultimate authom%:move a

clearance rgsts with the manager of the local Department Operations Office.
in{_ .
diffused and dysfunctional. | _Jexplained that several compgnents of the D%rmlent have

ted that,
the procedures in placg at the Department involving the security clearances are very

varying areas of responsibility in determining Department policy. {
understanding of the process is as follows:

matters involvin

(OUO) 'I'heh0ﬂice of Security Affairs is responsible for writing and i mterprenng the security
poicy; '

(OUQ) The Office of Defense Programs implements the security policy; '

(OUO) The local Operations Office Manager has the authority and is responsible for removing a
security clearance, but normally works closely with the laboratory director; and,

(OUQ) The Office of Environment, Safety and Health is responsible for evaluating the
security policies in effect in the Department.

(OUO) With reg ﬂ[ | _ Jconcenﬁng access and clearance

J

n this espionage mvesngatlon. The FBI was in charge of the mvesuganon,
C was working with the FBI and was
was not involved, and was not briefed on what was happemng

oo . o
0 -

(OUQ) The FBI did not want the suspect remov ﬁ‘om& Jat LANL because; r
was removed, the FBI could not “catchf pould not recall a spect.ﬁc FBI
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agent who said this, but felt that everything_ ~__lindicated that the FBI wanted
the suspect in place so as “not to blow the mvesngatlon

o (OUO)[ - irecall discussions at any time about limiting the suspect’s access to
sensitive mfonnauon at LANL.

° (OUO) Iﬂ: o " 'told to take action against the suspect with respect to" laccess and
ciearmmeL ‘'would have taken such action as directed. 3

e (OUO) I o i j:would have been reprimanded because
nooneeverf__ ] ) -

¢ (OUO) !: ~ ‘had no authority to remove,!‘: :‘pccess and
clearance. -

e (OUQ) During 1997 and 1998, the Department wasr )

pot recall any
discussions during the investigation about removing , that suspect’s access or clearance.

e (QUO) E _!never previously involved i in access and clearance issues in an ongoing FBI
espionage investigation.

° (OUO)C _,hppropriate action involving E _ :15 not aware of anything thar: :
could have done differently.

e (OUOQ) All of the information involving this investigation was closely heid and information
was only shared with people who had a need to know.:
on this investigation, and did not easily share information with others above

——

(OUO)[_ _hot recall E " lever mentioning the need to remove —
clearance. - '

(OU0) E ‘d1d not know when the Office of Security Affairs was notified about the LANL
espionage matter “'said that the Office of Security Affairs was “NN-50" and organizationally
aligned under NN. IT_Q that during late-1998,] .

Jnd to coordinate clearance suspension actions.

(©Uo)|__

— December 1996, nor January 1997, about the status_]f
the LANL 339100383 mves*-‘-gatmn ‘ did not recall any conversations wuhL ﬁ\}
about the access and clearance issues,
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' 7infonned
the Oﬁic= of Inspector General thatr : :
visited LANLony ¥ Thevisit primarily involved the KINDRED
SPIRIT case. .

According "Ol: | —]wanted to meet with FBI and LANL personnel who
were involved i in the matter to facilitate getting the case movu;g towards completion. Additionally,

" )had indicated thro o
wanted to make changes in the! 3 Apparenﬂﬂ: JTwanted totalk aboutthe
- changes since theLwould have an 1mpact on KINDRED SPIRIT andf ot want to make any :
changes onr’ __;without first coordinating with the FBL. )

~ According to E_ o ~fattended anC

b
(OUO)E- ‘ necaﬂed thatz o

which would pr prowdt i _]to another job involving less
access to ’Iassxﬁed material. [— __iwas concerned, however that the mosz

| wanted to coordmate with the FBL.[ " explained that the

{also explained that]

_}and that were less sensmve than the new codes

(QUO)__ recalled that at the tim
‘ )E - ] e,[:_ jeved that the

initial decision to leave in place, with[_ ~_Jand clearance unchanged, had been made -
by others in coordination with the FBI prior t
Jdld not know who made those declsmns or When they were made.

(OUO) According to { __j it was decided at the r i
would be “more alerted™|_ not assigned to ; ]and that this
roject would be less sensitive thafl the pro;ects[; een workmg on recently
6 saxd the FBI agreed.
N ~ Iwas still concerned about [: o __fso
-
the FBI about the status of their investigation.]_ _jsa.ld that as soon

% they) ould, they would attempt to obtain electronic coverage under Forexgn Intelhgence
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Surveiifance Act court order & gor home and office. The FBI still had to conduct ad.amonal
investigative activity in order to get the necessary information for the F om&hehgmc.
Surveillance Act application. Since there were also concerns about abihty to traval, it
was recommended that the FBIT ’;to notify the FBLon —
impending travel and if any questionable events occurred. The attendees also discussed: _ 1

application toL - )

- o

r Jthat arter theL_' . _lat LANL,
senior [jepartment management should have known that (2) the FBI wanted the Department to
keep . __inplace, (b) attempts were Leing made to limit’ __accesstothei

- e — e WETE DOt 25-Sensitive-as other pro;ects onwhich— could
have worked; (d) the FBI was attempting to monitor__ ___with assistance from LANL ™
management; (€) the FBI said they would run a swift case; - and (f) the FBI had no information on
which the Department could base suspension or revocation action.

' _Jstated that after| B
____ja memorandum outlining the results of the visit. Both ___thought
the FBI m\nganon was going to start showing results, However, over e next several months, it
appeared as if nothing was happening, ’}ccordmg toq so etime during the
Sommer of 1997, the FBI leamed that( _land while there placed a
charge of $500 on 'I'he FBI suggested that the money could have been used fora
plane ticket to the {but no one knew for sure. Neuher\"/ _
heard anythmg elsé about the case from the FEI for some time fotlowing this event. __jwas
_maintaining contagt within FBI Headquarters, which reportedly stated it was close to a wire tap,
L__ __believes this never came to fruition.

sent 2 Forelgn Intelligence Surveillance Act request to the Department of Justice on tw}g_occas:ons
- but that the requests were not approved. Accorgding to.information provided to him by :
__tontacts continued reassuring _ithe FBI was close to obtaining electronic -

coverage of|__ P

'/ . Idxd niot know at the time, but heard recently, that the FBI had

“Trecalled having§~ | pertained to
the KINDRED SPIRIT"vesugauon The first two meetings occurred i m. o
__onthe LANL gplonage matter and the K[NDR.E.D SPIRIT mvesnganon -

Regarding access and clearance i issues| ’recalls that ’ —
on those occasions that the suspect was still in place, but that"' ~access had been reduced through-
job assignment to the1 i " said the next two meetmgs occurred
sometime later in 1997. At these meetings,| " Jon séveral

issues, including KINDRED SPIRIT.[_ 7 7 said these meen(ngs included discussion

about the apparent lack of action or progress on the FBI investigation. L __jmot recall whether
or not access or clearance issues were discussed during these meetings.
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‘ —
_ f:: stated tha “present during the Department S -
i And others Asaresult] .. )
ha.s no first hand knowledge ofTv'hat regardmg KINDRED SPIRIT.

__recalled that fo]lowmg each rneetmg,[;

f..--

(OUQ) Regarding theC_

jﬁttended the megtingE _

information during regent Congesmond testimony. |

Tould not recall hearing this information from{  ~ Tlat
e W  ptmind
_ - 7 Jto see either E_ L

__fsa:d such direction did not occur.

(OUO) With respect to thel
' id not attend. | _ | o

Twere vresent. |
- - - hm[: __Jiearned during April 1959
that, _ Titestified before a Congressional hearing t had told Department
officidls to refigye _Jdoestiotrecal]l .
_ tﬂ%nﬁarrnation. E- _ .

‘—fto contact Security Affairs. F . Tldid not] J ,
such instructions. [ ] _ jwo‘ﬁfd have writtena -
memorandUHIE T o J had on other matters in the past.

vo)[_ o ‘ﬁdoes not know whyC o 3y Jﬁ'om vﬂ?
and the statememst made tO Congress. l: _

__iopinion that 1ff___ - 'j

jshould have shared that information with{

Jat the time.
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(OUQ) When interviewed by the Office of Inspector GeneraL
. e “stated that in early 199;,;

j According to

fto determine the progress of the FBI investigation.
(OUO)\ traveled to LANL and attendec aL_ o
T '"'"'—_‘jwn:h the FBI and others.’ ; T __1a memorandumr_
o ' _ j said that others present at the
Meeting includedE

}am that in addition to finding out the
status of the FBI investigation| ___¢'were concerned about
_Eaccess to classified mfg_rinanon. Accordmg to d_“ghe attendees understood that
“there was no evidence t.hatE ___had committed any crime, an clearances could
not be pulled for suspicion of wrongdoing. [ :explamed that doing so would violate a
person’s rights, and that it could aiso “blow the case” the FBI was conducnng -

(OUO) According to “Jthe discussions at the meeting centered around what actions
could be taken.[__ S . ... ._iapotential solution to the

access issue. [

A . Jthe FBI concurred with limitind__

_lalso said the attendees agreed that the FBI should consider other additional
steps. Use of human source coverage to momtorE o ensureL__ _J'l.ld not receive new
work ass:gnments Or request access to pther sensttive ﬁmaﬁom was discussed. The FBI

_decided toy . _ltolimitt 'work assignments and to monitor

__Jaccess to other areas. The FBI stated it would also consider gathering the information
necessary arv to initiate technical surveillance of [— wat home and work under the Foreign
Iznelhgence Surveillance Act. The participants also discussed several other possible actions

ding how the FBI investigation could be pursued. At the end of the meenng,C _
gﬁﬂd the FBI would begin to aggressively pursue the investigation.

—
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(OUO) E _ ) %o wait for
“something to happen” on the FBI investigation. :

. With respect to changes in__
rwould be movmg offices or hav{ .
_ —hd no knowiedge that such action was being considered, that it had occurr ed,
or tbatr: j@:onnnued to have-access to a separate , SR

i . - | _]mdthmhe sepm:e[ ;_;__;f

_Jof the

* weapons.

(OUO) Regarding an j physical security changes to the separatel:
had no knowledge that any changes were being contemplated or whether or
not they had been made. |

(OUO),; Tcontmued to monitor the FBI investigation after the‘:

:]that the FBI was working or, -
However, over the next several months, it appeared that the FBI investigation was not moving’
forward as fast _.__itshould. [_ {leamed that the FBI had not filled the vacancy in the

Santa Fe office after] _

- ) ) 'jhz:tlnscould have

contributed to a delay in the FBI i investigation since travel to LANL from Albuquerque took about
four hours. [ _Tshould have been receiving calls from{_ . jon

progressbemgmadebytheFBI, butE - mmemedthat '
that the FBI was doing something on the case, but it seemed to be

proceeding slowly. It was the FBI contimsed to atterpt to gather
information for Foreign Intelligence Surv Tance Act surveillance coverage.
Jappnsed of the status, or lack of progress, on the FBI

investigation. _

| (OUO)E 7 §tated that approximately six to eight months after the{ _' | ]
at LANL, [ _told someone at the Department that {_ :I

S | could
not recall specifically from whom, or when[_  _lthis information. [ jt may have occurred
sometime during] _ — ~land the
Counterintelligence Office was movmg townrds § :ts Own separate orgamzanon.
heard it before the actual conductot =~ o E_ _ldid not behev{_
-~ - -

{
|
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(OUC) When queried by the Office of Inspector General ag to what acnon‘x— whwd
aboq.; took no acton.___ | that it
was(__ ja-@‘ the time, that! the last pemon to hear the mmrmanom B

from discussions with/ o o

(0OU0) — _ . _ 0p1mon that if] { _ _
they should have mformedr _ 4
saxd thit as the\

T 4. —74——ﬁadded that the Office ofEnergy Intelhgence and the Oﬁce of o

N )—E&mtenmamgence had 1o authomy to make clearance determinations. | . that they could
advise Department management of facts and circumstances so that appropnate e action, if warranted,
could be taken.

©UO)_  [ateditwas{” ‘ .

feitemled thaf: N L
gnd:ﬁherefore, was not responsible for notifying

[ A _ . of clearance concerns, or to take any other action
except to notify[ ‘:_imanagement of clearance concerns.

(OUO) The Office of Inspector General reviewed anf{_
: - - . regarding a synopsis of the AperE_ ]at
LANL. According to the memoran _ ormed those present thatl: jplanning to
rJe:align personne} and work assignmemt§ __In preparation for the realignment,

- ) , |

- According to the memorandum,c “Hetermined that{_

.

.+ According tOE , j(based on the information p[g:_gded by
i ' _ ided that it
wcmld be illogical not to ass:grr because (a)l
o 1and {b) it would arous_q_f N j Tt was decided. t._l;at, at. a minimum, the FBI wouid
E ' to provide source coverage of! _‘access to, and work
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accomplished 011,{: - . .__) Further, the FBI would initiate action to have
:__ duty and home telephone activities monitored.

- According to the memorandum, it was also suggested that FBI Headquarters could aftempt
to obtain authority from the Foreign Intelligence Surveillance Act Court to place technical
suryeillance coverage on work place and residence.,

. The Office of Inspector General also reviewed an undated memorandum ﬁ'omC
é[ns \ _JwithFBIoﬂicialsdnC"
jAccording tol ]the FBI requested that&h : -
: ‘ _ . 7] TheFBIsuggestedthaf =
_ _fwhich would be temporarily more important than beginning work on
2 7] According tof_ . .

— - - . . - R

| E - )
W )

(ouo)__ - | lthe Office of Inspector General thaf_

3
C: jstated that when|

access 10 sensitive information withf™ o ] - __Jthat when the
investigation began, the FBI had clearly informed LANL about the standard FBI policy concerning
“victim agencies” in espionage investigations. The FBI policy conveyed to LANL, according to
[~ ~Iwas that the “victim agency” had to assess the risk to national security and decide if they
could tolerate leaving the suspect in place while the FBI conducted a non-alert investigation. E
T ﬁ is case, LANL agreed to leave the suspect in place and
that LANL was going to commlr:_la ce& through job uﬁf;&nﬂ[’“ o

in m‘miwﬁﬂg[_ activities, ) that it was décided that
FBI agents would maintain a low profile at LANL during the inv ion so as not to draw
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attention to the investigation. i _ .
iC_}UO) {C B rrezterated that whert _ :in the investigation in
— f all the decisions had already been made concex-mng fcontmued access 1o

sensitive mformanon at LANL while the FBI conducted, the investigation. Ihe decision had been
made to keep[; o __Wbut limit vhccess by having ]_

(0U0) According tog
- FBI mvesuganon was very slow during the Apri] ] 1997 to
October 1997 time frame. _J in an attempt to

understand the status of the investigation, and to try and get the FBI moving. This{
Jat LANL. The reason for the inquiry

was based upon LANL’s pre;:aranons to begm work on 2 new pro;ect This project involved the
_ wanted to get an understanding of

whht ShOUld be dOl’lB_ Withl.__b jvere of the Qplmon t
ich would have a minimal unpact on the FBI's

mvesngatxon T j.!so wanted to be able tor _ . A
As a result of this meeting, theL_ B _ j

L ‘ was to talk about the case and
discuss what to do about{: ]in attendance at the meeting Were| 4

"lrequest. During the]

7 Tt was discussed that it would definitely alert]_ -
. J The attendees of the meeting all agreed that it was best to
leavef__

777 T} It was decided that | ,
ork and access to information without alerting

-
‘ _ _}hat the first tunet- ]aware of any discussions by the FBI about
curtailing or hmmné:_ o T - jat
this meeting that it wanted to control and dJrectr " access with LANL’s assistance. The
FBI also committed to providing additmua.l resources to the i mvesnszauon to get it moving. The

FBI stated that it approved off _being briefed into the Jissue. The FBI reiterated that it

did not want any changes made tof
—_
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To  __recollection, the FBI never told hat to do The FBI
always impfied that LANL shouid do what it should to be com'f/rtable -,mthl)m L_\but do not do

anything that would alert’rm _jabout the investigation. As aresult,/ f—' ocus of work

never changed.

(OUO)E’ ot the results of the meeting

of which]__ F&pproved The next day or so after theE B
ﬁasmgmnents were not changed after the

E unnl December 1 -98.

x‘-‘?”o) Approsinaly o ot ? w it the Office ofapecir Geaeral,

t there was an in-person conversation between

l._ the Fall of 1997. During the conversauon, o
to tell LANL

that the FBI would not stand i in the way of LANL taking action agamst L since the FBI case
was not going anywhere. j ) _ - would
impact the FBI's case. - _Iwould hurt
the FBI case.[__ Mbeheves that{: :sunply forgot to teﬂ[]about the
.conversation._____ was unaware of any change in position by the FEI prior to

T 1

O o
ouo) ; ) _jnformed the Office of Inspector General that shortly aﬁer_r

.- .

was briefed on the ' ' : -
j was not t briefed on the specifics of the investigation. [ T o )
was being lef inplace.(_ _tated that[__
hat the Department and LANL had been briefed and concurred with the

decision. {__ __did not ask, nor was(_ " :Ias to the details (e.g., who had been briefed,
where, when, how, etc. ). ‘ )
©Uo_ __Jwas informed byE_

jdid not have an;; specifics relating to the date, time, or
place of either conversation or meeting;

C Jo

v

- mformed the Office of Inspector General thatr 'first became aware

of the KINDRED SPIRIT miatter, and thel _lin general, in 1996. [~ haron
o __E‘Also present from the
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A
(OUO) Accordingto “ _hertained to initiatives desigaed to
accomplish more significant structural changes within the Department’s counterintelligence
program. During the course of the meeting, FBI officials raised the issue ofj; __laccess. At
the time, the Department of Justice had not approved Foreign Intefligence Surveillance Act

nt

| _said this was the first time{ " been briefed on the case by

P COV@Y&EEAQfL,,;n i |were concerned asid
“what to do next.” :{\Nere concerned as to what should be the next logical investigative =~
step. |
(OUO) [— was to communicate to]

jsaid there were no objections; no dispute.

©ouo)[ T _ _ ~Jwas to
discuss counterintelligence operations at the Department. One topic includedC

the meeting. j n pa_r[,_?__

J N
A jprovid e Office of Inspector Generaly . jto which
E-‘ uring ) o

Jsaid there was no argument or dispute
during the meeting with respect to what{ ] |

€. o
(OUO)E L jinfonned the Office of Inspector General that by at least early 1997,
| _ :Jhe_ld ‘&iscussion's regarding: jaccess.. It was also at this time

that E

}‘{plained that this was due to the fact that
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’ . jconﬁnued to have full access to FBI

[

personnel.

L. _Irecalled that in 1997, the FBI wanted to start digging deeper intg/__
o as also
discussed mvolvmg‘ home and work computer. _greca.lls that| : j
looked around and fSund a rElBset containing computer fware that would have Tacilitated a 1
wiretap at LANL. [ __ion this plan of action, requested 3

before anfhmg occurred at LANL so thaﬂ

(OUO)&: - lexplained that during this period_ .

| __!appeal the issue. It
wast_ _thar the FBI andC jwere in close contact.
(OUO)E_, _ Jwasawareofan[ o
did not attend this meeting but was briefed on it. It wasL ' di.écus;ed during this
meeting were the intricacies involvin "Ess:gnment and access. J consensus
was reached hy all in attendance to Ieave. ‘ :[mth contimued access, but to work
to modxfyL th was aiso decided toI: ,

\'(whmh was done.

(OUo)[_ jwas unaware that 2 Department memorandum was prepared highlighting the
topics discussed during the meeting. E jmmss{ Jthat no one at LANL
l;ggelved a copy of the memorandum contemporaneous w:th when it was prepared.

__has since reviewed the memorandum. f that ace ing to the memorandum:
o countqgtntelhgence and FBI officials made the decision to
QN  _was only suspected of security concerns; (3) there was ' nio indication that all evidence
pomted to] 4) g:vgn,the FBI instructiops, the Umvem'tz of California tried to come up
with something to Ium access. [ - —
made it clear thaf ] jndtha{

access o its haliways and personnel conductmg chscusmons

(QUO)__ _ "Iwas unaware of any meetings or discussions in which the FBI articulated 2
“cha.uge in the FBI'S position with respect tol: _laccess , clearance. i jlﬂm of an
Department ersonnel. | ]
Was also unaware of an{” with the locat FT and I in whicha_
change in the FBI's posmon was discussed. .-

©UO){_ . " said that, more recently] _‘]me: with local FBI
officials inf__ ) “was aware that the FBI may have discussed
_might do with[__ ___ believes the FBI was not
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exactly clear on its position mvolvmgu _Zassignmems or access. |_ _jgsa_i_t'i that sinee
L L ud.ld not believe that thel ) Jaccess, and
dueto] - . -

_‘l‘may ot have thought IOE ““on this meeting, and‘]: _ _may not have
been accessible to ?— STy — : -
(O-UO) - smd that uPonC , Jhad already

_f Prior tof__

o3 needed to get.a briefing from counterinteiligence officials in a serious
- gecurity-issue mvolvmg*r —— ?

©uo) T _ " "Thad general discussions with{___
. .tregarding the broader issue of . Jmteracted wnhﬂ
anyone from the Albuquerque Qperations Office, nor wou.lat_ _lconsidered i, smc:er ‘3

unaware of anyone there being|

. Jo
oo ' _Jinformed the Office of

Inspector General thatc - _became aware of poss:ble “ht LANL on or about
Lhe Depanment s Forrestal Building. C

~Jattendees including [~ ’ | i

(OUo)_ could not recall[ “i name being discussed at the briefing,
although the name Jwas mentioned. [ “that discussion took place relanve to
-“an individual” under surveillance that may have referred to !" }

not sure. [ - ot recall any issues discussed at the meeting regardng jaccess

or clearance. Stated that to the best off_ ‘no discussion occurred

regarding the ~

(OUO)C _j!x'plamed that the meeting’s discussion concerned suspicions with respect to
“an individual” and the subject was being closely monitored by the FBL [ _q_&had
the impression the FBI was in charge of f the investigation and Department and LANL personnel
were coordinating with the FBI. _}mt recall any discussion relative to the FBI directing the
Department with respect to what actions to take or not to take. {_ was
concerned about “everything{__ ht the meeting, but did ot recall specific concerns about the
assignment of a Department employee and potential harm the suspect may cause, being discussed.

e

(0U0) C _:]did not recall any discussion relative to the suspect’s potential access to
classified or secret information, or how the Department, FBI or LANL were handling the situation.

s Thnname[ J
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O clarified that the briefing primarily related to{j | _

_J A siide presentation

was given w whxch covered historical methodology and data relaung tOE espionage activities.
__fd1d not make any recommendations about on

immediately took action following the meeting to see " would be briefed on the next

business day.

©uey ﬂwas briefed on or about the following Monday. Participants
were| R . :I'I'hebgeﬁngwas
_._ basically the same as the!” - Gwithl _ . _n
topic of discussion. [ = ‘ldld not recallr— e being stated. In addition, \?

__did not recall any issues specific to y the individual “under surveillance,” orE or
clearance, being discussed. [__ " lcould not recall any discussion reiative to the individual’s
access.

©OUO)_ jsmed that, at the conclusion of the briefing, the Secretary directed that
. " imake arrangements to brief semior government oﬁclals “outside the DOE.”
fi_ __stated that briefings were subsequently arranged wn:h_ -

- - e ) id not intend to
delegate total responsibility for the issue tc[ _] knowing the aforementioned senior -
Deparment officials were invoived in the matter.

©UO) [ stated tha{__ _

- __Jin this proximate time period. E
resentations were much the same as the first briefing 7
attended, with a focus om _Jeommented that follovnni
indicated the issue should be immediately reviewed by the CIA.
C " did not recaH any other actions requested from the agency briefings.
(OUO);___ _[stated thaIEJhd not attend the briefing wuhC ,was
made aware that] _Jprovided a briefing sometime between July and
October 1997. _|had the understanding that [
dﬁvere present for that briefing,
(0U0) _ -fcould not reca.l][ :{name being mentioned durmg any of the briefings__
r "inor were” __Or clearance activities discussed. L 75tated thatl |

ot recall any discussions withiz the Department at that time regarding necessary actjon to curtail,
suspend, or change anyone’s access or clearance
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©Uo)[__ _ a subsequent meeting coordinated by
the FBI in{ _jdescribed attendance as “large,” recalling that attendees
included/. R
specifically stated thaxC ‘Jnot aware of certain’_ Trefere'xced, or
commented upon at the mesting. 7 L~:]d1d not recall comments by;_ ]
relative to the status of any individual i mvesugauon, or of any espionage cases at LANL, orin

regard toE _ded not know how;. _:for the meeting, but
estimated approx:matelﬂ

(OUO) According tor _ — the focus of the meeting centered around “working
cooperatively to develop app (_pnate counterintelligence response and capability,” suitable to-address:
concerns and issues raised by, _iwith regard tor _pbjecnves and methodology.”

‘}hd not recall any “post” mesting comments or discussions involving the Department
representatives. .

(QUO) E_ | informed the Office of Inspector General that
— j had the lead respon51b111ty and authority to make

decisions regardmg' __jemployment and access status. L 'stated that line
management hastoT remove 2 person for cause, or have reasons s for removal.

(OUQ) In late March 1997, probably;__‘ __f{attended a

meeting with : | They provided___with an in-depth briefing on thet )
mvestxgaﬂom L _}Jas never made aware of any evidence agamst E:fassumed

there was compelling evidence, but not compelling enough to do anything specdic _remembers
“bemg very surprised” that{_ | )

o

(OUOJE’ " Thaid that wher)__ 7 matter, they
stressed two items: (1) do not talk to anybody about this, and @ keep. I j’m place. '
derstood that the reason for leaving, _tin place was thaz‘ _could

possibly do something to reveal!
(about this matter. [ _ never talked dlrect_ly with

[ out the investigation. u - B _;may have
made side comments about the investigation when they met in inthehall. [ - __lprimary
concern was how to protect information. " said that{__ flt would be difficulf 7o
protect information from{

1

———

o _Pbout using the palm reader as a
way to monitor or prevent’_ o
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development information. If the decision was to prevemt{ | then a class of individuals, ™
including] . o '

' __:Eﬂever - heard back from extheq: - . - -ﬂggjhe
paim reader 1dea"L__l __ithe?were no changes made to the vault access dunng_ .\'(

(OUO]_ _/stated that as part of[_ - _for any unusual activity.[—:_;_
would immediately call] ~  “when an issue-came up that{ believed was out of the ordinary.
¢~ Tecailed two things that “clicked.” Onewas'arequsten to
o i _ This request seemed unusual to
. " because this was outside the normal scope of| o o
:;l of the request, obtained details on the conference, and determined
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that|_ dld not have a need to attend the conference. |_
' "3 The other incident involved]_

J
(OUOE 1sa1d there was never an instance where[ mformed thar _ :_; had
access to information to which{ _ __pot supposed to have access. Itwas,__ \impression
at the[ Lo e FBI was very close to havin the information they need
" However, 4 titne went o and nothing; happened.E— —___jthe threat was more reduc.ed
~ but feit the urgency was lessened. )
o }was briefed about the{__

_%beiieved thaC - -
“worked on any projects other than| i
andtokeep£_§t&omwoﬂdngon£ ) _ j"

~ According to [: | _ _

. .- SR _j]everhadanyﬁt”thatwasan

option. | - _{was never informed by the FBI or others to remove r

)

QUO)_ nformed the Office of Inspector General that in the spring
of 1997, the FBllearned that_  Jiad requested permission to have .

Jwas concerned if any part of the‘r jwere unclassified, and requested a
meeting with LANL and the Department.} v o one from FBI Headquarters attended this
meeting held on ‘ jthought the following individuals who -

attended this meeung mcludedt J

(OUO) J S ct{mm ted that the FBI attempted to get a Foreign Intelligence Survexllagce Act
warrant 0 "ot three octasions. The first attempt was denied in August 1997, the same day__

_ met with Department officials. After this denial, Y Jpproached the
[ _Tand asked for a reconsideration of the mitial denial. The initial denial was upheld.
A third request foral Foreign Intelligence Surveillance Act warrant was made in December 1998
after the results. ere known. Again the request was denied. B

(©UO) [_  htendedan|_ gt the FBI tht dealt with the
counterinteiligence reforms under discussion at the Departmeﬁ't"’/ alled the
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edthat/  previ uEheard[ Jond posmﬁlzlcfme'
'Stat ' o L o

espionage prohlems facx{x_xg the Departmem, and :]made the
presentation during the! “meeting.

following individuals also attended this meeting{

(OUQ) According tOl Jat some p_gmt during the meetmg,E j
concern about doing anythmg with Tespect toi__ Jaccess to sensifive information because of
the FBI investigation. / . ~_Jresponded that the Department |
—shouldF L A o - ~ - - - A E

Thiso stated that the Department liad to come with a
plan on what the Department wanted to do regarding the counterintelligence problem. [_:
did not recaﬂjy response by]_ ) .

©uo)_ . _hataerthe” involving|_

thought it was ]'ecave word from the Depaxtme.nt that
there would be a change in the Deparnnent’s position con E}m access to sensitive
information. {__ “said a change in the Department’s position would have required a change in the
investigative stritegy, and likely would have required a confrontational i mtemew 0
However, the Department never indicated that they now vmntedL ) so the
FBI investigation continued, and the status quo remained.

(OUO) F’ _ Jsta.led that the FBI's ion concernin “was establi during the
‘ this position did not change untill _ _—la

1 administ EdPQI_YSmPh"'ILd TheposatmnoftheFBIwasthatanydemmon
concemmf laccess and clearance were the responsibility of the Department ar LANL, the
“victim agency.” E‘ " Tdid not feelthatanyofthe eventsthatmnsplredbetweenluly 1996
and February 1999 constituted a change in the FBI's position.

(0UO) - ‘also stated that the FBI's position concerning their preference thatE :
remain in place did ot change.| _ 7a: the onset of the inves rggano the FBI
informed LANL that if LANL could live with the status quo, keeping, place, the
FBI could pursue the espionage investigation as outlined during th

w1thf | However, if LANL at any point could not continue to allow]__ ]coutmued
access, LANL should immediately communicate that information to the FBI so appropnate action
could be taken.

(0U0). I-DC ) ]anyfeehngbyagentsmtheFBI’ EY ' 'Jthatth;:

FBI's position changed aﬁer _jwas inaccurate and was
perhaps a nnsunderstand.mg or a “corruption of the message.” ‘ ‘
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(OUO) - ____stated that during the course of the; f'7 had periodic -
meetings s and bneﬁngs with Department officials,  namely( - |
In addition, (— s ,w1th various FBI officiais
about the investigation. [__ " _$tated that during these meetmgs with Department officiais,
there was no discussion abouts’“ ~ {access a.nd ciearance ' J aid that the
Department officials never mdxcated tc]: _;hat there was concern about continuing to

allow| jaccess to sensitive information.

(OUO)C - mformed the Office of Inspectcr General t-hat someume mE_ B ———
_ that there was some kind of

seéurity issue involving'___ . At the time, E .
o | rovided no details or
explanations. [ jwas concerned about this matter. -
__{to handte the situation smce _ had the specific details.

O
ouo)[ " Jinformed the Office of Inspector General that prior to the
mesting at LANL the FBI was accumulating information for probable cause for the

apphcanon to the Foreign Intelligence Surveillance Act Court requesting a Title III wiretap on
__j Prior to this nme,C and there had been no changes

]

u‘f_ jaccess or cleamnce

(0UO0) [ _ Jattended the meeting orq: o : Also present duﬁng the
meeting werey o )

: . . ecause the
Department was concerned about the progress of the FBI's investigation of E -
: __for the meeting.

(OUO) According to_ Jthe purpose of the meeting was to discuss the status of the FBI's
investigation of‘ ‘lfor possible espionage. Jtold the FBI that[ jhad
submitted[ _

| if

there was enough information to obtain technical coverage ofL
that there was not enough information to request such coverage It was decided by
consensus that?/ ] jwould be kept in place in the,’/

(OUO) [— _ . 1t was decided by the group
that =~ _lwith the monitoring of ‘acthmes within

——j
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QUO) The Office of Inspector General reviewed an internal FBI memorandum, dated
jfollowmg theE JThC
memorandum summarizes the meeting. According tof ]

lwrote that it was agreed that:

e ""I .
e (OUO) L _iwould not be restricted as far ast}ormal duties at the lab

S _yere concermed;.

e (OUO)L k onuld go into effect as previously planned,
e (0UO)] ! - -
¢ (OUO) %, , ] }ctivn_nes_; and
e OUO)T o o
i :
(OUO)E } 'jinfonned the Office of Inspector General thaton[ j
) jAlso present dunng the meeting were.

Egoke w1th

.% o classified information and computefs.E ‘ j
Jaway

indicated thatE mthef”
©ouo) onl___ S _ _ | [ During the
meeting, ]them or]: Bacc&ss to classified information from}

(OUO) Onf . ] L 3‘0
discuss the status off__ _jmivities.‘E o _

_Inot in a position to do any more damage. C J%ndicated that

. ) _ 5
oo, . o o |
Jwherein a decision was made to haveE ~ Yor the purpose of
changi j -

T jthat onE
| - Thad met with officials from Department of Energy Headquarters
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to discuss security 1ssues at the Department’s laboratories. . In particular, the Departmem oﬁicxals
briefed] ‘on counterintelligence problems and internal security problems at the
Department’s laboratories. During the meeting, the Department officials mennoned that they had
not taken any action regarding security at the laboratories due tothe! T

" |when making any decisions about | _Jaccessor
clearance. H_ -
meeting with the Department, the FBI’s position regardmgr :clearance had Chﬂngﬂi The ™
FBI's policy now was that they would support the removal ofr- __}Dl' the
removal ofE _Klearance. ” ~ recalled thatr B
abo.'t this issue. i —
(OU L._ - smnmanzed this conversation and a subsequent conversatxon‘ -
wi ; The internal FBI document is dated ™

jThe Office of Inspector General reviewed this document. According to the
ocmnent, _ ] _
in part, that:
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OUO)[__

_clearance or access. | _

Jinformed the Office of Inspector General that as a result of the FBI's

_ does not know why|

change in policy, it clearly moved the :esponsﬂ:iﬁ:f'_j;) the Department regarding what to do about

-
Y

;/

] clearance or access.

) Jof the FBI's change in policy regarding

(ouo) [, _Ihe Office of Inspector General thaton_
. _ ] During the meeting [~ “informed
- _!%fathe FBI's change of position regardi Tclearance. ‘
t the _FBI would support the removal off -jOI' the removal

of” Tclearance. [

“Ythat the FBI would support whatever

decision was mﬂCiEWith regard taf_ “Jemployment and clearance. According to

involved with the“-:

(QUQ) The Office of

qu&ector General reviewed an internal FBI document dated
and!

1] ‘

kept them

) _ which summariz
N 'j'l'he document?mes, in part: e£

-
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(OUO) When interviewed by the Office of Inspector Geneial{ ’
) &;I | ' - " jafter this meeting through? J Ttwas
7\@) C T ':_imderstan g after the": k L Jthe
Department was not going to do anything regarding |~ jlearance status.
L.
(OUOQ) Several months prior to the Office of Inspector General interview,E _ had
a conversation with _ _ _ o told
C _Mhatitwas] Tldecisionto leave[_ n place and_

(OUO) To the best off__ ] o _ N
jaccess and clearance status did not change. According tot

jwas kept in place in the‘:

"Jwas questioned by the Office of
“bekeptinplace,.
. ~ 7 N = ) - __twould not
answer whether or not it was a requirement Lhat{_—_ _Ebe kept in place, on advice from

- T ) o " _Jthis was a question for
TANL.L Jthe FBI was a fact finding agency only. '

L Jo

L , , - :]informed the Office of Inspector
Generalthaton{_ . . 3 Jand informed
?att_]had to be briefed on an important matter. E }ubsequently arranged for a briefing on

Inspector General about whether or notE_ -

. AJat which m{:ﬁa informed of the KINDRED SPIRIT case. According to
' the briefing in the presence ofg

__Jwas also present.

present during the Office of Inspector General’s interview with_ _] -
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(OUQ) During the E o Jthat a LANL employee was under
investigation by the FBI for possible espionage, C }ot recall whether or no

informed of the individual’s name during the brieﬁng_E _ "jnot provided any specific
information about the individual’s duties or responsibilities dunng the briefing.

(OUO)L_ ~ Tcalled thar{ " have been told during thel__ the
individual suspect had nof_ ' ‘ access to
sensitive information.{ _ _ ™ Joelieved{”  Jaiso told that the individual had been {

i . jrecalled that{___  |may have been informed that the ipdividual’s

Vhad been limited. [ _said it]
understanding at the time that the FBI was still trying to build a case against the suspect and that
the FBI did not want to arouset ' -

Uy did not recali[ . _ }this information [ j however,
that S weretheonly{| = T ' ' _jwith
information regarding the case.f_ﬁ _Jso said it was possible thal[ . ' _jthis
information. . |

©UO) [ Jsaid that after thg IR k:eeded to be

briefed on a very important matter. : to be put
on o o fforﬁ
- }to consider.

o E ' . L n the
KINDRED SPIRIT caseon{ - j During the course of the briefing, those in art%:dancg
discussed the options developed by;.‘__""'2 K :\ Accordingtol ’}hese options ranged
from those which were the least intrusive to those which were the “most draconian.” Some of the
options discussed included (1) briefing senior level people outside the Department on the case;
(2) developing a more effective counterintelligence program at the labs; (3) imposing more -
requirements on foreign visitors; (4) requiring polygraphs for those with Special Access Program
Access; a&i, (5) developing a collaborative refationship with the FBI on counterintelligence issues. -
7 __explained that the optionsE o d subsgquently discussed at the
t‘ ' - _{did not focus on a particular individual. According to 3 ]the
Department was Working collaboratively with the FBI on the KINDRED SPIRIT case and it was a
law enforcement matter. _ :

(OUO) E ” Tadvised that at the conclusion of thet, . | j
senior officials oufSide the Department be briefed on the matter to obtain their advice and counsel
on how to proceed, including o -

__Jaid

there were no objections from the rest of the attendees.
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E i A ]m attendance whem
™ “ldid not focus specifically on the

r | | Jon L *tarzeung of the laboratories, of which the
KINDRED SPIRIT i mvestlganon was a part 1

(OUO) [, _becalled that during the course off
__tthe FBI had been unsuccessful in getting Foreign Intelhgence Surveillance Act coverage
on the individual suspect and that the suspect no longer had to be treated on a non-alert status.

According to{ , _Hthe > Department did not have to keep the
suspect in place F' o __the Department should remove ti.e
suspect.’_ ' what if anything, the Department should or should
not do.
(OUO)L_  stated that/

TH was[' ) ° _;ﬁustratlon that the FBI
did not get Foreign Intelligence Surveillance Act coverage. f ndui not leave the

‘meeting thinking the Department needed to do something about the specific case. Accordmg 10
ith any new mforrnat:on, e

C
believed that action had ah'eady been taken to limit the suspect’s access.

ouo)_ | | _ _ Tafterthe
meetmg. ‘According tﬂ[- ST B "jrecem:ly testified thatL ' -
_jto the Office of

Inspector Genera.l that this conversation oceurred. | inot been told by
_to contact [ -

—)

(OUQ)C; jcould not recall briefing anyone about C

not befievel o 7

(OUO)Z __Inever discussed_ __comments mth[
:Lassumed at the time that] the appropriate officials at LANL and

at the Department’s Albuquerque Operations Office.

j however, {_" _:_] ~

e QUON T = i ey with] -
_gdoes not recall dlscussmg any specn&'c espionage matter at thxs meeting. L isaid
the meeting focused on getting the Department to develop a counterintelligence program.

(OUO)T— o Jtallqng points. r __Jdoes not recall,
however, lﬁ__ tthe talkmg points verbatim or paraphrased E __j said
Fo _ho recollecnon ofa fOllOW-up meeting involving Deparrment officials after the

—
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According tot _ ‘ :Iwas more than just{_—_ ]
' ] Tor information regarding

the case. E i,
| “Mwith concemns
regardin_g the suspect’s access or clearance, [.

| C jwas responsible for[

__Jat the Department. Although[___ jaware of FBI activity on the
case r jnot recall any dlscussmns or conversations pertaining to the suspect’s access or
clearance.

C Jo

(OU j S -

informed the Office of Inspector General thaIE _jbecarne aware of thé: __ina

meeting held at LANL at the end of{__ - .

. - - ]Dunng ﬂusf_ _kold by the FBI
thatf: Jwas suspected of tmnsfemng weapons data to the[T - ' The
FBI also told | _ ] ) - ﬁ__\‘
(OUO)C - ‘was told by the FBI pot to tell anyone about thel '.]\to work with the FBI
on conmdermg ways to Iumtt ‘access, t:% ort any suspicious activity

N 1andtocalltheFB11fnecessary

_Jis of the opinion that the FBI or Department persomnel drove the decisions, and that LANL
was there to provide technical advisement to the decision makers. According to[__ - Jthe
. consensus was that | Jshould be left in piace.

©ouo)_ thal™ g - ui

- could not recall, regarding the after the

E the meetings occju;'red approximately every three g four weeks. E
jmay have been present at some of these meemgs

(OUO) Accordmg toL _jthe FBI wanted to know wha jSpeciﬁca.ﬂy,
e types of pr

the FBI was interested in personal mfonnauon pertaining to ojects!
“land what types of mformanon access to m e early 1980s ‘l___ -
'Tthat the FBI was trying to becomg%n familiar with the{ aand

that the FBI seemed concerned wuhE Jonumed access to classified information.
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(OUO -parnczpated in discussions with the FBI aboutr
_linthe context of the FBI's investigation. __;Whﬂi couid
be done o lmutr Laccess without raising}, susmcmn, including advice on changing
T
ou0)}._ ;ronveyed the {_ - Yo the FBI
lained that the policy applies to] Accordmg to the policy,

staff members can tatk to each other about classified information without administrative approvals
or provisions. L A tis understood that staff members would only ask for information that they

need to know in order to do their jobs. {_ \&hese interactions occur caily, but would usually
occur with oniy a narrow set of people fan explanation would typically be offered by a staff
member, if he/she were requesting mformanon from somebody with whom he/she did not normaily
interact.

T -Amrdmgmﬂ: : Jwas working onE .
e | ) ) - j During[: }eetings with the
fBlfromtheendy o | e

] Inthe fall of 1997
" "7} At the meeting, the decision was made to have: L

. __Jput which by itself would be nonsensitive in nanure.

©uo)[_ 3 o ] . N
] | did not have a lot of daily interaction with! _ _ —

was self-motivated; r et an assignment and go do it. E - __1did not seek

out contact for unspecxﬁed Or unnecessary information, and |~ _;went directly to the source

whed: _ _}nformanon

‘ _ jwould not have known about the spontaneous contacts: _.__may have

staff member asked for{' ) M contact with a weapons designer usmg the
B : During | ving access,
' “or trymg to have access to, information outsxde the scope of E Accordmg to _
,id‘d nothmg really susplcnous whﬂe o ;_tl___‘,,:,w. R

E jsa:d that standard operating procedures used by the vault custodians would have
prevented]_ }ccess to the vast majority of information i int the vault since [— _Wwould
have had no legitimate need for the information. However, as aL

Jdded that the vault custodians do not recall _accessing the vault or
askmg for information beyond the scope of. i hﬁ___nvas not aware of log procedures
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that may be used by the vault custodtans to document who uses the vault and what documents are

reviewed.
L 2O
r— :
N _informed the Office of Inspector General that] U —
. ) 7( This was the[ ~
knew of this matter. | ) , . _at
this briefing. o

According o _lthe KINDRED ; SPIRIT case was part of an overall briefing _
regarding persons under i mvestlg_ang_; T

, or example,| c }dm-peupie’ﬁfn_tﬁese
countries might engage individuals in informal conversations, develop friendships, and count on an
individual’s ethnicity to be loyal to their respective governments E <*hd not indicate
during the briefing that there was a visible penetration of the laboratones

(OUO) According to_ | Tduringthel .~ _ Jthat the FBI had

people under surveiilance. E jdoes not recall whether or notI: _:name was

specn'ically mentioned. .
L L jaccording to_ "Jthe FBI told the Department not to do anything
to tip off the sus pect of the KINDRED SPIRIT case, or others under investigation. a
accepted what|_ Jthe FBI knew what it was doing. [_-_

_Igot a very clear impression that the KINDRED SP case, m addmon to the other
investigations, was very confidential and highly classified. j
that neither the Department, nor LANL, should take action against the suspect of the KJNDRED
SP[RIT case because the individual was under investigation.

id not provide a lot of detail as to what the suspect of the

. ‘ ': _ V
. KINDRED SPIRIT case was alieged to have done. f jnot recall whether or not
specifics were discussed regarding the suspect’s job, duties, or assignments.
the suspect was employed at LANL,

had access to sensitive information and was engaged i it questionable activity.

_(ouo)E— . Asubsequently learned ara closed classified U'S” Seaste Comptiee hearing.
in 1999 that the FBI had[ -_Junder surveillance for years. E

(OUO)i_ o
suspect would be left in place In addmon,E

L | _Jdecided thar the
—
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f’ ___;,and others. It was also decided that i h o -
onuld also be responsﬂ':le

(OUO)C : Jat the time that senior officials outside the Department
had recexvedr— { was not aware of any comments,_

. ___may have made with respect to the LANL suspect’s.access and clearance. L 1
recall if| _ ___jcomments for the
first time from|{_ , Jabout it in the newspapers -

recently told I - ~that the FBI mvesnganon of
[ [problems, and that the Department no longer r°ede¢ﬂo keep! _in place because
of the FBI

,at the time that the FBI was not able to do a wiretap and, therefore could not proceed with
their investigation.

: _;ecalled meeting with|__ _ -
‘somenme in October 1997 to dxscuss the PDD 61. ‘E __kaid attendees include
and officials from the FBI and CIA.

;does not recall KINDRED SPIRII‘ bemg discussed at this meeting. More specificaly,
‘refemng to any talking points during the meeting,

§ -mﬁ

-

E ecalled being told by either E P—_’somenme
after the initi _ _jthat the suspect of the KH\TDRED SPIRIT case had been moved
and no longer had access to sensitive information. }:__ reca.lled being told words to the affect

. jhmxts had been Imposed in such a way to avoid susplcxon
by the suspect. [~ _ ‘ _ _iwas being finessed, thatL_
not suspect that, bemg moved; and thatr no longer going to be a problem. i_

“had been handled; “that the FBI's involvement had ended; and that
' was no longer under i investigation.

T~

(OUO) _1thax had[~ been told this,  would have had concerns about _
access. r _]that[ j learned that _]was not removed and continued
access to sensitive information.

_'Ior that[ j.io be---—

_J_fremovedk e —— - _p,ccess or cl_;ara.nce should be
revoked, suspended, or iumted
©uo)_ _ Jrecemlyleamedthar(  bvas still under investigation. ~ _thatif
that was the case, jthat the

Department should take any action it deems necessary.
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(OUO)E ‘ d!;the Department’ s[_ Jhave the ability to limit 3 person s access or’
revoke or suspend a clearance E ) .

| Yhould
have given}! - Tbelieved such action were necessary.
i " “Jofire
someone. ,
(0U0) L_ "4 had no involvement with the[— . : _ 3
recently read about it in n the newspaper.
©U0) [ | . A _jwith respect to
the LANL espionage matter. Accordingto] =~ ] . JW‘th LANL
and FBI officials. { | - _Jjthought
something more needed to be done.
©ouvo)f . belief that there was a break down in communication, albeit
unintentional. _. . . -

- L.
i

jwas‘st_il_l in place so if this was a problem tixey should have done something.” L

jdid not get the right information that E o jwas still a problem. [

“Jeould have then picked up the phone and told” |

C o

R [g ]mformed the Office of Inspector General that O“C '
con51 ered to be the ﬁrst compiete briefing on the KINDRED SPIRIT matter thle serving as
O _Jhat on that date,[
ia bneﬁng on alleged espionage at LANL. "} from that briefing
that a suspect had been identified, that the person was at LANL, and that the FBI was investigating,
_inot think thatL " Jthe suspect’s idenity, history, or past involvement with the

recalled a follow-up meeting mth[:

C- R - - _j{anheqme_.:lm
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E “recalled that on[_ ;‘with several peopie on the
KINDRED SPIRIT matter. The team o erts who were reviewing the issue were meeting to
discuss their findings. {™ 4. _Jecalled tl:} en that a specific suspect had been identified
and that the FBI was MVestigatingf , _}ecalled this because[ _ _ “Tto them 1o
considerl T __jﬁrecall alf who

were at the meeting, nor does__ jhean’ng the suspect’s identity—

(OUo) (. Jon
the espionage at LANL matter. However,E_ 7not recall who was present and could not recail
any specifics of the information briefed.

(OUO) _ ]did not recall attending any other briefings about the espionage at LANL matter

after the} _
C 3o

©ouo) [

j In addition to] rd _ :}the following )
Department employees were also present: n: _ - |

lbecause of the growmg publlc
and press concern about the China matter. Both agencies were under a lot of pressure because of
how the' ~matter was handled. - jdescn’bed the meeting as a coordination meeting
to det "{here each agency stood on the key issues of the LANL espionage matter. During the
meeting, _ S '
_Jwith Department officials, r -

.. ]basxcally the follomng
e (OUO) At this stage of our investigation (1997) “we [FBI] have nothing prosecutable;”
¢ (OUO) Tl3e FBI would like to continue the investigation; and,

(OUO) It is up to the Department if the Department feels they need to take action against

the suspect at LANL,
N . s T —
= — |
- " Jo
ool . : ecalled that after
) there were further discussions i involving the FBI, LANL counterintelligence
officers and’_ oncemning how to deal with,_ - jthrough job

assignments, mcludmg mvolving’

'_1 All of these actions
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involvingl__ iwere to be done on a non-alert basis _-_ﬁeax:n_’ed
thal . i was reaily never limited. When ask Why[:, J
was never limited,”” o
oo - ]that the FBI never changed its pos:txon during the investigation
concemi access to sensitive information. The FBI's position in espionage
investigations was constant, namely that the FBI wouid like to keep a suspect il m piace, but the
ultimate decision as to whether . .

. O
ouo_ L S
informed the Office of Inspector General that] =~~~ . jsomeﬁme in’

Tanuary 1996 by _ L i ,
mxght
have compromised some classified information regarding C

C- —\?could not recall iff o eprowded any other specxﬁcs during the call.
©ouo_ . _ Jseveral Iocal
officials about an upcoming visit by E - JThlS included

_ o i __fr.nat there might
have beeg_? compromise of classified information relating to . ~ _ ...

ouo) " kould not recall whether or not__ _"Jat the time the
Department’s Administrative Inquiry was underway and Lhat[_ J%mﬂy, was a suspect.
' _Jreceived a copy of the Department’s inquiry report but did not review it

— —
extensively since]_ __las to the findings.

: | istatedthatonl\(; - T ' }1LANLregardmgthe
KINDRED SPIRIT mvesugauon Those in attendance mcluded[ _ _
: B Jcould notrecallﬂ- __jwaspresentatths _

- meeting. — T e e e Ll
(OU0)|_ _Stated that what| :"nost about the meeting was that LANL
wanted to inform|_ T ~{was the subject
of an FBI mvesnganon, and thatf_ .
L | Jrecalled the discussion

th2£ -_gwas going to be transferred because the current project[: _ J
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_ :;l:ould not recall where{ : was going to be transfexred, or: 1f
it was still in a classified area. -

(OUO)E saxd that zaccess was dxscussed during the meeting in general
terms. [ f___sthosé"h attendarice disciissed what; _might be exposed to that could be
damagmg. | ) § said FBI officials did not give any direction as to how LANL should
proceed. At no time d the meeting dids_ _1the FBI request thaf’  _inotbe
transferred, nor dld’ anyone asking if a transfer would interfere with the FBI investigation.

(Oalnl‘?‘)c C .. Jxpressing concern that they did not

Werreu to a position which gave‘r “access to new classified information. :
Accordmg tat _ito be kept in place
to limit further damage. The group agreed by consensus to Ieaver ~Tin place and that more
damage would be done |fL was moved. ,

(OUO)E, 3 did not have any further involvement concerning E :iclearance
status or access ,

[
ovo.  _ :_‘mformed the Office of Inspector General that{__lttended a meeting
at the FBIonf _ _ Attendees includ ;

' - ' jthat included several
ongoing espionage cases and security problems at the Department s laboratories. During the
briefing| '}he Department needed to cut off the access of espionage
suspects to sensitive information. T ]the Department needed to put
together a plan concerning how the Department would fix the security problems at the national
laboratories. Jthe Department had not taken action against

I Tlecause of the FBI investigation. {_ )
jthe Department should not use the FBI investigation as a reason not to do a.nythmg
about ' j access. L..
the Departmerit felt it had to take action agamst jaccess to sensitive information at LANL,
the Department should do so, and the FBI espionage mvesuganon should not prevent that action
from being taken. .

&JUO)C ﬁprovided the Office of Inspector General with 2 copy of an F%
f
regarding the countenntelhgence reform i initiatives that were being deveIOped at the Department.

' The memorandum references a meeting “this week” involvng
__twas ready to move forward quickly

-
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on implementing needed changes. The memorandum concludes with a section entitled “Status of’

DOE Immediate Steps to Prevent Further Compromises.” This secuon reads as follows:

©uo)l
A0
b2
(QUO)__ __;informed the Office of Inspector General that on
- ‘ - .. -
i thattheDepartmemwasawareofwhat S -
‘labout _.access to sensitive information at LANL.
the Departmem was looking at waysto limit | ~ Jaccess without
Iurting the FBI's mvesugauon. ' _ |did not indicate what options the Department was
considering concerning limiting cess.
(OUO)C - ‘that after the mea:lng,[- :]vm telephone wnthC
' _jthat the

Department’s equitm wgreatnskmthxscase,thattheDepamnentnmstdecldewhattheywam

to do concerning _access, the FBI will support the Department’s decision, and the

Department should not use the FBI investigation as a reason not to do anything about‘:— ]
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(OUO)E o | . }
i { On the same day, 3:
) determmed by contacting LANL officials (1dennt|es

unknown) that {.. i"' " Jwas not workmg on anything new and that LANL was going tor
away from any new coaes or design work. [

- rthere Was no point in r'estru:t:mgi _ j On the
same day,f_' 7 ,.__( ) i
| (OUO){: | o . Jinformed the Office of

Inspector General that because it appeared the FBI investigation was no Fo
—Qo LANL to meet with LANL countenntelhgence personnel and
theFBIagentswho_%\;B rhngonthecaseL ) thatameenngwasheldon
there were several people at the meeting but hot recall all who

were present. I: __(that at the meeung, it was decided by those present to! tm place
in th& _ . - “'access would be reduced by havmg
L ) ' T __said that the

decummodc:thmwasrnag%by‘l'_= - T ‘ -
]

©ouoy[_ _Jthat it was ™ om{_ Tlihat the FBI wanted
T tleﬁ in place but had no objection to havin. qacccss reduced if it could be artfuily

_done s0 as to not Toffto the i mvestigation { _ -
) ] ) ]and were

something Ehar ' Jhad worked on for several years in the past. In return, the FBI agreed to
take 2 number of steps to try to aggressively pursue the case. tp__ _fthat the results of
“the[ meeting were documented in 2 memo

ap———d

(ouozal; that because of the information]_ _about LANL's
proposal to change access to the vault, _1access to sensitive information
___Wwere aware of these

had been restricted. | :
pro:sgedcbansesat!?himne [~ hatbythetimeofthel "  _meetingat LANL
wh '

lthat this was in addition to the other actions taken during 1996. [’: ’_}hax it was not

until eﬂﬁy this year (1999) thay —  “that access changesto the_ “Jwere never

made. 7___ _ w:th LANL to ensure that the vault access changes

were implemented. | ~access had been restricted in 1996

by the changes proposed for vault access “stated that{” “iwith LANL to
ensure that the proposed changes to] T - T
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actuaily implemented. \: ;,?assumed that LANL had implemented the changes as discussed

and approved by the FBI.
QuUO) E— . lthat aﬁerf_ "lon the LANL espionage matter i
b _ ) ;-fthe lack of progress on the FBI investigation. _ﬁhﬂt
this occurred following{: _ _7Lha1 the FBI had
not lived up to its [_ ’lto aggressively move forward on the case.

-Thad somehow been reduced and that there was increased monitoring of

E T - __;However.E " |thae

- ]were not l;geping

]

) S

__ | apprised of the actions that the FBI and LANL were taking on the case.[
’_\that during thd ) _

' =
to find out what was happening. ;' L _ _
©ouvo)[ lthar at the timel . as not aware that the FBI
had not obtained Foreign Intelligence Surveillance Act coverage 0 J

learned only recently that the FBI’s initial Foreign Intelligence Survezllance Act coverage request
for electronic survelllance ofE 3

' L Y )
E _jthat a&er[: ;’on the LANL espionage matter[
] the same briefing that _
jadded that after hearing the bneﬁng,g
] From that time onr_
her than td—
-
ovoy_ _attended anE_ B B _Jon
this case.]__ _was also present. | _}Jso may
have been present. {that during the meetmg,[_—_ -
that the Department had to “reduce]’ ~ access to sensitive classified matters.” [~ =
—bn the FBI
investigation and that the Department should “take whatever action was appropriate.”
here was “difficulty™ in getting Foreign Intelligence
Surveillance Act coverage.
(OUQ) When re-interviewed by the Office of Inspector General,C ) | Jthﬁt after the
- meeting, on/ T ' ' '

" had no authority to take such
action and that the ‘matter should therefore. be referred to the Office of Security Affairs.
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Tlon these developments, and

ouo) [ _ —_the Office of Securiry Affairs on the marter regarding
i‘ __fecess and clearance. [~ ithar after the[_ )
o Ydid notEE'd I | __fwas
unaware il __had briefed Security Affairs. §

"(Office of Safeguards and Security) on

counterintelfigence-related matters. - e e s e g e

- L Jthat whenE _
. __should be notified, .
_}under previous mstructions from

]

(OUO) Regarding any reguiatory guidance to notify the Office of Security Affairs of any
administrative inquiry or other action taken by the Office of Counterintelligence that might have an
impact on security mattersJ:_ . ___'was not aware of any Department order that
required that Security Affairs be notified. E _ that Security Affairs had to be
notified if formal suspension or clearance revocation action nesded to be taken, but not simply if an
administrative inquiry was being initiated.

(OUO) E T __fopinion that the Department E .- - o
— - B - e FBI could have been “more clear”

in their message to Department officials about what should be done.

]

During an interview with the Office of Inspector General,| _

C 7 T imOctober 1997 I

S . __jon-the need for counterintelligence reform at the Department.
C — : : Twas also going to be at the

meeting. B -
' :_?._to the meeting, which was 10 be held in

D purthaef | )
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Jroom earlytof S
-E JAP roximately ten minutes into E’ _ ’ n :
larrived. When. |

. __And attended the briefing, [
e s the r._ﬁqur%se personnef included(”

-

C . lhatj,lg,e purpose of the meeting was forE_
| . ey ifor the counterintelligence reform that the Department needed to
accomplisn. L . _Jhat during the courss ofthe meeting{ rought up the

s s KINDRED SPIRTT case: =" Jtiur regarding]

_ the Department should]__
_ : , _:Ithat‘ no one eise made any comments about the
KINDRED SPIRIT case. ‘
(OUO)( B _’{that at the end of the meeting,[

_istayed in the conference room and continued talking 'aﬁerc-‘ o
left the conference room and did not hear what the Department

oﬂ?cia,l_s_ were discussing. -
_ C Itha this was the last time thatf—
. | .j‘on the matter.
— 3. R
] Before being appoited{ "~ ° Tsometime during

October 1997 on KINDRED PIRIT.} _ n the access and
clearance concerns relating to _phat had been mentioned by E

dice]l ‘ot take notes during the briefing and _ © Tdid, either. After
the . ' :
. | _ ' de no further contact

win 3
_ C jecalled that sometime during(__ |
_JLANL on KINDRED SPIRIT. |
. ' _Ishoutd visit LANL andf_
Jwas going to be theE | |

A
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. _ “on the access and clearance issues, to
include comments made by E Q -— '
— Jwmael
- . ,__jon the security clearance issues. When queried xﬂ:
said that it was
Eould not recail
the date of the briefing but said that it occurred sometime during the Spring of 1998. E Ithat
after| _ _ “'be responsxble
for KINDRED SPIRIT and that[ __javolvement with it

QUO) When queried as to whether Department officials briefed LANL personnel about

-, ) - _
__did not notify LANL or the Albuquerque Operations Office. [ Tadded that after the

and thatf__ ___)not te!l[i ' _ recently heard that[ ?
was told} _ o o during October 1997._
know at the time what action, if anv,E' ___Jtook as a result of hearing the information.

, (OUO)[ Jdded that at thef_

- .:}.hatassuch,rm
e | |
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IheOﬁﬁce ofInspectorG-ena'a.lrewewed a recent undated document addressed fo '

Q , rcurrent Director of the Office of Intelligence. £2°%” ~ "R wrote that during
\ tbeAnguat1997meetmgwrthD1rector , he mede it clear that the Department needed to
ef" remove this individual from access to sensitive classified information and that the FBI had no
(gyi;\ further investigative interest in this suspect. Accordingto™ ~__  _  ° ™ 7sketched out

a road map and a scenario to pursue the removal of KINDRED SP SPIRI'I‘ﬂ'omdasslﬁed
information™ in the car with

onthewaybacktothsDepamnam sauihe
made clear to- IthatastheDn'eqtorof nteli hehadnomhmﬁytoremovethm _
individual from access. According to' e 4 did not question that issue. -
(OUQ) The document further indicates that when,  * " and "Yreturned to the
~\informed " hsm&ﬂﬁ?memsor,mureplayedthemad
and scenario. According to” ’ JPacknowledged this and told him that he
‘nge\would discuss this with vand “get back to me.” Dstatedthatdespﬁe
DoE CuU
be,7(e)
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DDE ep
b ¢.,700)
repeatedfollaw-uprequats,heheardnothmgﬁmhﬂ'ﬁ'om{ Jﬂfﬂn}'m
secunt}'oﬂiaals. -
. "~ 'wrote, “At this point, _"“__""(AsmmSecrataryDeﬁnse_
MmOﬁEESmtyAﬁmwmﬁxﬂymreofthmme
andallrtsﬁmsnmons. , “However, as {___)y has acknowledged in ~_Jrecent testimony
Secretary hadembargoedtheKEﬂDREDSPIRITbneﬁng;mnreovar,mAugusthD
directed DepmyforCamna'mteﬂigencetohavanocontactm
SafeguardsandSeumty
h !ﬁnﬁerwmte,“BytheOctoberl%?meemgbetween  and
Directors tomylmnwledgenoactionhadbeentakenmremoveKNDRED

SPIRIT from classified access. Director ‘4 repeated his recommendation in the strongest terms
ammmmmmmmmmaEDMsmmm

_walp:n%M‘mdes PmmathatmetmgweSecremy ) T
and - —
e S _— :
-, Accordingto; ~ ' )document, he reminded (. yof( earlier
: reconmqndaﬂombmhadnoﬁ:nheropporﬂmﬂytouﬁmmstheismewitheither. ar -
, “after the October 1997 meeting. Jstated that after that date,
Z to assume the position af Director, Office of Nonproliferation and
.Nﬁnﬂlsectmty he briefed , on the KINDRED
‘SPIRITMMMOR-ED!DS to reform 3 sometime, in late

October 1997. " fywas aiso present.

E wrotethatonNavemb&M, 1997,. joﬁaaﬂyappomed >
Ao ¥i0 her new position. According to, 1the press release announcing,
appouﬂmentmdthachadresponsibﬂnyfordmcuon,managcment, and coordination of “all
mtemgmceandsafeg:mdsandmmtyamuaforthedepmm According to,
T immediately assumed responsibifity for both on-going inteffigence related
wutnnthsDepa.mnm s laboratories, including KINDRED SPIRIT. .~ 7
stated that| Mmmdhmbytdephmethatthesmhadmmmed 'to
becomethaDepmmmlpmmafmenthmemmdmmhewasrdmedﬂommyﬁmhﬂ
responsﬂ:ﬂ:tyforthseacﬂvxﬂa
(OUO)Ascnrdmgtm ﬂdocument, a:&a'memsuaneeofPDDﬁl the Department’s
intelligencs fimction once again became an independent office.. —Jsaid he raised the issue
of . ﬂsmmmmmeagmwﬁ:mmmc-b)
special assistant. pwrote that this time, he was toid that the FBI was

smﬂngoverammnenmzmgencepmﬁwomlandthnmymnharMmﬂm casewouldbe
theresponsfnﬂxtyofth:smdmduaL

(QUO) _began the memorandum tod — Ywiththe statement,
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-{0U0) 1: _ J informed the Office
of Inspector General thad ' that new cutting edge
techno!ogy involvin theL ' jwas going to be implemented in the near future.

. concerns C Thad to do somethmg with ]Jecause it
would look strange to E could not Work on[: _
meeung was scheduled. ‘ 3
©Ouo)L__

During the meeting, the’ attendees
discussed how to handle the situation with the' 3 It was decided thanc
would continue to work on{_ ja.nd Counterintelligence would bnef b j
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“FndaysNewYorkTim&sreportsthaISecretary * . has initiated an inquiry to
idemﬁrmdmscmlmemeoﬁmﬂmsponsibleﬁ:rpemmmgthamREDSPmﬂmspeato
remazin in place for 14 months after Director renomcedanyﬁﬂtherws?@imm
-this-case:- Arehnblemwﬁhéi&iﬂ&fmmfomedmthaﬂmtobethatoﬁm :
Accarding to this source; -, Secretary. . 3 Chiefof Staffand:
havedetmedthatlpemttedtheK]NDRE)SPIRITmcetoremmmplace Thefar:tsof

thsepmodemdmﬂethatmchanaﬂegmonmammy

| (OUO)._____padded,

(OUO) “1. The bureaucratic rigidities and divisions of effort between intelfigence and
personnel security are well documented. The Director of Intelligence by DOE Order has
authority over access to intefligence; the Director has the authority to grant or deny access to
mrelligenceonlyandthmughthumhorxtytogrmsadmranc&c All other persomnel
security issues, particuiarly access t6 Top Secret/ Q information are solely within the purview
ofﬁeﬂﬁmdswmmomeofNomMonmnmmsm* |

5 ‘ 2. SothechmnfcommmdforremnvmgtheKEEREDSPmlTsuspectwas '
always NN1-NN50-Field Office Security-Lab Secority. Intelligence could make -
recommendahnns,aswecﬁd,buthadmmnhmtytomcutemmplmnentthesc
reccmmendauons

(OU0). Yended the memorandum by wrr!:ng, “In summary, throughout this period and
even up to today, the Director of Intelligence has no authority over non-SCI cleared individuals,
The Director’s CL [mtmtem:telhgence] ‘hat’, moreover, carry with it no euthority whatsoever with
regard to personnel security.” _

1T voe 018
k1L
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informed the Office of Inspector General tha:E_ - TJwritten synopsis of the
meeting, and{ “yoncurs with its contents. oo T .

(0UO) ORE_ S I : ‘
__j In addluon,E ' kept in touch
wihl Iwork assignments. According to] it seemed

like everything worked fine and that there were no problems involving the control ofl
work assignents. ‘

_{OUOTE: e = S _ - _3

Foreign Intelhgence Surveillance Act f T o
rﬁ?n putting an electronic device on]_ tat
LANL in the event the Foreign Intelhgence Surveillance Act request was approved. On’

_Tubsequently put [ o 0 _TJwimFsI

representauves

L . lsubsequenmlycalled o schedule ameeting withf_ "~ 7 "
1 ! ' .
gthe meenng to adee[ J about three issues, two of
which pertamed to KINDRED SPIRIT., Spemﬁmﬂy,[
Jthe FBI would not stand in

LANL’ sway_:fLANL_;gd_mmmj’ o " Trequested

mformanon

ouof__ L -2

shouldbekeptmg_t’:e According to | ST e
_]bekeptmpla.ceF _ it woulddo

tothe FBI's casetoremovel ~ " - ‘Trephedthmnwomdmaken more

difficult. [ ](d:swssed grounds LANL had to remove

E “_,1Mdd°tmedmﬂfheyhadnothmgnewsmcethe . jtherefore, _

- = B gtomakethe decision. No one in the lab was——-
pressurng; 7 J Evexyonewas comfortable with the earfier decision.

OO Jbelieves, but cannot specifically recall, whether [~

-
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E | __believes %at L :la.bout the[

(OUO) According to_
_Jdid not specifically recall informing,__ ' R

[ )

e e
— - - "] The chief topics covered in the talking points
were f— Jcentered around restructuring of the
Department’s counterintelligence program. A refated counterintelligence issue concerned the FBI's
KINDRED SPIRIT investigation, of which{__ _Ihad been made aware.
. ._..-__;:ertainDepartmentoﬂicials (no names
specified) at a meeting in [ _ — '

o _khecked on the progress of the FBI KINDRED SPIRIT case and
learned the status of the subject’s position at LANL had remained unchanged
therefore, asked ‘?pomt of d:scussxon concermgg KIND SPIRIT Wie
talking points for L o ' “understanding that
- J that Department officials understood that they did not have to
w:thhold action against KINDRED SPIRIT on account of the FBI investigation.

According to\; o %on the KINDRED
SPIRIT talking point at the October 15th meeting. C ere to the effect
-of “simply advising” Department participants that the Department should not regard the law -
enforcement intervention as holding your authority to act. The comments were made in the context
of concemns over the suspect’s contimied access to sensitive information.

Jon the suspect’s access or
activities, and[ 'i to clarify to the Department that T ]not want to subjugate their
authority for action in this particular case. .

©UO)[_ beieved that before the| _

jreca]led those at the meeting mcluded[_

i o ____ jnot recall any particular -
individual respondmgf __—~ Jabout the su _sPect s access or openly
acknowledging them. { ) at some point after the meeting if
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- ___afanyjnotes of the meeting. E _foot but forwarded a copy of the[ o

3. Individuals Responsibie for Decisions Relating to[: me""y Clearance,
Access, and Work Assignments (October 16, 1997 - December 23, 1998) (U)

(U) This section begins with an overview of avents from October 16, 1997, to December 23, 1998

and follows with the resuits of Office of Inspector General interviews with kgy Department, LANL,

and FBI personnel.

(OUQ) Thke Office of Inspector General inquiry identified no notable changes toE_ Qsecurity

clearance, access, or work assignments during this period.

(b) Interviews (U)

C o
tOUO) L jipfomgd the Office of Inspector General that in October 1997, when

JLANL’S Counterintefligence Office about a poteﬁtial espionage issue at LANL. C
- . . _ j‘l‘hiswastheﬁrstume
E j knew about the investigation.[ ~ o T .
twas one of the employees under suspicion. From the briefing, it did not appear t
the FBI had a lot of concrete evidence, C

under suspicion because| T EtheFBIw-as‘

trying to gain enough information to obtain the needed permission to place a wiretapopgl

id not think to ask abou,t_l: - _|assignments and access, and -

did not discuss who had made the decision tof _jm place. However, from the

abo _[that the information onE was old, and that the FBI was working the case.
(OUO) AccordingtoE" o o ) L
~_ithat no one.else could be present for the briefing. This was

to discuss the investigation with anyone and to keep it E S © 7 Tdid not give
_{any directions to | __finplace. It wast o J
~that the Department’s Office of Counterintelligence was working with the FBI on the case.

_ _¥fthere were other people who could have released the information.

" 90

Mou@(aﬁon that was briefed jit was no‘{g':léar that there was anything more than a suspicion -

' whenE o . _ jof the potential loss of the
f o ' ) _:}upectedofpassingtheinformaﬁon.r This .
was the first time[ | “not



l: had looked at the other people and determmed that' “hadthe
most oppormmty to access the information, ' ‘]also never had the i 1mpress:on that there
was any on-going problem, and that the potential loss had occurred B

-—...

(OUO) ! E , 4was unaware of any issues or

concems with respect to]\ 'clearance or access, or}_ t
had no discussions with anyone about these issues at

t_hat time.
__(OUO) Accordingtol__

—was not aware of any discissions about limiting

p.: _ “‘5353 or curtadmg[ = never knew of 2 “change in the FBI position.”
Lo . _.F‘d not have any discussion with anyone about lnmtmgg_ 7 access orﬁ
(could not remember how[ ]nzy have read it in the
newspaper.
| ©UO)_ __has never had any discussions regarding the FBI investigation of
e _ . _ j some discussions about
J , .
— -7
—
: [ _fwas aware of the FBI'§ ' _ from the early 1980’s,
butl aware of a connection t T been

told this|_ _a “flag would have gone up” and[_ _|have been more concerned and asked

more quesnons about,

(OUQ) When asked if the FBI provided sufficient information for the Department or LANL to

determine thar likely to cause, or had caused, damage to national securify or

compromised classified 1 material | When asked

if the Department or LANL had reason to believe, based on mvesnganve results to d.ate, that
Jposed a threat and, therefore, should haveE 3

(0UO) _ Jthﬂl if gveryone thought this was such a serious mater, i

This included Department counterintelligence personnel and
FBI representatives. (_‘_ 7fthe Department though{’ fto
limit Jaccess or asmsnments, . JLANL would have received a call from the
Deparrment sayin B
©uo)_

_']an update on what was happénmg with the FBI's attempt to obtain approval for :I_
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wiretap. \(. g | t}ﬂw the FBI was still working on it and had m?t- ’
received fhie approval yet. It was always\: . ]ﬁ-om the beginning that the FBI
had a weak case. .

©uoO)[~  _Jeceived TFBIbriefingon} . T

_ _jwhere the case was, on the actions the FBI was taking, and on the
a%stheFBI_had planned. t _]wasaisopresem.l: _ ' __\that one
5 ,

_ . * “cell phone reception
was interru ted- and that the interruptions seemed to occur at the same ti The FBI was

P —

" | that the B _ _Jwo
keepc_ __:bf the FBI developmens. - : :
ou) [ | Jth&t[: Jsomewhat concerned that{ . jeven
fromfl__ i
(OUO) According o_ ~there was a long gap between the March 1998 contact with the
FBIand [ hext contact with the FBI. [ I Jand ask for updates. 3,_;
Eﬁ; the FBI was going }ﬂ _. . A day or two after the operation,

C o T
C 3o

[ linformed the Office of Inspector General that[__

; i _ “Iperiodic briefings on the KINDRED SPIRIT case from
- “FBI officials. [ ~Yhat the FBI
-Wasmﬂﬂingtheﬂ}s?,thax[ "] had been kept in place for the benefit of the FBI case, and that
the access which; - S

_Jreemed satisfied at the nnjw:th the status of the FBI

investigation.[ 7 {a comfort level that

was being properly handled. _

(©U0)[T~  Junderstood from FBI officials that the FRI was making several attempts from
the March to September 1998 time frame tq ___—;nd that{

) ] _ :_\had been transferred. .

(OUO) At a meeting withE_ ' , _kiscussed pretexts
by which the individual suspect could be interviewed. C jwas under the impression that

the FBI would conduct such an interview.
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' During the same time penod, the FBI was briefing the “Cox Committee” on the KmDRED

SPIRIT investigation. From these briefings,{ ___ [had greater access to

classified documents and facilities than_ | Specificaily,[ found out in

E 7)still had access to people and information

vl 3

(OUO) Alsoin| i
[Tnameeungthh “ileamned that up until the August 1997

meenng,theFBIhadsaldtokeepthesuspectmplaceC .- .
- ‘theDepa:'unentmIQQ‘Twordtotheeﬂ'ectE

T _ jthat the suspect should have been'removed ——
followmg the[ ' ' \meant
that the Department could remove the suspect from access, revoke the suspect’s clearance, etc.,
without affecting the investigation.

(U)/:: , Jthatpﬁortoc__
- "}said FBI
officials also never shared with | R
L Jo | |
0150)} T | |
C B T Jonall

of the various offices of the Department that were part of the Office of Nonproliferation and -
National Security. One of those offices was the Office of Energy Intelligence.

" "Jthe operation and function of the Office of Energy
Intefligence. During the briefing{™

T Jdid not present a
detailed briefing of the LANL espionage case, but only informed]
There was no mention of a known suspect, andl_ "]did not make any comments regardmg
the suspect’s security access or clearance.{_ Jprowded

|on any access or clearance concerns regarding the LANL espionage suspect. After
Presidential Decision Directive 61 went into effect on April 1, 1998, the Office of Energy
Intelligence was no longer part of the Office of Nonproliferation and National Security.

this bneﬁnq:l‘::;hought it was in November 1997. E ‘ jhad no further discussions with

(OUQ) The Eﬁce of Security Affairs is a part of the Office of Nonproliferation and National
Security and T i

j Wlule wodnngE T F}ﬂm there
was also an espionage case going on at LANL. C :ded not provide a lot of d but
told{” Jthe FBI was investigating the case and did not want the suspect removed from]

LJ
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(0UO) E h\Was not involved i in the dlscussmns and decisions involving access to
classified information and subsequem[’ in ear!v
1999. [ __{was involved in those matters.

(OUOQ) With respect to the‘ _ _ -

_  _ ‘onwhat was discussed at that meeting. Both(__ - ' Jsatd that the

-lwas all in the context of PDD 61 and that this was important for
Depamnent management and required a reorganization pian. L_

S _]was discussed at the me , Tliere was fio discussion at

_the meeting aboud Hccess and clearance at LANL. hat both indicated that
_ :]stﬁ'somethmg about fixing a problem, but that it was in the context of a need to fix
the security problems of the Department. ot recall the dates on which

on this issue.
L
(OUO) On/ )

i ' ___Iwas under suspicion of
espionage. did not provide any further details refated to the espionage or the FBI's

mvesuganon. L
jwa.s still in place at the request of the FBL

(OUO) l: }m according to LANL's Technical Management Rules, C
Jaccess to classified information that”_ J

prowded a two page copy of a LANL brochure entitled, “Worker Concerns,” and a three page copy
from the LANL Administrative Manual entitled, “Nondiscrimination, Equal Opportunity and
Affirmative Action.”, chted sections in both documents that reference discrimination
and harassment. | .

]mlght be accused of discrimination. C _ Tsaid it
was not clear for a long while what was going on J -

©QUO)__ . _{had numerous discussions{
Jcould not recall the specific dates on which these

I_qi*scussions QCW-E _ ___Jspecxﬁc date not recalled, that the
- ug

[ jdzscussedf— o 3
could not recall the date of this discussion. [ _ ___|access and put

9%
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E ;@.n a position where\; ) jany further damage Lo
. *had a difference of
opinion regarding which of the codes{ _?were more important. [
o 1o
ouoy[_ o ) o
T - j that the Department need not keep
L " in place for the FBI investigation to continue. ; ~ heard this in a meeting at
the FBI from[" icould not recall all who were present at this
meeting. f IThey were the only individuals

present from the Department. The other attendees were FBI personnel.
ed to discuss with the FBI the status of the FBI case

had not been successful.

(0U0) E —Tﬁlat it Wes[ ‘understanding that at this meetmg,L “Jalso learned
-for the first time what {;T“ _access to classified
information. Since was not part of any discussion on this case( I had no first

hand knowledge of whatE _}mght have conveyed to the Department in 1997 regarding

——r

(OUO) According to]__ , psgressively tried to get the case resolved after the
meeting in whic jmformed them o
it appeared up to that pomt the FBI mvesngauon had not produced any e ev:dence of
espionage by{ “jthen pushed for a non-confrontational interview and_
in order to resolve the allegations. |

-

-4, Individuals Responstble for Decisions Relating taL “ Secumy Clearance,
Access, and Work Assignments (December 24, 1998 - March 8, 1999) )

(U) This section begins with an overview of events from December 24, 1998, to March 8, 1999,
and follows with the results of Office of Inspector General interviews with key Department, LANL,
and FBI personnel.

(a) Summary (U)
(OUO) The Office of Inspector General determined that the decisions to (aY_

Twith FBI

Headquarters and the FBI Albuquerque Field Office and with the knowledge and/or involvement of
the following Department and LANL officials:
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(b) Interviews (U)

; ‘

{ (U)

H o
—

| E—

_(OUQ) As stated previously,[: _jinfonné&' t.l}e Office of Inspector General that the FBI's
investigation seemed to go back into its “limbo” state “

"had received a cail from{_
issue and what could be done. On

Cf
i

—
(ovo)[_ Jthatonl” o - ,
i Jreceived a call from}_ “aid that Department
Headquarters want ' ‘

N ‘:Ea.nd get the matter resolved. On the same dayf_

- znever obtained access to the
area again and was never escorted in.

9%
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©UO) (" 7Jstated that on February 2, 1999, LANL received 2 letter from the Albuquerque
emuons Office stating that the Department had rescinded its request for temporary reassignment

off ~ Jland that LANL could put | ") On February 9, 1999, LANL
dearned that the FBI had re-evaluated thel ™ “nd had determined there
were indications of deception. [

Jclearance. LANL followed up with a letter on February 18, 1999

©uo)[_ | Jthe Department __

_]was bemg deceptve because§ o . ‘
:_imewthatwasnot correct and quesnonedE - -
Jwas extremely concerned because off . o

1: . Jtalkedwn:hE . _Jand )

:[and voxced[ jregarding

-

9]
L
L o
(ouo)___ 7informed the Office of Inspector Generai, . '
ut it was not successful. E o Jcontinued
pushFBIHeadquartgrsto get the case resolved. Dunnglate 1998, ' Jleamed from FBI
Headquartersthat[ o ) It appeared that
o ( had received approval from LANL to
go on foreign travel. L . decided that uponi “3should be
interviewed and polygraphed. | "™ Jeoordinated with FBI Headquarters and leamed that the
. FBI was not ready to] B ;?recewed apgroval from the FBI to have the
Department conduct the interview and admxmster the polygraph. L - reiterated that up to
—th:spom,therewasnomdencethaﬂ" -ihadcommlttedanycmne,thattherewasonly
arcumstannalewdencethaﬂ" mghtbeasuspectamongoth in this matter. [ 3
alsore:teratedthalatnonmedxdtﬁDeparmmlttelltheFBIthar  Iwas the only suspect in
the possible compromise ofE

ouwo) " thaummme:imethaf:' h o
' . Jthat could be used to suspend or revoke_ Jseq_n'_ity clearance.

_{said that the

I‘-'BI investigation [ofE _Jwas connmu.ng.bmn,[ }lcnnuded,ge no evidence had ibeen found to

‘substantiate that
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(OUO) L | L j informed that|_ " “fnot learn sbout
the issues pertalmn_g_tgr ' _
- __jattended a meeting at LANL. The meeting involved|,
_j’l’he meeting pertained t
Jnot recall that a.uy decisions abouL jwere made at t!ns

ﬁmé.

()] E jecalled that there were subsequent meenngs with LANL managent Thwe
——meeting= ~incluidedf . :Frhm meetmgs were -
predominately ahoutl__ Jnd the FBI’s mvolvement in the case.

(OUO) E ed a meeting] . ] Duiingthe
‘E:;" on the te!ephone speaking with a Department employee about thel
bemg asked to
: attemptmg to obtam assurances that sufficient information existed to take the removal action.
]on a letter from the Department for the removal 04: J The meeting and
telephone call were subseguently followed-up with a letter from Department Héadquarters.

(OUO)[ - .
:lrecaued that[__
It was also dlscussed tha access to classified mformanon would be removed,f
however,} {“Q” clearance badge E

(OUO) g jollowed this meeting up with | B The letter was
 fom[” - Jand it requested that the Department suspend 3
©QUO " _elievesthal =~ - - - |
| : speculated that

it might have included thef

Jw knowledge ofC 75pemﬁc assxgmnem: wlule workmg at .
LANL, nor the extent of access to classified information,

(e U

(OUO) According tof _ , _ |
‘ : _Jthere was discussion involving the FBI, LANL and
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Department officials about g_?skmgc -:ko take a polygraph whenE L C
' ; _jthatfrom{” in the field, it appeared to[_ Jas if the
Department and LANL made the final decision that the Department would administer this
polygraphtof } “Tnot know at the time that FBI Headquarters
officials made a strategic investigative decision in consultationwithl” the initial
polygraph would not be conducted by the FBI and that if a second polygraph was needed, the FBI
would conduct it. 3}

e

©ouo) [ - T
o - Jand so the FBI pianned 1o interview)

— e "_;_HOWg,veg,fonce'itwas-lmown — S —

the FBI decided not to m‘terv:ewL _at that time, E . ... T
" 7JDuwing thistime] ' '
(ouoy [ _ . Jthat sometime mf- _
o o - _]Ieamed _
this information in February 1999 but was not certain as to the date. i said tha™
4 who informed” . - N

contacted one of the employees (name unknown)] “Yand asked this employee to provide
f:; mtaining various documents. [~ 'Temployee got the box requested by

L ecame suspicious of its contents. This eniplqye'é" therefore took the box to a
derivative classifier who quickly determined that it contained a classified document that had not
been marked as such. It was subsequently determined by the FBI that on at least one other

occasior{:; 7 B _ jand requested this
person prowd{ Ja book that was inl; . o . . _jdid provide
thisbookto ~ = _ _ notknow iff__~ Jnade any other attempts to obtain
~documents or other material from{” T T id
not know ifthe samei,  °  ° Tlwas involved in both incidents, or if different individuals
were involved. E ___/did not know what investigative activity the FBI or LANL :
counterintelligence officers had taken regarding these incidents.

(OUO) The FBI decided to|__ B

Jwho agreed to an

interview. The interview was conducted by[

(OUO) After the results of the initial Department polygraph were analyzed, it was determined that
some problems existed and the test was ruled “inconclusive,” The decision was made by the FBI to
polygraphi,_ _.  _ " the
resuits were analyzed and E
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fhice was searched. Numerbus

U 7 n .. — .
. i Right around this txme,.]_

“security violations were noted. The FBI again interviewed/
U

7

T L .
S _]that the FBI investigation learned that for at least!
) L S ;]aboﬁt other LANL projects from other LANL
employees while outside of the work location, | ’ said the FBI also discovered that

- _jlearq from various scientific magazines about certain technical probiems that various
companies were having in the commercial world |~ o
solve ;tese problems unbeknownst to these compaxies, by employing classified techniques used on

——<atLANL-{ - —kthe solutions were
Unglpssified, and] R

- _jthat the companies involved could possibly work backwards on the unclassified solution to
determine the classified process used byE‘ - ) :J

- (0UOY_ jinformed the Office of Inspector General that in latef: T
_ :1 The FBI andf: - Jrery little notice of the trip, and the
FBI wanted to know ‘i_lﬂ; i o :flo find out why! -l'had not informed

E _]of t_h_e trip, _responded that as aL
) ‘Was approved at ther;

_ {ofthe espfonage issue. In early]:

- matter to provided a greater warning of
upcoming{ ~ " © _JAccording tC{:J ' l'.OPf“” e

: __ ladequate warning was received. Thisl =~ = " o :J
ovo_  _ 7]

According tol:

R

o T

— SR "1t was initially decided that T
However, durmgthe]: S - d L . T

C e e " After tnatl: . ]
o - . o ] had been questioned by the two
individuals. E ‘ said that this is one of the main reasons thaf =~ )

100



bl 7()

©ovoy L _ e T
: . _made the decision to transfes S
(OU0) i: . Department and FBI officials did a quality control
assessment on[_ o ' "1 and the decision was made that. _
- | . jwas aware that
E o Jhad meetings to dlscussr_ Jstatus in early
1999, .

(QUO)__ fecalled two occasions whea[ ™

" * Jobtain a box of
information ﬁ'omr lold oﬁice ded as requested but reviewed the contents of
the box before follomng th?" ough with/ Jdid
S0 to ensure that/_ was not removing classified documents froma secured area into an open space.
’E no knowledge oft * _didentified several

ocuments]_ ibeheved to be classified. _pubsequently consulted witha classifier who confirmed
assessment. The box was retained andC ) __[
(OUO) According to__ - subs contacted _ 7
regarding the incident. {{__ _ J ﬁ??mly notified the FBL E'_ 1
coincidentally, the FBI began to_

does not believe that this was a c_atélgt for the interviews; however, it was one of the reasons

L

(U)[j jvagu_e]y recalled a second incident. This incident mvolvect —!icqulsmon of

some mail, 1 I did not know any other details.
C @

(U) As noted aboveZ_: :ﬁnfonned the Office of Inspector General thatC

-

—_— - . " -—-
Ui __Jthat_ prior to October 1998 unaware off -
comments. | ~ Inevertol ouf_ Jeomments. C Isaxd FBI
officials also never shared with?” comments until October 1998. ~

(OUO) Upon__ JFBI officials that the

Department would like to conduct a non-confrontational interview and polygraph of the suspect.
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The FBI agreed and} o o g
FBI officiais were present during the polygraph and the FBI was satisfied with the results.

(OUO) According ta__ , _forwarded a copy of the Department’s polygraph
results to their own officials for quality control.:” " was not aware, at the time, that the FBI had
done this. - '

(OUQ) In a memorandum dated E

———y

_ | According to the iiemorandﬁm the

decision to remove ] at that time

oo emn -Q: S — -.—--—-.--_ __‘]wuh this course of action, andE—.—-——----- T

B ' - :l According to the memorandum, the Department’s
actions regarding}: . were fully coordinared with the FBI's Albuquerque Field Office. The
Office of Counterintelligence was to meet with represenratives from FBI Headquarters to determine
future investigation into this case. It wasg anticipated that the FBI would make every effort to
resolve the investigation within 30 days.

(OUQ) According tOE _jthe FBI continued to interview] __jover a period of weeks

and, as a result, asked the Department in writing not toE ' -

B

(CUO) L _ __‘gthat in @ memorandum|
"] According to the memorandum,] N
~ _) The memorandum went on to state that™ - “lwas subsequently interviewed by the
_FBI am.l.. agreed to furure FBI interviews, [ “Mrote that until the matter was resolved,
‘ - _would not be permitted access to o - 7\ According to the memorandum,
the laboratory was preparing a memorandum to the Albuquerque Operations Office requesting that
\ Jclearance be suspended until the matter was resolved. | <concurred with

L . o ) X . 5
the proposed action believing that it was in the best interest of the Department. L-

(OUQ) L jn the memorandum that the FBI indicated that they believed any adverse

-

administrative action at that time, beyond removal of i _.-Trom access to classified information,
would have been counter-productive to their investigation.”  ~  asked that the FBI confirm
this opinicn in writing. - - _

(OUO) In a memorandum|_ - _ )
Jwas briefed on the ongoing FBI investigation of{ :[

—

——

Based on information developed during The investigation _iwag informed that
' _ias soon as possible.
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(U) According to the memorandum, both the Office of Counterintelligence and the Office of
Security Aﬁ'a-u'sil'_ _ jfor the following reasons:

id not report this intelligence
50L1C1TaN0N 10 cuper aecunty/Countenmelhgence personnel or the FBI as required; and,

e (0UO) f relﬂvant counterintelligence questions on polygraph examinatious -
admunistered by both the Department and FBL

—_—

L — o
(OUO)E | |
-

_j informed the Office of Inspector General that EJot have any knowledge o

. At that tim was informed by! )
| ) _ithat
Department Headquarters had concerns w:th[ Jvas unaware who at
Headquarters had the concerns wmh[ aid it was not discussed what the
concerns were, just that there were concerns, and Department Headquarters wanted
j“{ﬂs [present dl-lnng %i]s meeting, and they discussed whether or not E i
(OUO)Z _}hat on or about| . | ‘
ersonne! Security File.{_ id there was no actionable information
refating to| vackground documented
é(_)UO) N o jthat to date [ ]never been briefed as to the concerns regarding
] ]could not recall the specific date,E -

Jthat in early
January 1999, specific . date not recaﬂed,E -

iwhere it was stated that the FBI w]mted to review the polygraph resuits conducted
by the Department. [_ after the review of the Departments
polygraph, the FBI conducted another polygraphf - ' -
_inor the date in which]~  * T |
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(OUO)i fthatonl_ _ Jreceived a Jetter from

L_ o _ithat LQ o S ;ﬁuntil an
investigation by appropriate agencies was completed.L___. .

o - ' . . o

documenting a facrual basis. —

(OUO) According tOC_ . . _ -_}the memorandum QDE . ) _
The basis for th ' : : - ‘ T

o

(OUO) Maletterdated . o |
. . :?that the Department’s Albuquerque Operations Office had directed the
immediate suspension of]| ] ) . (Title 10,
CFR, Part 710 “Criteria and Procedures for Determining Eligibility for Access to Classified Marter
or Special Nuclear Material,” pending final resolution of|__ ‘continued \g_ligibiﬁty._ﬁ

o . , " Joobtain'____ pccess
authorization (secun-ty clearance badge) and notify the Safeguards and Security Division at the
Albuquerque Operations Office when this action was compieted.

(OUO) According tol__ ~ T3should have been reassigned to activities
not mvo}vu_lg access to c%ass.xﬁed_infomlation or special nuclear material. In addition, all requests
- fOI'E, o have continuing visitor access to other facilities shouid be canceled.

(OUO) Inaletterf _

‘ - ‘ Jthe immediate suspension of [~

- - | According to the letter, the basis of the suspension

 was paragraph(2) of 10 CFR 710.8. [ IDepartment access authorization was suspended
until further notice upon[_ Teceipt of the letter. |

(OUO) Inamemorandum dated[ | Jfrom
L . - ) “'the authority to process the
fo_r administrative review based on 10 CFR 710.8, paragra;?h (a). According to the attachment to
this memorandum, the Department possessed information indicating that " committed,
prepared, or attempted to commit, or aided, abetted or conspired with another 10 commit or
attempt to comnut any act of sabotage, espionage, treason, terrorism, or sedition. According to the
attachment, entitled “Information creating a substantial doubt regarding eligibility for access
authorization fOf[_, . ~“\the bases for the preceding statement inciuded

-‘—__lr ‘
—
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=
E-————.::'. (U)
~— )
(OUO)__  __iinformed the Office of Inspector General Lbatz -
___'wasinformed] _ ] _
— ' ) -yhad received a call from
_ T Accordmg tof’ the call was to mformt o - “Tdecided to
t];aver Jntemewed and polygraphed due to £ o " _jinformed
being requested from the Albu uerque Operations Office to offer a
polygraph t E —Jbased O security concerns. E said those specific concerns were not
refated tol __ . ]thax the Albuquerque Operauons Office was asked to
provide the polygraph becanse[__ N had taken the posmon
they could not based on their contract. E_ jdxd not know who i
had made the decision.

(U)C _ :gsald that based upon the.r

7 4t provide ass:stance in this matter, if needed L

___\and no action was taken.
(0UO) On{ . "~ Jto LANL to determine the status of
the polygraph. [ :]telephomcaﬂy contacted( _ 1
to make sure that the Albuquerque Operations Qffice had the authority to asl{: ~ Jotakea
polygraph based on security concerns.__ _Ycould not recall i :’S oke with(_ 7
directly, or 1f ~ "spoke with | __Jelayed the information. E

that the. Albuquerque Operations Office did have the authority to asld: o voluntarily
submiit 10 2 polygraph. | Jat roximately [1:00 a.m. that
L_ | rhad agreed to tkl'(e a polygraph. ‘ T was not present in the room
at the fime the polygraph was administ " " Tleaid that during the afternoon of
a telephone ‘call from L

(OUOL jsmd that on the same daYEWIater received 2 call ﬁ‘oﬁﬁ o
Hld most of the ta]kmg E | j
wanted the following regarding .~ Ce

. ~Jput wanted the request in writing.
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E Ewould not be allowed to rerum‘
) jhat written notification would be forwarded on December 23, 1998.
(OUO) On.__ ' _ Taletter[ _ greferenchqg the
Department’s request on*:_ . ithe letter_ —¥or
comment prior to finaiization. f' ___ndid not change the content 'of the letter.
(0U0) Onf__ o Tand
o B er was coming, ja]so sentcopiestol L
According to j’stated thay_ Jn
unclassified work area.
(OUO)C "_Jdid not have any further contact or discussions with regardf— —
until January 19, 1999. On that date, [ “Jto find out
the status of the¥ L "Eecause the 30-day deadiine was fast approachmg
©ouoyon__ . . “yinformed"_ TIneeded
tospeak withf = ' Jeould give direction. On the same day,

-]a.nd advised that it was. doubtful the issue would be resolved by
January 23, 1999, and asked if that would be a problem. r

fUO)C __Jid not have any other interaction with regard tof__ __pnnl
Wheﬂ[_ ___lpammpated in a conference call with E
) “Jsaid that during the call,
‘ -ktated that i in the absence of any new derogatory information, and if there were no
objections, ___Jsaid that nobody voiced
any objections.
(OUO)E . }taled that as a result of the conference call’ "a memorandum to

“rould be reassigned tor' :normal duties. Accordingto a

memorandum dated ]
administrative reass:gnment was to be terminated immediately. According to the me'norandum,

pe——

! Jwas to return to]. [ normaﬂy assigned duties.

(OUO) Sometime between “wasinformed by " hhar
the FBI had reviewed the results of the polygraph administersd in December 1998 and had some

1y
questions egardm 3

—

(CUO) According m[: | ,.
had been polygraphed by the FBIE'_ o -
. __:’ Based on this
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infoxmation.,c . _hadeithed _ Jdetermine L o
Sauld not reﬁeﬂ

_iwas informed that

who[ | —JAlso o . f
informed{ , TJoffice was reviewingf _ 3
ouvo) T _received a letter from C

T ] Based on the request{ Jt.he letter to the
Office of Safeguard and Security who, in turn, issued a memorandum requestmi__ j
clearance be suspended. _ J ] ) T
.Y
(OUO)C  “Joformed the Office ofInspector General that[_ ]

sometime around Chnistmas 1998, while serving as - j
:Jpersonnel

wanted clearan
secunty ﬁe Accordmg toi jthere was nothing mL :hle to justify pullng

(OUQ) According to{___ _ ackground
after] was contacted by o said there was a lot of confusion at the
time within the counterintefligence community regardm jaccess and clearance

o senttoLANLtomterfacemthC' S
j’l‘he next day, “YoLANL to provide whatever

stance* :
assl L

(OUO) According to _ “Ywanted someone from the Albuquerque Operations
Office to polygraphi_ | "] However, the| ] 1
policy does not allow anyone fro 2 | ‘ ‘ .
7 had discussions wit—  "Jabout where to go with the process.
(OUO) Onor about. Jwas prepmng to haveC =

offer a polygraph tog- Yrhe polygraph would be provided by contractor employees from the
Department’s Office of Nonproliferation and National Security. They mtended to first debrief

{ According toE Lo
_}ecalled that on or abou _ _ .
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(0UQ) i kaid the FBI requested and was provided a Copyl

,‘.{ The FBI performed a quality review of the resuits r ' ____1
(OUO) According tol _{were deaiing directly witi
_received most of . —~
_iwas never fully briefed by anyone on the I“ ;
(0U0O) OﬂL_. .. Da.ld a courtesy Visit 1o, __
1 The purpose of the visit was to dxscuss wnh!:_ __the roles, responsibilities,
and lessons leamed with regard to the| 1 On the afternoon of\,__
Jpammpated in a telephone conference call atf_ H’The purpose of the
conference call was to discuss{ Also participating in the
conference call were [ a

(OUO)r ] _ Jalso spoke with__ :'about bringing closure on [

- )

—

ool | bl "

| {to discuss movmgF - |
ot recall the date of this meeting., They decided to[__

B | On or about
YAt ths pomL,C C

5

(OUOQ) Some time in late]

]

(OUO) Regardi EL — :['gljat the Department, not LANL, pulls
Clearances. . ___Jvas very concerned becausel __iill had a “Q” clearance that allowed
ﬁg [ Maccess to classified information outsidef_ ! | However, as a precautionary measure,

was not to have access to the vault.
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ouvoy . _}hat on or about{__ .
] 7 T}Some time after this,
- A Qn touch wnhE - .
i o participated in an interview o] _hat was conducted by
f - _ ¢ interview was conducted at LANL. Both thq“:_,
not happy with
C responses to the FBI's questions. Ej@'l not think very forthnght
during the i terview. After the interview, E to the FBI and
learance be puiled. /
/
(OUO) Onl__ _ __Ibealiowed to
pick up a box of unclassﬂied personal items from{_
L ]wereaskedtolookaﬂ:_ _
- Jthe personal papers contained{ _ ]
that they were classified. [ _ . "]about the classified documents found in
-
(OUO) Od_—
. ’ | "stated they found unmarked classified paper and electronic information “in
fsgades mf g Mﬁ the point that until they determined on
. had comimitted several security violations, LANL had no reason to
prevent] o ) ] i on[ J(“Q” cleared)
and a right to work.
©uo) [ ]staxed that in Decemha' 1998 (date not recalled), the Department
decided to interview and polygraph{™ According to
the Department, _ o )

" 7] After the interview, the Department

pre-Polysraph and polygraph chart were sent to FBI headquarters for review. The FBI
headquarters polygraph experts (names not. recalled) determined that the results of L

polygraph were[ JTheFm polygraphed

C. o

ouo)l_ _informed the Office of Inspector General that[_Jnitially received a classified
briefing about the Chma 1ssue in mid-1996 while serving
]reca.lled that during the briefing, it was stated that
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Department ix_itglligence had determined that}_/_ A . -

- ' i Further, it was briefed that an investigation
had been initiated and the Department was working with the FBL [_ r " “said thar during the
briefing it was noted thar]_ ‘llhad been identified but 1« the name of the SUSpect was

not provided during the bﬁeﬁﬁg. [ qlater learned the identity of 33 suspect was|[
did not learn the

- | R
(OU0) E _}‘ecalled a dxscussmnE_ “about the espionage

investigation OfE J They discussed the need for the Department to
posmbly[ T ‘ _ why the FBI had not

obtained a Fore:gn Intelligence Surveillance Act warrant fon ‘hhat the
FBI attempted but had been unable to get the warrant gnnmmd_lthe Department of Justce.
Py the

FBL and they discussed__ _Jcontmued clea.rancel; jnot recall any details
of those discussions. :

distinction b-étweenC\ |

(OUO) E ] Jalso discussed the LANL espionage matter wu:ht
“Jrecalled that they had a general dxscussxon
about the possibility of pullmgr _}lwance at[:
that the FBI was running the official investigation and that if the FBI wanted the Department to pulI
earance, the FBI would ask the Department to take such action.

(0U0)]_ _Jexplained that 10 CFR 710 was the legal authority that governs how the
Department handles clearance and access issues in the Department. ~ __Fhat there are
several criteria that the Department can use to suspend a clearance and they are described in
10CFR 710. It wasr- :}hat the Department probably had cause to suspend I —
clearance simply because of the FBI espionage investigation, but that the fact,_ __‘nnder
investigation would not be enough to revoke[ - |

©UO)_  Jexplained that according to 10 CFR 710.10, the local Department Director of
Security will submit suspension of clearance matters to the local | Department manager, who is the
person having the authority to suspend a ciearance. E lstressed that the local Operations
Manager is the only individual who has the authority to mspen?i"'clearance for Department field
and contractor personnel.

(OUO)E g Stated that in any ongoing FBI investigation involving the Department, it
would be unprecedéfted for the Department to suspend 2 clearance without first consulting with the
FBI agents conducting the investigation on the matter. a clearance would not normally be

suspended if it would hurt an ongoing espionage mvesnganon.’? _ " Ifelt thar in this case,
- i
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based on' _\of the events at the time that had taken place, the rigk involving national -
security was under control based on the actions taken by LANL.

(OUOJL_ _ jnever had a.giv
intention of recommending to anyone t.hax[ clearance should be suspended that

this statement was based on the fact that igation was underway; the FBI had onlv
circumstantial evidence of espionage zgmmEx iand no direct evidence; and the 2
«ad failed. Based of___

- earance. | '}dded that if an individual’s clearance s
suspended, a series of adm:msu-auve reqmrements providing due process to the incividual are then
set in motion. C ' sa:d that when this due process prowdure begms, the individual is
immediately aléTted, and aity continued ongoing criminal or espionage investigation would be
compromised.

,_(.OUO) N _stated that[__ Jn the newspapers within the past few months that
L " “Thad pu purportedly made statements in October 1997 re clearance
“and continuedaccess to classified informati D id that{___ ot know if
the Department should have Plﬂled; earance based on what was stated by}
_i Based on what{__ Jclearance and access situation,
t there should have been greater cooperation between the counterinteiligence staff at
Department Headquarters and the Safeguards and Security Division at the Albuquerque Operations

Office.
;T 1
IS |
(OUO) [__ o | stated that when[ . _ ]
about the case mE jwas to resolve ‘the case as quickly as possible. Through
discussions with ]|~ to allow Department and LANL to
conduct the initia] polygraph of[' __Bubsequently informed of the Department’s
‘decision made oni _ _
(OUO)L_ a letter dat ] to the Department requesting
that the Department E__ ‘L’as an emple:yg and not tenmnate

_ - _{under the FBI mvesngatgqp. The
Department agreed, and © T T that me
(U __ “:_Istated that contimued sensitive information was always a critical
factor that is addressed in espmnage investigations. | the government agency that was

affected by the suspected espionage activity, which is known to the FBI as the “victim agency” has
to analyze and determine if continued access to sensitive information represents a threat to national
security.__ " istated that the victim agency make un.i decision and the FBI's
investigative strategy Would be adjusted accordingly. | said that the FBI would prefer
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a suspect remain in place on a non-alert basis while the investigation is conducted.| __ again
emphasized that the victim agency always has the last word in these cases and that the FBI prefers
the suspect be left in place but does not demand this to happen.

e |
©ouo)[_ , - .. “lthe Office of Inspector General that direct
knowledge of matters involving_ ?.ud that any information: ___had been obtained
second-hand through verbal briefings and discussions. | _ __{had no knowledge of

issues relating tc-E jspeciﬁcally, until late 1998 to early 1999 (e-gr -
7 7). Priorto thar tune,Lﬁ:ad attended several limited Briefings where there were
general discussions about Chinese espionagé matters. C first became aware of
issues relating to f___ . “hecess approximately| -

-

e——

(OUO) Z 7 ) ) _ _ __:'; informed the
Office of Inspector General that E aware that| “was polygraphed by the Department on
| o id initial review of this exam revealed that'™ =~ —_

However, upon quality assurance/control review by the Department and FBI polygraph supervisors,
_it was determined that an additional examination was required to resolve certain concerns. After
g _jooordinated with the FBI, the FBI conducted the | ' -

_j The results of D .
The results were discussed and coordinated among the FBI, Department Headquarters
and Albuquerque Operations Office counterintelligence and management officials, and LANL
management and security personnel. As a result,|

_that the Department temporarily suspend” “security clearance until the

investigatio:i was completed.
OUO).  haid because[ _ | . m
the LANL and Department decisions concerning] ﬂ_'}ccess and clearance. After,
_ _;in pushing
|in the determination

the FBI to cm‘l_lp_lete its investigation of C ,
_astowhetherl  __tlearance or access should be changed.  Junder the impression that
L _}ccess to classified information had been limited during the fifst stages of the FBI

investigation. | clearance and access were decisions that LANL had to make based upon

the requirements of the on-going FBI investigation. L ]mt know who within the Department
should have been involved in any decision making process regarding| clearance and access

determinations.’L_: i that thougl’ﬂr: - - A

S - ‘ _ibeen involved as a
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7011 the other side of the mvesuganon. i tmght
have more information regardmg who had authority and responsibility within the Department to
make access and clearance decisions r f)-ny m this matter.

l-——..

S ) |
(OUO) _. V" ] 7infonned the Office of Inspector General thﬂl[

time,[—}ecewed acall froml

E ) ‘jcbv:ﬂdnotrecallwhomadethestatemem,butltmsstatedthat

"] At that

“iwas for the purpose of pianning an interview of |

ej.ﬁmd that during the telephone call, it was determined
that after the interview, _;advxs_ed that
the polygmph was 10 be administered by[ _ : _ 3

©uo)__ _]um sine

(OUO) On{__ ' _ . The meeting was
designed to discuss the strategy for interview and polygraph of L J

(OUO) On]__ :
the conclusion of the interview. _

L _ there were some security concerns and would like f‘or
)  _JAccordingtol ) -
. Jhought polygraphs were intrusive, ' c e
E -ﬁn connection with an FBI i ﬁngmon. “Jhad passed that polygraph.
©ouo)[_ _Iwas introduced to the polygrapher. The polygraph was administered.
approximately thirty minutes later that during the pre-

polygraph bﬂef that|” _jadmmad to making foreign contacts, which _ " “had not previously
reported. "~ " Awas debriefed regardin the contact and appropriate
questions were asked during the polygraph regm-dmg the contact.

E . : j ]werepresent to mtemew[

ouoyon _ edtha | “Jand possibly
others.{ _ aid it was decided to o - '
id it was further decided tof____ Y
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e 7 as well. L_ Said the transfer was
accomplished to allow the FBI time to finish their criminal i investigation.

r@UO) On__ o “metwith] ___( During the meeting,
o complete their inquiry.
(OUO) L __lthat the FBI mtemewedl: ) ' According 1o

-— _the interview was a follow-up to the information obtained dunng the de debriefing in
December 1998

(OUO) On[ _ _ _participated in a conference call. _ ~ said the
participants were em"sgpose of
‘the call was to d:scussL_ ___clearance status, It was decided during the call to r
_theintentto[
: dxd not voice any objections. L_
_ :i coordinated the decision wuh)_ J_(
(OUQ) According to g eceived a call fro
- irecuved a call[ ;)thax the FBI Polyzraph Division had reviewed
ovoy[_ _said that based on the FBI review of the Department’s polygraph, the FBI
decided to attempt to polygraph}
_was polygraphed by FBI Headquarters. After the FBI reviewed the polygraph, it was
determined thaT _ T
- -
(OUO) On[ __enerto ' ] -
clearance be suspended. E' " had made a prior verbal request to[: _
prior to[ written request. : — .
(OUO) OL e - jclearance was suspended by the Albuquerque Operations
Office. E _} badge was taken andT “re-issued a new badge reflecting
no clearance. -
(OUO) Onl mtemewedr Jthat

i ;was present at the request of'” - ;_and the FBI. }' _jclearance status
remained ffie same. ~ -

(OUO) On[__ . “was again mtemewed by the FBI at
the FBI's Santa Fe office. | fthat dunng the i mtemew 7
cooperation with the FBI. <
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:"sa:d this was done after consitlting wrthL ;}ﬂd with the full

knowledge of the FBI. -

' o

[ o c) The Office Inspector General mtemewedL ~and reviewed a chrcnology of
events, repa_red in connecnon with KINDRED SPIRIT. Thé’followmg information was derived
from both ____ jinterview and chronology.

U0 [ )

] o - ' ]rece:ved a call
{ According tC C jhad
:_;(_e_(:eived an _egrliq call ﬁ‘on§J . X :l :p'ﬁrenﬂy,

L 1mmed1ate e action, ch _jiecxded to interview]
immediately. E | were to conduct the interview as a debrief upo

—J

(OUO) According td__ jwanted Department officials to ask{_ i
would be willing to take a polygraph based upon some security concerns. It was decided that
L

. . o _ __)immediately and try to
assist. However, they were not to L.
(OUO)C Jhag‘ a telephone conversation with[: ‘ '-]ater that day. F

_ . had not yet returned to work. A decision was made to attempt the
interview and polygraph onE aid that{: jhad demanded the
interview and polygraph be conducted as early as possible. __Jhad learned
that they, 2 )

Jo take a polygraph Asa result, someone from the Department 5 Albuquerque
Operations Office needed to request the polygraph. {_ - -
travel to LANL for the interview/polygraph on [__ , Jlso briefed

Jlater that afternoon and

informedL .-‘plans to go to LANL the following-day.

(ou0) On{_ arrived at LANL at 8:30 a.m. and met with

"J

) ‘ " ' ﬁb out 9:00 mi. to 9:30 a.m.

———
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fora debneﬁng L could not oﬁ'er the polygraph
until” “received permission from Department Headquaners specxﬁcaﬂ)’ fmmt_

jelephomcallz‘contacted both( _fo determine i xr " could
__be authorized to {__ _ita take the polygaph based on. seeunt} mncemshy the Depanm.m 5
Albuquerque Operauons Office. _ ' subsequenﬂy
__lofthe approval. -

(QUO)_  “was as polygraphed from [ _mentioned during this
time period thatin™~ " _earfier discussion withi™

g Qﬂ; ;d.ld on the pOIYSTaPh r

. uf the Department would pull or suspend clearance so LANL couid send
L . relayed this request ol L
(OUO) Upon completion of the] ' Bzud that ji
sent to get lunch and return later. At 4:00 p.m. E received a call from |
— _Jsde _ and they had asked
- 7access for 30 days while the matter was exanuned
' ‘ : " The access
strip on the back of{ _ ____badgewasto be modified and access was to be Withdrawn,
(s)0{0) % Someﬁme betweenE o “{of the FBI asked
— _ ufor help in obtaining the polygmph charts and video done by Wackenhut ~According
tol ‘wanted to review the charts. _and

determined tb£ —M given authorization to release the charts which were then in the
possession of]___ ) o o

-

OUO) On Jtelephonically contacteﬁ‘ ;to inquire about
clearance status because the 30 days were about o expire _iwas angry that
the Department’s Albuquerque Operations Office needed to know something zmmedxately

_.'what
: Bms happemngL ,xa.lso wanteg] to review the FBI interview summary from 2
ovof | _7abouc “Fonversation with'az_ . “jasked
_tocontact]_ - !to determine iff = ~ ~_ _iwith the extension.
L. - " Jthat the additional week was acceptable
(OU0) Onl _ = . :[)in a conference call{_
i According to[

_|the group that in absence of any new.information,{
no one had any new information or objections.
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According to! f_ Jstated there was no objection by the FBI's Albuquerque
Field Office. A letter from{ _{was to be sent that day.
ovoyool . " that the FBLwanted to
poiygraph | - - who conﬁrmea'( the FBI did want to re-
polygraph{_ ___ Reportedly, after the local FBI picked up the polygraph charts from [

lthey were sent to FBI Headguarters andf ~
] The FBI Headquarters review resulted in questions.
o "Tthat the local FBI want
polygraphE -ias quickly #s possible, and they hoped to do that during the week of
™ Tthat ~Thad aiready told, . -
however LANL and | Department Hea.dquarters had some ume asl\ __was completing work in

l

——

ouoy on_ . | ‘_}mfom Tthat,
agreed to take a polygraph OnE _ 3 learned from :

. | _]of the results.
(OUQ) At approximately 3:45 p.ﬁ. oni jwas contacted by
1. . . jndxcaxed thz.t{: Thadj just received a call from

hat was being done
regardmg the suspension of" 'Iciearance in light of the polygraph results. :

(OUO) According tol___

_]coul& review the polygrapher’s notes.

r_ _ - id it would probably not be until the following Monday
[ . _Joould review the material. {{ ~ _had been in contact
_ with the local FBI, and they were comfortable with this process. - -
OU0) On] _ . jspokemh[

. —Jlat the extent and sensitivity of the information possibly
divulged by] !based on a preliminary review of the notes of the polygrapher. As a resuit,
they wanted| -~ - clearance suspended immediately by the Department's Albuguerque
Operations Oﬁce However r '

7
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(OUQ) Later in the day, at approﬁmtdy 11:30 am,, ]:__ ';'spoke with_f:

T
1f clearance suspension would adversely affect the investigation. ~_pdvised that the - =
clearance decision was the Department’s call, and it wouid not eﬁ'ect the FBI investigation.
uo) on_. . '—?'and requested that LANL write
a letter of facts to support clearance suspension. [

frequesnng a suspension of L_
] As a result of the letter. E_ —]appropnate Personnel S:curity
individuals, [,
-
(OUO) [ 7 Was intervie;ved by the FBI o _ __] At the same
time an informal search of[: o ' HE’ B

___}that were not properly classified. This later became, in part, the basis fDl‘C_‘, .

-

oo .. _Jwas interviewed again by FBI personnel on f-

_Jthe FBI
chose not to do so. .

tOUO) On March 8, 1999, a letter from Department Headquarters to LANL recommended that

-

égUO) From 1996 to May 1998, the only reporting requirements for counterintelligence that
aware of was Department Order 5670.3. According toE

_ ] _thavall lab'dratory
counterintelligence personnel should interface directly withl, ] 7 Asoff_
To date, no directives have been
issued which delineate how or when the Depamnent 5 Operanons Offices are to be nonﬁed about
counterintelligence-related matters. | " }has taken

the position that if the FBI is involved in an ongoing criminal investigation, the Albuquerque
Operations Office will hold in abeyance any action until the FBI notifies them thar the criminal
investigation has ended.
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(©U0) __ ‘ 7} informed the Office of
Inspector General that in ther_ : _ _—'asmgnment needed to
bechanged. [ _assignment was slnﬁed‘— .

paid that mjieahng with{_

(OUO) In the last week of|_

___: As listed on the original travel request,[_' 7wa5 scheduled to[ _ ;.rwhile
on the trip. In addltion, a company named E i _

-

(OU0) [T ithought there wasa problem with the original travel request because, without
prior authorization from both LANL and the Albuquerque Operations Office, O

N ___5 Given the short notice
provided by [ _'subrmssmn of the travel request, it Was impossible to obtain the
necessary approvals. Because of this problem, | _ . -

4
©uoy . S
_j in order to discuss it. T— : }ha.red concerns about |
Jm addmon to the gmrt notice of the travel request given the required
approval process C that . _ to
try and _gjet the travel request processed becau i ‘ -
(OUO) One or two days before[ ‘ )

LANL Business Operations to confirm the approval process required for[_

"1 It was determined that paperwork from LANL and the Albuquerque Operanons Office
was reqmred, which meant that exther[ Jcould not go on the tnp or the travel request would
have to be changed.. From Business Operatio .

_ . explamed the situation and asked if
the{_ . _Jsaid tEat it could
The part about o ,
subsequently whited-out. ' _Tnot to accept reimbursement

for any travel costs After the changes had been made to the travel request the request was
accepted, andL _Iwent on the trip.
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©uo)[ “whiat
had happened with the travel request. C _Jwas already aware of the ! travel
request from {_ Imay have talked to| _ﬂp,bout the

travel.T Jseemed okay with the fact that. -‘went on the trip.

S

(0U0) [ noted that for most travel, the traveler nonnally informs his/her Team Leader,
but the formal approva! occurs at the Group Leader level. | _.does not know 'fi_ —Jvas
aware off i o was not aware of any other trips b

©ouo)

" found a note from [ , - .
o ' " subsequently talked with__
_provided further details that{ -

-
(OUQ) On one occasion aﬁerE

~ ) At ail other times thai|_
_while somebody physically brought E o
-
©uo)  Jnformed the Office of Inspector General that(_ as bricfed on the_ Jmater
in the spring of 1998 while serving- as “believes this occurred in
either April or May 1998. | conducted the briefing i m. ) , 1 At this
time,E
.. jha 3 had afready been bnefed L.. ) "Ihat there was some concern with
E 300355 was to remain in place and that\ “was to do nothing
to alert | -l of the pending FBI investigation. f *stated that the FBI did not feel that
they had a strong enough case to perform a sting operation and that the FBI had tried a few years

earfier but had failed. LANL Counterintelligence personnel were working with the FBI. There was
- no discussion regarding a possible change 1& Jfocus of work. ’ :Iwas advised to
keep them informed of any changes m 51gnments any travel 1 that ’;[may take, or
meetings/conferences that | _jaccess. In
addxtlonL jmd weekly informal meetings vm.h[ 1o keep‘-:_ .
ouo)_ _
' _Inot provided
with the reason for the removal, and} _ jnvolved in the decisionto (T -
_|subsequently mformedt i
tgathcred' 1‘belongmgs into six boxes. T-—" ] _:took several
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personal gg_tebooks\: believed contained technical information abou
__(The notes in these boo were\_—__ .

information. Subsequent to'

he

1
. —
OUO)~ Fecalled an incident in whick{
o provide[ _ ) ' o : The purpose of
the access was fo _ . jaccess into the area
based uponz k_jclearance. E B _lthat it was unlikely that} Jhﬂd any
_L_lgi_owiedge of the security issues thh[ _': Everyone was told tha!!: N Ewas ona
| J found out aboutE - :

7 ' this was
very awkward . __believes that both
believed that . ____of helping those people and not as a result
of potential access issues.[ __jnot believe that\:_ o - )
area again. o

L. Zo
©uoy_~ . _ _ o]
informed the Office of Inspector General that | o Envolvent regarding decisions made
aboutE ____iaccess and clearance. E' _\nvolvement pertained to periodic briefings, a
telephone call, and some limited discussions with Department Headquarters officials.
(OUO) Priortof ) N

. o i . __[Iattendance
were[ _ _ ' A

__{During the meeting, [ ‘ _Jthe

Depmﬁmt was not doing a very good job with counterintelligence efforrs at its laboratories and
that the FBI was going to be brought in. This meeting was for information only. .

©OUO) " | hreceived periodic briefings from:
,-

: _ _ihad
some awareness that something was happening regarding the] ___did not know the

details.[ _~was mostly informed about what the Albuquerque Operations Office was
bemg asked to do by Department Headquarters. !

(ouo) Sometime in]_ . received a telephone call from_
— o ' . __jhad
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received a telephone call from someone in the Albuquerque Operations Office (name unknown) -
informing LANL that they should move| o

*_Jsubsequently telephoned] I
clearance was terminated someume after this conversation; however, L :( believe that__ |
conversgt;on WlthE __(was the catalyst for the clearance termination. The purpose of

C __telephone call to[ _iwas to relay the mfcu-j::latwnI " had received from

) _inot know the spec:ﬁcv of the issues at hand. L Telied 1 upons
iemployees to properly handle thel” |

(OUO) Subsequent to the telephone call, | f ja meenng m(:

on other matters when
was invited to attend the meeting. The meetmg pnmmﬂy related to foreign visitors and

assngnments at Department laboratories. the meeting,|

___issue to other attendees; however [: derstand the specifics of the conversation
‘because of the code. The attendees included Headquarters counterintelligence geople and
Department Laboratory directors whomL ,,ould not recall. _invitation and
jnvolvement in this meeting was for general ‘informational purposes only.

(OUO) Also, subsequentto{ _ _ Jeall from and

asked tth — _ jiu
hand and proceeded to brief T j It was only at this point that|__ =~ __beganto
understand the serious narure of the[_

mana.ged to raise additional

uestionsin]_  _ such as what the FBI was doing mthr _and why was
__ being questioned. ,;‘ , could not provide those answers. -
and that there was a lack of closure

©Uo)[_ fecalled that sometime after] . T _:ﬁ'eceivec‘
a telephone call ﬁ’oﬁfE : -

-Cca.lled to inquire about theC - jhad a very
interesting background. {”~ then referred] ~Jo Department Headguarters for  briefing
without providing ' jvm.h any additional information. E as not aware of any
Department, , FBI or counterintelligence meetings held regarding th&_r_

— - _ -
(OUO) L - ke dhatitwas{_ ~Jto ensure thatl” e
handled properly.{ " IDepartment staff, LANL emplovees, the Department’s
countenntelhgence people and the FBI to ensure that this was done. [V; .

, 3 —; However E __people workmg on the issue that were far more educated about
E jcomplete confidence in the Department people working on the issue. When
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~ :
Department Headquarters directed the Albuguerque Operations Office to mUVef__ _fom ~
classified access, the Albuquerque Operations Office did so immediately.

(ouo) - _ . }was not directly involved in the termination off _ _]employment
or clearance, however] ~was made aware of it. ,: ~_jemployment was
terminated for violating ' " ] The violations were based upon what
E __Fiunderstan s was found during a search of] _ )

__1twas odd that there was a lengthy amount of time between[__

-

(Ouo) [ , __ did not believe that| eceived sufficient information from
Department counterintelligence or the FBI regarding th ___findicated that by
the time[__became aware of the issue, the FBL counterintelligence and Albuguerque Operations
staff wer?a.lready aware of it. The Albuquerque Operations Office was already implementing what
Department H%adquartem and the FBI wanted, and{_ : :

—

ouoy(_ _ that given the environment in which the Counterintelligence Office and
the FBI operate, the matter was handled typically. By that,] ~ ~meant that they typically
conduct their investigations and do not provide any information on fReir progress or findings to the
affected office unless they feel it is necessary. In the meantime, the Department stands down
because they have referred the matter to the FBL. The Department then provides assistance if

requested. According to] - _|this type of arrangement is typical, an __:!'come to
expect little more. contractor or Department Field Counterintelligence personnel typically
discussed issues directly with Department Headquarters. C?believes that there have likely been a
number of issues duringf o N “that the FBI or

counterintelligence has dealt with and[_ _:hoi known about it. :b-é.heves that better
coordination with investigative and counterintelligence issues with Department field offices would
help to resolve them in a more timely fashion.

Castel

in the KINDRED SPIRIT investigation urtil the Department and LANL admiristered a polygraph

o o _ “}his polygraph.
L _that the Department’s initial intent in_ __lvas to administer this polygraph in
Albuguerque in a controlled environment. However,| . . for
the polygraph so it was administered at LANL ni_wiat[ '
(ouo) _. was subsequently surprised when| )
_ , :about the prior relationship
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. ’ b &r 7 C_C) o
and contact betweelf .

—jsubsequemly discussed this matter with

- . -

Jsuggested that(”
and suggested_ er discussf :‘concerns witli the
EBL Someone at the FBI Headquarters then reviewed thel ‘ ]
FBI th ini . ) o
The en administered| _ ' | —

L ) i

) E jwas asked if the Office of Counterintelligence ever notified the Office of
Safeguards and Security about the KINDRED SPIRIT matter.| _

o “Jhad some interaction, buf_ }iid not know if
[ P the KINDRED SPIRIT matter.

C. Issue 3: Why f :[Secnrity Clearance and Access were not
Curtailed During this Period )

(OUO) The Office of Inspector General has formulated a number of observations with regard to
the facts and circumstances found during the inquiry. These observations serve as possible answers

to why{ ity clearance and access were not curtailed during the period. Additionally,
they address issies related to/ ~_Iwork assignments within} .

-(OUO) The inquiry found that from the nm{' _ . J
the following occurred with respect to[ ] jaccess, and work assignments: ‘

s (OUO) Thestatusofl_ _ | i

e (OUO) The starus of{_
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» (OUO) The status of_

3

(OUO) Thei further disclosed that Department and LANL officials took no meaningful
action regardin . ) - S
o Itwa.sleamed that wluletempormlyc_ _ o -
. facility on one occasion; (2) had a
; ) (3) attempted to have a box. of
cuments brought to_ | e box was discovered to contain one

unmarked classified document and was, therefore,[

(OUQ) We found indicators of inadequate communications at all levels. A misunderstanding of
terms relating to “limiting’ E Jaccess and “redirection” off_ jasmgnments may have
contributed to delays in action, or inaction, by senior MANZGETS. F er, several senior level
transitions were not structured so as to ensure that incoming Department and LANL officials were
fully conversant with ongoing counterintelligence matters, mcludmg details of the history and status
oﬁ_L earance, access, and work agsignments. Finally, senior managers and other key
personnel, apparently relying on their advisors or others, did not obtain sufficient confirmation that
directed actions had, in fact, been appropriately executed.

(OUO) The inquiry also found indicators of systemic and long-term management deficiencies. The
Department’s management structure, during the time, was such that many participants contended
that they had no direct responsibility for and, therefore, should not be heid accountable for,
decisions and actions relating to this matter. Additionally, senior officials did not ensure that the
positions taken by the Federal Bureau of Investigation, with regard to the suspect’s clearance,
access and work assignments, were clear and fully understood. Certain senior officials with direct
ement responsibility for LANL were not aware of, nor did they seek, essential information on

this matter and, Specxﬁcally, on the status o clearance and continued access
within j Finally, senior officials with intelligence or counterintelligence
responsibilities, who were also aware of the FBI's initial to leavet jposmon,
may not have adequately reassessed the status oft ﬁ:::‘m fOHOWlﬂSC

and the change in the FBI's position and, consequeatly, failed to respond in an
appropriate and timely manner.

(U) Analysis during the course of the inquiry revealed that several Department and LANL officials
had (1) a degree of responsibility regarding Department intelligence and counterintelligence matters,
or programmatic security; (2) a degree of understanding with respect to the status of the FBI's



.6, 7Ce)

request to keep L— jposmon, and, (3) a certain level of knowledge regardmgL j
clearance, access, or work assignments. These individuals incude:"

o | | T

(U) Office OfI’BPECtOr Genera.l has attempted to summarize the key issues, observations, and " -
findings reached during the inquiry. The matters at issue in this report span several years, involve
Department of Energy and federal law enforcement decision making at every level, and concern one
of the most sensitive allegations of espionage in this Nation's history. As indicated in the report, a

- number of systemic deficiencies in the Department’s organization and structure contributed to the
problems noted. With respect to the particular actions of the above named officials, review of the
details in the report and exhibits is crucial to a fll evaluation of this matter.

13 (U) This hsl 15 not intended to convey a hierarchy of responsibility for deficiencies. Rather, it is arranged
in l.he following order: (a) serior Department management at Headquarters; (b) Department program
officials at Headquarters; (c) Department field personnel: and (d) LANL personnel.
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~ VIL LIST OF EXHIBITS (U)
Exhibit A - Applicable Statutes, Laws, Procedures, and Guidelines (U)

Exhibit B - List of Department and LANL Pers.o?x'lglf"with
Corresponding Duties and Responslblhtm O
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- ExhibitA -

Apphcable Guidelines (U)

(U) This document provides a synopsis of statutes, laws, rules, regulations, procedures,
and other guidelines pertaining to (1) the U.S. Department of Energy’s intelligence and
counterintelligence functions, activities and programs, and (2) personnel security and

access to classified matters.

I  DEPARTMENT OF ENERGY'S (DOE) INTELLIGENCE FUNCTION (U)

(U) A series of statutes and Executive Orders provides legal authority for the conduct of
intelligence activities. Key intelligence fanction documents include: (A) National Security
Act of 1947; (B) Atomic Energy Act of 1954; (C) Executive Order 12333; (D) DOE’s
“Procedures for Intelligence Activities;” and (E) Supplement #5 to the DOE Procedures
for Intelligence Activities.

A. National Security Act of 1947 (50 U.S.C. 413) (U)
(U) The National Security Act provides the basic organization of the United States

- national security effort. The Act addresses, in part, the requirement to report intelligence
activities to Congressional intelligence committees.

B. Atomic Energy Act of 1954 (42 U.S.C. 2271) ()

(U) The Atomic Energy Act addresses, in part, the investigative jurisdiction for criminal
violations of the Act. Section 2271 reads:

(U) The Federat Burean of Investigation of the Department of Justice shall investigate
all alleged or suspected criminal violations of this Act.

C. Executive Order 12333 (United States Intelligence Activities), dated
December 4, 1981 (U)

(U) Executive Order 12333, provides guidelines for the conduct of mtemgence activities
and the composition of the Intelligence Community.

(D) As the designated Senior Inteﬂigence Officer (SI0), the Director of the Office of
Intelligence, pursuant to Section 1.7 of Executive Order 12333, shall, in part:

1. (U) Report to the Attorney General possible violations of Federal criminal laws by
employees and of specified criminal laws by any other person as provided in
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procedures agreed upon by the Attorney General, mamannerconsxstenthththe
protection of intelligence sources and methods, as specified in those procedures

2. (U) In any case involving serious or continuing breaches of security, recommend to
the Attorney General that the case be referred to the FBI for further mvestxganon,

and,

3. (U) Furnish the Director of Central Intelligence (DCI) and the National Security
Council (NSC), in accordance with applicable laws and these Procedures, the
information required for the performance of their respective duties.

(U) Additionally, pursuant to Supplement #2 to DOE Procedures for Intelligence
Activities, the Director of Intelligence, as the SIO, is responsible for reporting to the
Intelligence Oversight Board, the Director of the Central Intelligence Agency, the DOE
Inspector General, and the Office of General Counsel, concerning any counterintelligence
activities that may be unlawful or contrary to Executive Order 12333 or the DOE
Intelligence Procedures.

D. Department of Energy Procedures for Intelligence Activities, dated
October 19, 1992 (U)

(U) DOE’s Procedures for Intelligence Activities (Procedures) were approved by the
Attorney General and adopted pursuant to Executive Order 12333.

(U) The Procedures allow DOE Intelligence Components to conduct administrative
inquiries and investigations to determine the existence of clandestine refationships,

contacts with foreign intelligence services, and other hosule activities directed against
DOE facilities.

(U) Pursuant to the Procedures, “As soon as the DOE administrative inquiry or
investigation reveals clandestine activity or a relationship with foreign intelligence
services, the DOE Intelligence Component must promptly advise the FBI. The FBI will
* conduct and coordinate all subsequent counterintelligence or criminal investigative
activities regarding clandestine activities, suspect relationships or contacts with forexgn
nanonals at DOE facilities. 'IheFBIwilldetezmmewhethm"

1. (U) It will assume responsibility for continuing the mvetnganon, andlor

2. (U)Request that DOE Intelhgence Components assist the FBI in collectmg
additional information. ..

(U) Additionally, the Procedures state that the Heads of DOE and DOE contractor

elements that constitute or contain Intelligence Components shail in any case involving a

breach of security regulations and guidelines by either DOE or non-DOE empioyees,

Orecommend that the Director of Secunty Affairs take appropriate investigative action.
A-2
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(U) The Procedures provide the following reporting requirements:

1. (U) Each employee of 2 DOE Intelligence Component shall report any questionable
activity to the Director of the Office of Intelligence and to either the General
Counsel or the Inspector General. The Director of the Office of Intelligence shail
report any questionable activity to the General Counsel and the Inspector General.

2. (U) The Heads of DOE and DOE contractor elements that constitute or contain
Intelligence Components shall report any questionable activity within the element to
either the General Counsel or the Inspector Gene: l and to the Director of the
Office of Intelligence.

3. (U) The General Counsel and the Inspector General shall promptly report to the
President’s Intelligence Oversight Board all activities that they have reason to
believe may be illegal or contrary to Executive Order, Presidential directive or
applicable DOE policy, including these Procedures.

E. Supplement #5 to the DOE Procedures for Intelligence Activities, dated
June 10, 1999 (U)

(U) Supplement #5 to DOE Pracedures for Intelligence Activities announced a
reorganization of the Office of Counterintelligence and the Office of Intelligence pursuant
to Presidential Decision Directive/NSC-61 (PDD-61), dated February 11, 1998. Pursuant
to Supplemental #5, PDD-61 directed the establishment of an independent Office of
Counterintelligence reporting directly to the Secretary of Energy and the re-establishment
of an independent Office of Intelligence, also reporting directly to the Secretary.
Supplement #5 further states that management responsibility for both offices have been
delegated by the Secretary to the Deputy Secretary. Supplement #5 states that PDD-61
does not permit this responsibility to be firther delegated.
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I.. DOE COUNTERINTELLIGENCE PROGRAM (U)

(U) Key counterintelligence function documents include: (A) DOE Order 5670.3;

(B) Counterintelligence Procedural Guide; (C) Intefligence Authorization Act; a:'nd .
(D) 1992 Memorandum of Understanding between the Federal Bureau qf Invesug'auoz}
and Department of Energy, (E) Supplemental Agreement to the University of California
Contract for the Management of the Los Alamos National Laboratory.

A. DOE Order 5670.3, Counterintelligence Program, dated September 4, 1992 (U)

(U) The Order states that the Field Office Manager shail designate a Federal employee to
serve as a Field Office Counterintelligence Program Manager (CIPM). The Onz.ie_r.ﬁmher
states that the CIPM has direct access to the Field Manager for sensitive CI activities or
issues. Pursuant to the Order, the CIPM is authorized to conduct inquiries and
administrative investigations in the fulfillment of the CI mission. The Order states that
when an inquiry or administrative investigation provides reason to believe that there may
be a basis for an espionage investigation, the matter will be immediately referred to the
Federal Bureau of Investigation. .

(U) The Order states, in part, that the Director of Counterintelligence shall:

1. (U) Conduct counterintelligence inquiries and administrative investigations based
on indicators of the existence or presence of espionage;

2. (U) Advise Office of Security Affairs and the cognizant Program Secretaria'l Officer
(PSO) of Cl investigation or inquiries into matters that might have a potential
impact on DOE safeguards and security interests; and ‘

3. (U) Establish and maintain liaison with SA-I and PSO’s to facilitate the.exchang'e
and discussion of information regarding CI and/or safeguards and security related
activities which may fall within the purview of both offices. ' '

(U) The Order further states that the Director of Security Affirs shall, in part,:

1. (U) Advise the Office of Intelligence of security investigations or inquiries into

matters having a potential impact on DOE/CI matters. SRS

2. (U) Administer the program for the conduct of preliminary internal investigations of
unlawful disclosures of classified information. .

(U) The Order states that the Field Office Counterintelligence Program Manager shall
notify the Director of Intelligence within 24 hours of all incidents involving suspected or
identified foreign intelligence activities and all incidents involving suspected or identified
technical penetrations affecting persons or facilities under their jurisdiction.
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B. Counterintelligence Procedural Guide, dated November 1995 (U)

(U) The DOE Counterintelligence Procedural Guide (Guide) contains detailed operating
procedures for use by the DOE Counterintelligence Organization. The Headquarters
Counterintelligence Division has established an operational organization consisting of
three major components: the HQ element (HQ/ECTI), i.e., Headquarters Energy
Counterintelligence Division, which provides oversight, guidance and liaison at the
national level; the CI Program Managers (CIPM) who provide oversight guidance at the
Operations/Field level; and, the Contractor Counterintelligence Officers (CCIO) who are
responsible for CI programs at the Iccal facility level.

(U) The Guide requires that once C] identifies elements of espionage, then the CI office
ceases any further inquiry, notifies the FBI, and then provides support to the FBI if
requested. ' :

(U) It should be noted that the Guide does not require CI personnel to coordinate CI
matters with DOE Office of Safeguards and Security. However, DOE Order 5670.3
which is attached to the Guide, requires coordination between the Director of CI and the
Office of Safeguards and Security.

(U) The Guide states that Administrative Inquiries (AI) are conducted to obtain
information confirming or refiting allegations or information indicating a DOE contractor
or federal employee may be or have been involved in or subject to covert collection of
information by a foreign intelfigence service. Als can be conducted by CIPMs, CCIOs, or
Energy CI personnel. One of their responsibilities while conducting an Al is to idenrify
indicators of potential espionage. Ifindicators exist, it is their responsibility to
immediately refer the case to the FBI and provide assistance as needed.

C. Intelligence Authorization Act, “Coordination of Counterintelligence Activities,”
dated October 14, 1995 (50 U.S.C. 402a) (U)

(U) Section 811 of the Intelligence Authorization Act requires DOE to immediately advise
the FBI of any information, regardless of its origin, which indicates that classified
information is being, or may have been, disclosed in an unauthorized manner to a foreign
power or an agent of a foreign power.

D. Memorandum of Understanding between the Federal Bureau of Investigation
and the Department of Energy, dated October 7, 1992 (U)

Purpose (U}

: The MOU states that its purpose is to define procedures that are mutually
acceptable to the FBI and DOE regarding the conduct and coordination of
counterintelligence activities and investigations invoiving DOE programs, facilities, or
personnel in the United States. Specifically, the MOU defines DOE’s investigative
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support to the FBI and prowdes procedures for ooordmanng FBI mvesngatlons of DOE
referrais of alleged or suspected counterintelligence activities.

DQOE Assistance to FBI (U)

The MOU states that DOE will assist the FBI foreign counteﬁntelliggnce
investigations and activities to the extent of their authorization under Executive Order
12333 and the Atomic Energy Act of 1954, as amended, by notifying the FBI promptly of
information or allegations of counterintelligence significance regarding past or present
DOE personnel. The MOU states that this may include, but is not lmnted to the
following:

1. Any statement, conduct or other behavior by present or former DOE
personnel, or other individuals about whom DOE obtains information, which
indicates that the individual is, or may be, an agent of a foreign power, or a target
of a foreign power, or any other entity, foreign or domestic, attempting to illegally
obtain classified or sensitive DOE information.

2. Any information or allegation which reasonably indicates that present or
former DOE personnel, or other individuals about whom DOE obtains information,
have made or have attempted an unauthorized contact with an agent of a foreign
power.

3. Any information or allegations regarding the targeting and/or compromise
of DOE information and/or facilities by a foreign power or their agents. -

The MOU states that when a DOE administrative investigation discloses ’
information or allegations of possible intelligence activity or unauthorized contact on the
part of DOE personnel with a foreign power, the matter will be promptly referred to the
FBI. It further states that if the FBI declines primary investigative jurisdiction, DOE may
elect to continue to pursue necessary leads as appropriate to resolve the allegation or
facilitate admimstrative sanctions.

, The MOU states that “This MOU is not intended to affect DOE’s authority to
conauct administrative investigations or inquiries related to DOE personnel or facilities.
While the DOE may take appropriate administrative, disciplinary or other action at any
time in connection with a DOE employee whose activities are reported to the FBL, DOE
will coordinate with the FBI in advance of any intended action, to avoid prejudicing atry
ongoing or pianned FBI investigative effort or criminal prosecution.” .
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EBI and DOE Coordination (U)

The MOU states that the point of contact for coordination of referred matters will
be the Office of Counterinrelligence, DOE, and the Intelligence Division, FBI. The MOU
further states that the FBI will “keep DOE informed of pertinent developments in DOE
referred cases being investigated by the FBL” The MOU states that following a DOE

referral to the FBL, DOE will fuily coordinate all fiture investigations or administrative
action related to the referred information with the FBL

The MOU states that FBI field offices will continue to conduct liaison witi: DOE
field offices and needs and requests for assistance and/or technical services will be
conducted at a local level unless circumstances dictate otherwise.

The MOU states that both agencies will mutuaily exchange information or
a.llegatxons concerning agents of foreign powers whose conduct indicates an attempt to
obtain information regarding DOE personnel, facifities and/or programs. The DOE and
the FBI's headquarters and field offices may directly request and receive information of
the other regarding foreign powers’ intelligence activities directed at DOE.

. “he MOU states that “In matters of extreme sensitivity, the dissemination of the
- information within the receiving agency may be subject to restrictions agreed to berween
the parties.”

E. University of California Contract to Manage the Los Alamos National
Laboratory, dated October 1, 1997 )

(U) A Supplemental Agreement (Supplement) to the University of California Contract for
the Management of the Los Alamos National Laboratory became effective October 1,
1997. The Supplement requires the Contractor Counterintelligence Officer to u:nmedxately
report counterintelligence concerns to the DOE Headquarters Counterintelligence
Division [NOTE: The Supplement does not provide specifics on counterintelligence
procedures.]
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: IIl. PERSONNEL SECURITY AND ACCESS TO CLASSIFIED MATTERS (U) -

(U) Key security function documents include: (A) 10 Code of Federal Regulations 710;
(B) DOE Order 472.1B; and (C) DOE Order 471.2A, Information Security Program.

A. 10 Code of Federal Reguiations, Part 710, “Criteria and Procedures for
Determining Eligibility for Access to Classified Matter or Special Nuclear
Material,” date July 8, 1994 (U)

(U} The Coc'e of Federal Regulations (CFR) identifies security regulations that pertain, in
part, to the: (1) suspension of access authorization; and (2) the responsibilities of the
Local Operations Office Director of Security, the Operations Office Manager, and the
Director, Office of Safeguards and Security, when information is obtained which may
create a question as to an individual’s eligibility or continued eligibility for access
authorization.

(U) The CFR provides, in part, the following examples of “derogatory” information that
may create 2 question as to an individual’s efigibility:

1. (U) Committed, prepared or attempted to commit, or aided, abetted or conspired
with another 1o commit or attempt to commit any act of sabotage, espionage,
treason, terrorism or sedition.

2. (U) Failure to protect classified matter or safeguard special nuclear material or

violated or disregarded security or safeguards regulations to a degree, which would
be inconsistent with the national security.

(U) The CFR states that once derogatory information has been established, the Local
Director of Security will authorize an interview of the individual or request other
appropriate actions. If the question as to eligibility is not resolved, the Local Director of
Security will submit the matter to the Operations Manager (Manager). A decision by the
Manager shall be rendered within 10 days of receipt. If the Manager agrees that
derogatory information is present and that appropriate attempts to resoive the derogatory
information has failed, the Manager shall forward the individual case history to the
Director, Office of Safeguards and Security, with a request to conduct an administrative
review. If the Manager believes derogatory information has been favorably resolved, then
the Manager shall grant access authorization to the individual.

(U) The CFR further provides that following the Manager’s decision, the Director, Office
of Safeguards and Security, may take one of the following options: (1) authorize the
granting of access authorization; (2) began the administrative review process; or (3) take
other action as the Director, Office of Safeguards and Security, deems appropriate. The
Director, Office of Safeguards and Security, must make one of these options within 30
calendar days of receipt of the case unless an extension is granted.
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(U) Pursuant to the CFR, if the question as to the individual’s continued eligbility for |
access authorization is not resolved in favor of the individual, the Local Director of
Security will submit the matter to the Manager with a recommendation that the
individual’s DOE access authorization is suspended pending a final determination. Within
two working days of receipt of the recommendation to suspend, the Manager shall review
the matter and authorize continuation or suspension of access authorization. The access
authorization of an individual shall not be suspended except by the direction of the
Manager. This authority may be delegated to the Acting Manager. The Manager shall
immediately notify the Director, Office of Safeguards and Security, of the action and the
rea-on(s). The Manager shall also submit a request for authority o conduct an
administrative review proceeding within 10 calendar days of the suspension. A duplicate
copy of the explanation shail be supplied to the Personnel Security File, and the Director,
Office of Safeguards and Security.

(U) The CFR states that upon suspension, the individual, his employer and any other DOE
Operations Office or known government agency where the individual holds an access
authorization, shall be notified immediately. The notification shall be in writing to the
individual and shall specify in general terms the reason(s) why the suspension has been
effected. Pending final determination of individual’s eligibility, the individual shall not be
afforded access to classified matter, special nuclear material, or unescorted access to

- security aress that require the individual to possess a DOE access authorization. The
Manager shall, within 10 calendar days of the suspension date, submit a request for
authority to conduct an administrative review proceeding, accompanied by an explanation
of its basis.

(U) The CFR states that the Manager shall prepare a notification letter, approved by the
local Office of Chief Counsel or the Office of General Counsel for Headquarters cases, for
delivery to the individual within 30 days. The letter shail provide, in part, that: (1) reliable
information has created 2 substantial doubt concerning the individual’s eligibility for
access authorization; and (2) eligibility can be regained either by the Manager based on
information in the case file, or by personal appearance before a Hearing Officer.

B. DOE Order 472.1B, Personnel Security Activities, dated March 24, 1997 (U)

(U) The Order states, in part, that the Head of Headquarters Elements shall provide
written notification to the Director of Safeguards and Security of the condition within two
working days of becoming aware of derogatory information.

(U) The Director of Security Affairs renders final determinations to grant or deny,
reinstate or revoke DOE access authorization under 10 CFR 710.

(U) Attachment 1 to DOE Order 472.1B (Attachment) prescribes requirements,

restrictions, and other procedures necessary for DOE contractors with regard to personnel

security activities. The Attachment states, in part, that contract officials are to verbally

notify DOE officials followed by a written notificarion within 10 working days of when
A-9



made aware of information of personnel security interest. The information must be
characterized as reliable and relevant and create a question as to the individual’s access
authorization eligibility as exemplified in 10 CFR 710.

(U) The Attachment states that the cognizant DOE office shall notify the contractor in
writing when an employee’s access authorization is suspended-or denied. Upon receipt of
such notification, the contractor is responsible for ensuring that the individual is preciuded
from access to classified matters.

C. DOE Order O 471.24, Information Security Program, dated March 27, 1997 (U)
(U) The Order establishes an Information Security Program for protection and control of
- sensitive information. The Order requires the Director of Energy Intelligence to

coordinate with the Office of Security Affairs concerning security issues, to include
espionage and possible or potential compromise of intelligence-related information.
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LV AIUASDLIT L) Exhibit B
All portions of this exhibit are UNCLASSIFIED oL

List of Personnel, with Corresponding Duties and Responsibilities -
This document lists individuals from the U.S. Department of Energy (Department) and
Los Alamos National Laboratory (LANL) involved in the key events outlined in Office

of Inspector General inquiry I99HQO10. Positions, titles, and general duty descriptions
were obtained during interviews with these officials and a review of selected personnet

-
L U.S. DEPARTMENT OF ENERGY EEADQUARTERS b é’, 7 CL’)

[ —

Duties: E

L |

M:E

|

! An April 1, 1998, reorganization changed NN-35 to the Office of Counterimelligence (CN-1).
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