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Background & Goals ¢
A

= Mobility is now pervasive =
 Critical to attracting new talent
« Critical to modern mission delivery
« Opting out is not viable

= A common approach to securing devices is needed

« Devices and device options vary y
— New devices are always “en route” Y
: 5
« Goals remain the same -
— Provide functionality ® [

— Protect corporate information
— Provide assurance device and users are following the rules
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Background & Goals

= Checklist is designed to take you from “Zero to
Hero”

= Checklist spans many areas impacted by
mobility

= Designed to be repeatable regardless of
technology

« “Device Agnostic”

= Doesn’t solely rely on technology to mitigate risk

Lawrence Livermore National Laboratory L pres sassi



= ® ° &
- i w8
Areas to Consider 2] Ne =

= Start with use cases
« Have to understand how the devices are to be used
- Be sure to capture edge cases

= |dentify the Risks and Mitigations

« Perform a risk assessment
— Identify technical and administrative controls

« Pay particular attention to information protection and
migration

« Review and update existing mitigations

= Review policies
- Add/update where needed to support controls
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Areas to Consider

= Review training
- Add/Update where needed, find and fill gaps
« Users need to know expectations and requirements
- Ensure training aligned with policies and mitigations

= Device Management
= Device Verification

= Device Lifecycle
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Areas to Consider

= AV solution
« Some devices support and need AV e.g. Android

= Application deployment model
« Controlled or free-for-all

= Synchronization

« What is permitted

« Understand the security implications of
— Cloud synchronization
— Desktop synchronization
— Ad-Hoc synchronization

Lawrence Livermore National Laboratory LLNL-PRES 543811



Device Management

= Select device operation model
- Sandbox, whole device or hybrid

= Select and implement MDM solution

= Select security settings to match technical
controls

« Review existing guides (NSA, DISA, ...) — often easier
than starting from scratch

- Tailor to meet needs

= Validate implementation of controls
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Device Verification

= Audit Configuration
« |s device operating within bounds
« Are security settings still in effect
 Are applications within corporate limits

 Trust but Verify
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Managed and compliant:

Accessto allinformation allowed for
consumptiononsmartphones

Managed but non-compliant:

a) manage deviceto be comphiant
less oritical informationa nd Atcessto noneor leag aticalinformation

D) accessto lessc
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Mobile device policy

Unmanaged and non-compliant:
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Device Lifecycle

= Devices have a life of 18 months or less

= Corresponding procedures/processes

« Device provisioning procedure
— Procurement/Enrollment/Provisioning

« Device reuse procedure
- Device software update procedure
« Device disposal procedure

« New (model/version) device procedure
— Acceptance/validation
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Policies to consider

= Use of the camera e

= Use of voice recording

= Application purchases i
- Market/store purchases e
« In-App purchases =
- Free apps

= |ncidental use

= Encryption at rest

= Autoconnect to Wi-Fi

= Use restrictions

= File sharing/use of cloud services
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Policies to consider
= Bluetooth B—

- T =

« Discoverable
« Limits on devices paired with

= VPN use and impact

= Password

= Lost or Stolen device reporting and actions

= Physical security when not in use

= Connection of device to non-corporate devices
= Location services

= Storage and transmission of sensitive information
- Alternate data paths: Email, Cloud, etc.
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Risk Management

= Device Access (lost devices) = Malicious Code
« Off-network « Apps with extra access/features
S e vork « Apps with overt access/features
I o5 atternpt « Apps with incomplete security
« Forensic access = Security Settings
« Jailbreak/Hack + Bugs in vendor implementation
« User removes settings
= Device and Data access = Data Loss Prevention
« Single User or All users model « Copy and Paste
« Bluetooth  Attachment sharing
« MITM — SSL, Wi-Fi, etc. « Email data migration
« Incomplete encryption + Cloud Storage
= Hot Mic
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Beginning Security Settings " Tgg’

= Device diversity drives general suggestions
= Prevent easy removal of corporate security settings

= Password
 strength, reuse restrictions, change interval

= Device auto-lock

= Encrypt device backup

= Enable remote wipe/locate/lock

= Enable device encryption

= Corporate VPN and Wi-FI configuration
= Disable cloud storage and backup
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Application provisioning
= Centrally provisioned Apps

= Application approval

- Understand

— business need
— functions and connections, overt and hidden

- Evaluate source (Author)
« White or Black list

Application Purchase account & process
« Corporate or Personal persona
« Re-imbursement process

Application Source
« Pushed? Market/App store? Corporate App Store?
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So you want BYOD?

= BYOD - repeat the checklist
« Make sure you understand what BYOD means to you
« What level of processing is acceptable in BYOD?
« How does that impact information protection?
« Update use cases
« Update risk assessment
- Update policies, training
« Review MDM solution, Security settings, ...
« Consider sandbox to protect information
« Device Lifecycle
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Application Development

= Mobile device application development is a new
discipline
« Guidance is evolving

— Perform Risk Assessment
— Develop secure coding, testing and acceptance process

= Secure the App, make it self-defending
« Use integrity checks of the application and the device

« Protect (encrypt) any data or credentials stored on the
device

= Consider the distribution channel

« Do you want just anyone downloading and interrogating
your App?
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Mobile App Hacking 101

= Devices hacked or jailoroken

= Framework installed to hide device compromise
from apps with compromise detection

= Apps then run with debugger attached

= App internals, security code (and exploit) then
published to hacker social networks

= Developer patches App

= Repeat...
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Questions?

My contact information:

Lee Neely, CISSP CCUV
Email: neelyl @linl.gov
Phone: (925) 422-0140
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