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CAUTIONARY NOTE 
INTENDED SCOPE AND USE OF THIS PUBLICATION 

The guidance provided in this publication is intended to address only the management of cybersecurity-
related risk derived from or associated with the operation and use of information technology and 
industrial control systems and/or the environments in which they operate. The guidance is not intended 
to replace or subsume other risk-related activities, programs, processes, or approaches that Electricity 
Sector organizations have implemented or intend to implement addressing areas of risk management 
covered by other legislation, regulation, policies, programmatic initiatives, or mission and business 
requirements. Additionally, this guidance is not part of any regulatory framework. Rather, the 
cybersecurity risk management process guidance described herein is complementary to and should be 
used as part of a more comprehensive enterprise risk management program. 
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1. Introduction 193 

Electricity is widely recognized as a basic necessity for all citizens.  It powers economies, consumer 194 
conveniences, national security capabilities and industrial production to deliver competitive advantages in 195 
global markets.  Electric power systems are rapidly becoming the target of cyber terrorists, criminals, and 196 
industry insiders.  Whether caused willingly or unknowingly, damage to these systems can have a direct 197 
effect on the economic and national security interests of all nations.1 198 
 199 
Over the past few decades, the Electricity Sector has become increasingly dependent on digital 200 
technology to reduce costs, increase efficiency and maintain reliability during the generation, 201 
transmission and distribution of electric power.  The information technology2 (IT) and industrial control 202 
systems3 (ICS) that utilize digital technology could be as vulnerable to malicious attacks and misuse as 203 
other technology infrastructures.  The defense of this integrated power system requires constant vigilance 204 
and expertise.  This is because ICS are now being integrated with traditional business IT that provide 205 
corporate services; data and information produced in the operation of ICS increasingly used to support 206 
business decision making processes.  This has been witnessed with the introduction of Transmission 207 
Control Protocol/Internet Protocol (TCP/IP) networking technology in ICS devices, connection of 208 
operations systems to back-office and Internet-connected networks, and the development of home-level 209 
and distribution systems automation that crosses the line between traditional operations and “public” 210 
networks.  Emerging technologies that drive the Smart Grid will add even more IT to energy management 211 
systems, ICS, and business systems.  These innovations will provide utilities and Electricity Sector 212 
organizations with more control of devices and information throughout the grid.  Organizations4 in the 213 
Electricity Sector will depend on these integrated IT and ICS to successfully carry out their mission and 214 
business functions. 215 
 216 
Historically, ICS were composed of proprietary technologies with limited connection to an organization’s 217 
corporate networks or the Internet.  In today’s world, the efficiencies of Commercial Off-the-Shelf 218 
(COTS) hardware and software platforms, interconnected public and private networks, and remote 219 
support are moving organizations from an isolated environment into a global, interconnected 220 
environment.  Thus, Electricity Sector organizations recognize these efficiencies represent new 221 
cybersecurity risks that were not present in their isolated environment.  The evolution of ICS from 222 
proprietary to COTS platforms, has also introduced Electricity Sector organizations to new cybersecurity 223 
risks as illustrated by targeted malware against COTS platforms in the IT sector.  Consequently, ICS 224 
deployed to support mission critical operations in the Electricity Sector can potentially be compromised 225 
and result in significant negative impact on operations. 226 
 227 

                                                      
1 This is the Electricity Sector Critical Infrastructure defined by Homeland Security Presidential Directive (HSPD) – 7 Critical 
Infrastructure Protection Plans and the Canadian National Strategy for Critical Infrastructure. 

2 IT is a discrete set of electronic information resources organized for the collection, processing, maintenance, use, sharing, 
dissemination, or disposition of information.  In the context of this publication, the definition includes interconnected or 
dependent business systems and the environment in which they operate (i.e., people, processes, technologies, and facilities). 

3 An ICS is a set of hardware and software acting in concert that manages the behavior of other devices in the electrical grid.  

4 The term organization describes an Electricity Sector organization of any size, complexity, or positioning within an 
organizational structure (e.g., any independent company that is a stakeholder in the grid operation) that is charged with carrying 
out assigned mission and business processes and that uses IT and ICSs in support of those processes. 
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All IT and ICS have vulnerabilities that are subject to threat actors5 who either intentionally or 228 
unintentionally (accidently) disrupt organizational operations, take revenge for perceived wrongdoings, or 229 
have means to perpetrate acts of terrorism.  The increase in potential vulnerabilities, resulting from the 230 
use of COTS platforms, coupled with an increasing threat environment, results in increased risk to the 231 
Electricity Sector.  The increasing number of vulnerabilities as well as the interconnectedness of systems 232 
could serve as a blueprint for attackers who wish to 233 
access controllers, safety systems, critical decision 234 
data, support systems, and physical and 235 
cybersecurity systems.  This can cause damage to 236 
an Electricity Sector organization’s assets or 237 
individuals, and can even compromise the reliable 238 
delivery of electricity.6 239 
 240 
The establishment and continued refinement of 241 
enterprise risk management (ERM) programs, 242 
policies, and processes to prepare for, react to, and 243 
recover from adverse cybersecurity events must 244 
continue to be a high priority for the industry.  245 
Although the electricity delivery system has not yet 246 
experienced widespread debilitating cyber attacks, its reliance on the previous strategies of physical 247 
separation between the ICS environment and the business and administrative networks is no longer 248 
adequate to satisfy today’s mission and business needs.  This guideline provides a methodology that 249 
organizations can implement to manage the increased risks that these new technologies are introducing 250 
into the Electricity Sector. 251 
 252 
The role of managing cybersecurity risk7 from the operation and use of IT and ICS is critical to the 253 
success of organizations in achieving their strategic goals and objectives, including resiliency, reliability, 254 
and safety.  This guideline is designed to build on an organization’s existing cybersecurity policies and 255 
procedures, help organize and clarify risk management goals, and provide a consistent approach in which 256 
to make risk decisions.  This guideline will provide vendors and supporting organizations a vision into the 257 
cybersecurity challenges of the Electricity Sector and aid in developing secure solutions. 258 
 259 
The successful application of this guideline will result in the ability of an Electricity Sector organization 260 
to: 261 
 262 

• Effectively and efficiently implement a risk management process (RMP) across the whole 263 
organization; 264 

• Establish the organizational tolerance for risk and communicate throughout the organization 265 
including guidance on how risk tolerance impacts ongoing decision making; 266 

• Prioritize and allocate resources for managing cybersecurity risk;8 267 
                                                      
5 For additional information, see US-CERT Cyber Threat Source Descriptions. 

6 The North American Electric Reliability Corporation (NERC) Reliability Functional Model provides the framework for the 
development and applicability of NERC’s Reliability Standards. 

7 Unless otherwise stated, references to risk in this publication refer to cybersecurity risk derived from the operation and use of 
organizational systems including the processes, procedures, and structures within organizations that influence or affect the 
design, development, implementation, and ongoing operation of IT and ICS. The aggregation of different types of risk across the 
organization is beyond the scope of this publication. 

8 Resources is defined as money, materials, staff, and other assets that can be utilized by an Electricity Sector organization in 
order to meet its mission and business objectives. 

The highly publicized Stuxnet threat is an example of 
how a complex threat can be crafted using elements of 
vulnerabilities within the Windows operating system 
to reach into an ICS management application, running 
on a COTS platform, and penetrate a managed 
element of the ICS (in this case, a programmable logic 
controller). Stuxnet can be considered a game changer 
because this type of threat blends social engineering 
with the use of the additional attack vector of USB 
drives, commonly used in plant maintenance 
practices, COTS vulnerabilities, and ICS application 
vulnerabilities to directly compromise a much targeted 
physical control device. 
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• Create an organizational climate in which cybersecurity risk is considered within the context of 268 
the mission and business objectives of the organization; and 269 

• Improve the understanding of cybersecurity risk and how these risks potentially impact the 270 
mission and business success of the organization. 271 
 272 

To successfully execute organizational mission and business functions in the Electricity Sector with IT 273 
and ICS processes, leadership must be committed to making risk management a fundamental mission and 274 
business requirement.  Understanding and handling cybersecurity risk is a strategic capability and an 275 
enabler of efficient and sustained mission and business objectives across all Electricity Sector 276 
organizations. In the context of this document, the use of the term risk management will imply 277 
cybersecurity risk management unless specifically qualified as ERM.  278 
  279 
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2. Cybersecurity Risk Management Overview 280 

Electricity Sector organizations deal with risk every day. As a result, these organizations must develop 281 
processes to evaluate the risk of any activity, then mitigate or accept the risk as a cost of operating and 282 
carrying out their mission. To this end, these organizations have developed enterprise risk management 283 
processes and strategies to define how they will address the inherent risk in accomplishing their missions.  284 
  285 
Risk management is defined as the program and supporting processes used to manage cybersecurity risk 286 
to an organization’s operations. 9  In order to effectively perform risk management, an organization must 287 
have a thorough understanding of their people, processes, and technology, as well as an understanding of 288 
how they enable the mission and communication throughout the organization. It is critical to not only 289 
understand the processes but also to enable the communications that facilitate information sharing. In this 290 
model, we utilize a three-tier approach to integrating the Risk Management Plan (RMP)  within an 291 
organization. Risk management is a continuous process, and one that needs to be regularly evaluated to 292 
ensure the latest threats, vulnerabilities, and mitigation strategies are addressed.  293 
 294 
The model presented in this document is meant to take this routine process and formalize it to ensure that 295 
risks are identified appropriately and responded to in a way that best carries out the mission of the 296 
organization. This is a shared responsibility at every level in the organization, from daily operations to the 297 
most senior executives in the organization. 298 

2.1 RISK MANAGEMENT MODEL 299 

The risk management model10 presented in this document is a three-tiered structure that provides a 300 
comprehensive view for the Electricity Sector organization on how risk management activities are 301 
undertaken across an organization. This structure is simple enough that it can be applied to any Electricity 302 
Sector organization regardless of size or operations. The three tiers of the risk management model are: 303 
 304 

• Tier 1: Organization; 305 
• Tier 2: Mission and Business Process; and 306 
• Tier 3: Information technology (IT) and industrial control systems (ICS).  307 

 308 
A key component of the risk management model is the identification of mission and business processes 309 
and the communications between well-defined organizational boundaries.  Decisions being made within 310 
one organizational mission or business unit could have an effect on the rest of the organization's units.  311 
The model is meant to be applied using a “top-down” approach, where the activities an Electricity Sector 312 
organization starts from a strategic focus in Tier 1 and shifts to a tactical focus in Tier 3. Figure 1 313 
illustrates the tiered risk management model and once complete reflects an organization’s cybersecurity 314 
risk management strategy11  and its risk evaluation.12  315 

                                                      
9  Adapted from CNSSI-4009. 

10 NIST Special Publication (SP) 800-39, Managing Information Security Risk, provides the definition and the foundational 
methodology used in this document. 

11 A risk management strategy includes any strategic-level decisions on how risks to an organization’s operations, assets, 
individuals, and other organizations are managed by senior business/executives. 

12 Risk evaluation is a component of the risk assessment element in which observations are made regarding the significance and 
acceptability of risk to the organization. 
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Figure 1: Risk Management Model 316 

2.1.1 Tier 1: Organization 317 

Tier 1 addresses risk from an organizational perspective by establishing and implementing governance 318 
structures that are consistent with the strategic goals and objectives of the Electricity Sector organization. 319 
Governance13 structures provide oversight for the risk management activities conducted by an 320 
organization. The risk management decisions at Tier 1 provide direct inputs to the activities carried out at 321 
Tier 2 and Tier 3. The Tier 1 risk management activities may include: 322 
 323 

• Establishing and implementing a risk governance structure; 324 
• Prioritizing mission and business functions that drive investment decisions; 325 
• Establishing the organization’s risk tolerance; 326 
• Defining techniques and methodologies for assessing cybersecurity risk; 327 
• Defining risk constraints and requirements; 328 
• Establishing the recovery order for critical mission and business processes; and 329 
• Establishing the Electricity Sector organization’s cybersecurity risk management strategy.14 330 

2.1.2 Tier 2: Mission and Business Processes 331 

Tier 2 addresses risk from a mission and business process perspective, based on the risk management 332 
strategy and other activities of Tier 1. This tier focuses on the mission and business processes of an 333 
Electricity Sector organization and both informs and is informed by the IT and ICS technical architecture. 334 
Tier 2 decisions are direct inputs to activities in Tier 3, while also providing feedback to Tier 1. The 335 
business involved in this tier is that of operational management; in some Electricity Sector organizations 336 
                                                      
13 Additional information regarding the responsibilities of organizational officials can be found in Appendix F, Governance 
Models. 

14 The cybersecurity risk management strategy is a component within an organization’s enterprise risk management strategy. The 
enterprise risk management strategy may consist of additional risk strategy components for program management risk, 
investment risk, budgetary risk, legal liability risk, safety risk, inventory risk, or supply chain risk, in addition to a cybersecurity 
risk management strategy. 
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this will be the same as the executive management, but the analysis of cybersecurity risk at this level is 337 
focused on the execution of mission and business processes. The risk management activities for Tier 2 338 
may include: 339 
 340 

• Identifying and defining mission and business processes and assets necessary to support the 341 
functions of an Electricity Sector organization defined in Tier 1; 342 

• Prioritizing the mission and business processes with respect to the strategic goals and objectives 343 
of an Electricity Sector organization defined at Tier 1; 344 

• Identifying cybersecurity processes needed to successfully execute the mission and business 345 
processes; 346 

• Incorporating cybersecurity requirements15 into the mission and business processes; 347 
• Developing a disciplined and structured approach for managing IT and ICS assets that support the 348 

mission and business processes; and 349 
• Providing a clear and concise roadmap to (1) allow traceability from the highest level strategic 350 

goals and objectives of the organization; (2) ensure that mission and business process-driven 351 
cybersecurity requirements and protections are defined, implemented, maintained and monitored; 352 
and (3) promote cost-effective, efficient, and resilient IT and ICS. 353 

2.1.3 Tier 3: Information Technology and Industrial Control Systems 354 

Tier 3 addresses risk from an IT and ICS perspective and is guided and informed by the activities from 355 
Tiers 1 and 2. Tier 3 activities lead to the selection, deployment, and monitoring of cybersecurity controls 356 
(safeguards and countermeasures) at the system level. The cybersecurity controls are subsequently 357 
allocated to the various components of the IT and ICS in accordance with the cybersecurity architecture16 358 
developed by the organization. Activities at this level will provide risk performance and policy 359 
compliance feedback to Tier 2 and then Tier 1. The Tier 3 risk management activities may include:  360 
 361 

• Categorizing IT and ICS into levels by risk and value;  362 
• Allocating cybersecurity controls to systems and the environments in which they operate; 363 
• Managing the selection, implementation, assessment, and monitoring of cybersecurity controls; 364 

and 365 
• Establishing a process to routinely reassess a system’s cybersecurity posture based on new threat 366 

information, vulnerabilities, or system changes. 367 
 368 
The inclusion of traditional methods to address risk and controls in a structured method is part of the risk 369 
management at Tier 3. This impacts the system lifecycle from development through disposal. 370 
 371 

2.2 RISK MANAGEMENT CYCLE  372 

The risk management cycle is not static but a continuous process, constantly re-informed by the changing 373 
risk landscape as well as by organizational priorities and functional changes. The risk management cycle 374 
provides four elements that structure an organization’s approach to risk management, as represented in  375 

                                                      
15 Cybersecurity requirements can be obtained from a variety of sources (e.g., legislation, policies, regulations, standards, and 
organizational mission and business requirements). 

16 Cybersecurity architecture is a component of the enterprise architecture that describes the structure and behavior for an 
enterprise’s cybersecurity processes, cybersecurity systems, personnel, and organizational units, showing their alignment with the 
enterprise’s mission and strategic plans. 
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Figure 2:  376 
 377 

• Frame; 378 
• Assess; 379 
• Respond; and 380 
• Monitor. 381 

 382 
The risk management cycle is a comprehensive 383 
process that requires organizations to (i) frame risk 384 
(i.e., establish the context for risk-based decisions), 385 
(ii) assess risk, (iii) respond to risk once determined, 386 
and (iv) monitor risk on an ongoing basis, using 387 
effective organizational communications and a 388 
feedback loop for continuous improvement in the 389 
risk-related activities of organizations. Risk 390 
management is carried out as a holistic, 391 
organization-wide activity that addresses risk from 392 
the strategic level to the tactical level, ensuring that 393 
risk-based decision-making is integrated into every 394 
aspect of the organization. The following sections briefly describe each of the four risk management 395 
components. 396 
 397 
The output of the risk management cycle is a risk management strategy that addresses how an Electricity 398 
Sector organization intends to frame, assess, respond to, and monitor risk. The risk management strategy 399 
makes explicit and transparent the risk perceptions that an organization in the Electricity Sector routinely 400 
uses in making investment and operational decisions. 401 
 402 
The following sections provide brief descriptions of each of the four elements in the risk management 403 
cycle and the various activities that occur within each element. 404 

2.2.1 Risk Framing 405 

The risk-framing element describes the environment 406 
in which risk-based decisions are made. Establishing 407 
a realistic and credible risk frame requires that 408 
organizations in the Electricity Sector, identify: 409 

• Assumptions about threats, vulnerabilities, consequences, impacts, and likelihood of occurrence; 410 
• Constraints imposed by legislation,  regulation, resource limitations, and other factors identified 411 

by the organization; 412 
• Risk tolerance which identifies levels of risk, types of risk, and the degree of risk uncertainty that 413 

is acceptable; 414 
• Priorities within mission and business functions, and trade-offs among different types of risk 415 

across those functions; and 416 
• Trust relationships, such as physical interconnections, third-party billing organizations, 417 

reciprocity agreements, or device vendors.17 418 
                                                      
17 For many Electricity Sector organizations, external risk relationships are not managed to the same degree as those directly 
impacting that organization. Each organization must take steps to be aware of the potential for risk from external relationships to 
ensure that it does not impose undue risks on others. Additional information regarding the responsibilities of organizational 
officials can be found in Appendix G, Trust Models. 

Risk framing must include third parties that are 
provided access to sensitive data and critical 
systems. For example, vendors may need access to 
systems to provide updates and support but the 
risks they introduce could impact subsequent risk 
analysis and mitigation strategies. 

 Figure 2: Risk Management Cycle 
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Trust relationships and organizational culture 419 
influence the risk management elements and the 420 
risk management model. Changes in mission and 421 
business requirements may require a greater 422 
acceptance of risk and/or additional measures to 423 
establish and/or build trust. Such measures 424 
facilitate building trust and evolving 425 
organizational cultural values, beliefs, and norms 426 
over the longer term. Additional information on 427 
trust and organization culture can be found in 428 
Appendix G. 429 

2.2.2 Risk Assessment 430 

The risk assessment element identifies, prioritizes, and estimates risk to an organization’s operations, 431 
assets, individuals, and other interconnected Electricity Sector organizations. This is done through the risk 432 
context created in the risk-framing element. The purpose of the risk assessment element is for 433 
organizations to identify and evaluate: 434 
 435 

• Threats (to operations, assets, or individuals); 436 
• Vulnerabilities18 (to operations, assets, or individuals); 437 
• Impact (consequence or opportunity); and 438 
• Likelihood (probability or frequency an event will occur). 439 

 440 
To support the risk assessment element, organizations identify: 441 
 442 

• Tools, techniques, and methodologies that are used to assess risk; 443 
• Assumptions related to risk assessments; 444 
• Constraints that may affect risk assessments; 445 
• Roles and responsibilities19 related to risk assessment; 446 
• Risk assessment information to be collected, processed, and communicated; and 447 
• Threat information to be obtained. 448 

2.2.3 Risk Response 449 

The risk response element addresses how an Electricity Sector organization responds to risk once that risk 450 
is assessed. The purpose of the risk response element is to provide a consistent, organization-wide 451 
response to risk in accordance with the risk framing and risk assessment elements to: 452 
 453 

• Develop alternative courses of action for responding to risk; 454 
• Evaluate the alternative courses of action; 455 
• Determine appropriate courses of action consistent with the organization’s risk tolerance level; and 456 
• Implement the courses of action. 457 

 458 

                                                      
18 Vulnerabilities are not confined to IT and ICSs but can also include vulnerabilities in governance structures, mission and 
business processes, enterprise and cybersecurity architectures, facilities, equipment, supply chain activities, and external service 
providers. 

19 Additional information regarding the responsibilities of organizational officials can be found in Appendix D, Roles and 
Responsibilities. 

The ever broadening reliance upon globally sourced 
equipment exposes IT, ICS and networks to an 
enlarging risk of exploitation through counterfeit 
materials, malicious software, or untrustworthy 
products. A supplier of IT or ICS components is also 
an acquirer of sub-components that make up their 
products. To obtain a level of trust, each organization 
that performs the role of an acquirer conducts supply 
chain risk management activities and flows down 
those supply chain requirements to its sub-tiers. 
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The output of the risk response element includes the risk management strategy and describes the types of 459 
risk responses that may be implemented (i.e., accepting, avoiding, mitigating, sharing, or transferring 460 
risk); the process to evaluate courses of action; the communication methods used across an organization 461 
and to external organizations (e.g., external service providers, supply chain partners) for those risk 462 
responses; and the tools, techniques, and methodologies used to develop courses of action for responding 463 
to risk.  464 
 465 
It may be determined through a cost-benefit analysis that during the risk response element certain 466 
requirements are not feasible to implement, are cost prohibitive, or are not relevant to Electricity Sector 467 
operations. In this event, the risk monitoring cycle may require a reevaluation of the framing or 468 
assessment elements. It may also require compensating controls to manage the risk in an acceptable way 469 
to meet the spirit of the requirements. 470 

 471 

2.2.4 Risk Monitoring 472 

The risk monitoring element addresses how risks are monitored and communicated over time in an 473 
Electricity Sector organization. The purpose of the risk-monitoring element is to: 474 
 475 

• Verify that risk response measures are implemented and that the cybersecurity requirements 476 
derived from the risk strategy are satisfied; 477 

• Determine the ongoing effectiveness of risk response measures; 478 
• Identify changes that may impact risk to an organization’s IT and ICS and its environment;20 and 479 
• Describe the monitoring process to assess how change impacts the effectiveness of risk responses. 480 

2.3 RISK MANAGEMENT PROCESS 481 

The RMP shown in Figure 3 is 482 
based on integrating the risk 483 
management cycle shown in 484 
Figure 2 at each business tier in 485 
the risk management model 486 
shown in Figure 1. The goals of 487 
this process are to improve risk-488 
assessment, awareness, and 489 
security behavior at all levels of 490 
an organization. To facilitate 491 
these goals, further sections of 492 
this document will elaborate on 493 
the activities and artifacts 494 
recommended to focus leaders, 495 
managers, security, and IT and 496 
ICS personnel on the practices 497 
of a strong risk program. The 498 
artifacts will help to promote 499 
communications between 500 

                                                      
20 Environments of operation include, but are not limited to the threat space; vulnerabilities; mission and business functions; 
mission and business processes; enterprise and cybersecurity architectures; ITs; personnel; facilities; supply chain relationships; 
organizational governance and culture; procurement and acquisition processes; organizational policies and procedures; and 
organizational assumptions, constraints, risk tolerance, and priorities and trade-offs. 

Table 1: Risk Management Process 
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stakeholders, maintain focus on cybersecurity risk and security topics, and provide a basis for risk 501 
analysis and risk mitigation. The process is designed to (1) accommodate any size or type of organization, 502 
(2) support a mission and business focus “top- down” approach, and (3) support the objectives of 503 
integrating a security mindset and improving risk communications into the organization. 504 
  505 
The RMP assumes little about the size or type of organization, but it does assume that the functions of 506 
leadership (Tier 1), business management (Tier 2), and systems management (Tier 3) are similar in all 507 
Electricity Sector organizations.  508 
 509 

As Figure 3 shows, each tier has within it an execution of the risk management cycle. The cycle elements 510 
(frame-assess-respond-monitor) each produce outputs that become inputs to the next element. The RMP 511 
represents how the output(s) from the risk assessment element in Tier 1 or Tier 2 become inputs to the 512 
risk framing element in Tier 2 or Tier 3.  513 
 514 
As illustrated in Figure 4, the risk management cycle would be applied first at Tier 1 and complete the 515 
cycle, at least once, from risk framing to risk monitoring, before implementing the RMP at Tier 2 and 516 
then Tier 3. However, it is recognized that this does not correspond to the real world, and it is up to each 517 
Electricity Sector organization to determine which tier to first apply the risk management cycle, based on 518 
its governance structure, policies, costs, and resources. Regardless of where the organization has started, 519 
the outputs of this process will be valuable to the risk management of the organization and support the 520 
process goals. 521 
 522 
Understanding that the flow of information in the RMP is bi-directional helps the organization understand 523 
that this process is flexible and informative. The results of elements at each tier support and enhance the 524 
risk program. Figure 4 shows the flow of information to and from each tier in greater detail than Figure 525 
3.The main outputs from Tier 1 serving as inputs to Tier 2 are organizational strategies and policies. 526 
These strategies will address the overall goals and objectives of the organization’s RMP; the 527 
organization’s overall tolerance for risk; and how the organization intends to assess, respond to, and 528 
monitor risks. These artifacts also set the tone for security within the organization. Organizational policies 529 

Figure 3: RMP Information Flowchart 
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stem from these strategies and reflect decisions that affect the implementation of the RMP. These are 530 
generally nontechnical policies that relate to management structure, financial implications, and external 531 
regulation or compliance requirements. 532 
 533 
Tier 2 provides feedback to Tier 1 in the form of consolidated results from monitoring the Tier 2 and Tier 534 
3 activities and knowledge gained from applying organizational policies. As the organization develops 535 
mission and business process policies and procedures at Tier 2, it may find that there are organizational-536 
level policies that may be possible but impractical to implement. This feedback from Tier 2 will allow the 537 
organizational managers at Tier 1 to determine whether the return on investment outweighs the expense 538 
of implementing the organizational policies. The main outputs from Tier 2, serving as inputs to Tier 3, 539 
will be programmatic and business policies, practices, and procedures. These will provide input for those 540 
personnel actually implementing the security program and countermeasures at Tier 3. The programmatic 541 
and business policies, practices, and procedures will also dictate how the performance of the systems will 542 
be measured. These metrics will have an impact on the specific controls, mitigation, and countermeasures 543 
chosen at Tier 3. 544 
 545 

 546 
Table 2: Risk Management Plan Overview 547 

Tier 3 provides feedback to Tier 2 in the form of consolidated results from monitoring Tier 3 activities 548 
and specific information about effects of programmatic and business policies, practices, and procedures. 549 
As an organization takes the organizational policies from Tier 1 and transforms them into actionable 550 
policies, procedures and practices at Tier 2, input will be needed from Tier 3 on the ability to implement 551 
the desired policies, procedures, and practices with the existing set of countermeasures available. The 552 
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decision makers at Tier 2 need feedback from Tier 3 to understand the cybersecurity capabilities and the 553 
possible costs associated with those countermeasures. 554 
 555 
The RMP helps define and promote a common understanding of risk tolerance and risk policy to be 556 
communicated.  Because the process starts or includes the highest management levels of a business, it 557 
supports a top-down approach that incorporates business goals and objectives. It also benefits an 558 
organization by supporting risk program communications that allows for risk performance and policy 559 
compliance to be communicated and aggregated from the bottom-up (Tier 3 to Tier 2 to Tier 1).  560 

2.4 DOCUMENT ORGANIZATION 561 

The remainder of this document discusses how the risk management cycle applies to each of the tiers with 562 
additional supporting information provided in the appendixes. The chapters describe the inputs, activities, 563 
and outputs of each element within the risk management cycle, including those from other tiers. At the 564 
end of each chapter, a table summarizing the inputs, activities, and outputs is provided. 565 

 566 

Table 3: Sample Inputs, Activities and Outputs 567 

  568 
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3. TIER 1: THE ELECTRICITY SECTOR ORGANIZATION 569 

This chapter will address the RMP at the Organization Tier (Tier 1) of the risk management model. As 570 
described in Chapter 2, each tier of the model performs a similar process to define and refine risk 571 
information, develop a risk management strategy, and enhance the cybersecurity posture of an Electricity 572 
Sector organization. 573 
 574 
Regardless of the size or type of an organization in the Electricity Sector, senior executives are 575 
responsible for how cybersecurity risk impacts the organization’s mission and business functions. As part 576 
of governance, each organization establishes a risk executive function that develops an organization-wide 577 
strategy to address risks and set direction from the top, establishing accountability. The risk executive is a 578 
functional role established within organizations to provide a more comprehensive, organization-wide 579 
approach to risk management. This could exist as a collection of executive managers, board of directors, 580 
or committee of a co-operative organization. The function serves as the common risk management 581 
resource for senior leaders or executives, mission and business owners, chief information officers (CIOs), 582 
chief information security officers, information system owners, enterprise architects, cybersecurity 583 
architects, and any other stakeholders having a vested interest in the mission and business success of 584 
organizations. Managers at all three tiers then apply this risk management strategy to their mission and 585 
business processes and the IT and ICS that support them. 586 
 587 
The RMP requires consultation between the senior executive leadership and organizational stakeholders 588 
to address each of the elements in the risk management cycle: 589 
 590 

• Frame; 591 
• Assess;  592 
• Respond; and  593 
• Monitor. 594 

 595 
These elements are defined in such a way that all Electricity Sector organizations can follow the 596 
guidance, but the specific method they use is not dictated. The process is designed to be flexible to each 597 
organization’s size or sophistication.  598 
 599 
Electricity Sector organizations have significant flexibility in determining the inputs, how the risk 600 
management activities are performed (e.g., sequence, degree of rigor, formality, and thoroughness of 601 
application), and how the results or outputs of each activity are captured and shared across the 602 
organization and between organizations. Ultimately, the objective of applying the RMP is to develop a 603 
better understanding of cybersecurity risk in the context of the broader actions and decisions of 604 
organizations and, in particular, with respect to an organization’s operations, assets, individuals, and 605 
relationships with other organizations. 606 
 607 
Electricity Sector organizations have a variety of risk management methodologies, models, and systems 608 
that they may already use for addressing areas such as safety and financial risk. The RMP discussed in 609 
this document is not meant to supersede these but to add aspects of cybersecurity. If an organization 610 
already has an established RMP, then much of the information contained in this document may already be 611 
known and may be used in conjunction with that process. This RMP is not meant to replace an 612 
organization’s existing process if it exists but to add to it, making it stronger and more secure. 613 
 614 
The RMP at Tier 1 produces a cybersecurity risk management strategy that includes a risk assessment 615 
methodology, a risk monitoring strategy, and a cybersecurity governance program. The cybersecurity risk 616 
management strategy will enable business unit managers, mission and business process owners, and IT 617 

Cybersecurity risk 
management strategy and 
governance program. 
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and ICS managers to allocate resources in a prioritized manner and provide feedback to senior 618 
management on the effectiveness of the risk management program. The development and institution of a 619 
governance program will provide focus and structure to the executive leadership responsible for providing 620 
oversight and systematic review of the RMP.  621 

3.1 RISK FRAMING AT TIER 1 622 
Risk framing establishes the context and provides a 623 
common perspective on how an Electricity Sector 624 
organization manages risk. This will vary across 625 
Electricity Sector organizations on the basis of their type 626 
and size. For instance, a small rural cooperative may 627 
have a fairly well-defined but limited scope of business 628 
that includes a few hundred distribution end points, a 629 
couple of generation assets, small field operations, and 630 
administration functions. This is dramatically different 631 
from a larger investor-owned utility that includes thousands of distribution customers, interstate 632 
transmission assets, investments in large-scale generation facilities, and wholesale marketing activities. 633 
Risk framing for both of these organizations will reflect the “realities” of each organization, from the 634 
unique functions they perform to the specific assets they manage. 635 
 636 
Once the environment is adequately framed, an organization’s senior leadership will be able to 637 
appropriately assess, respond to, and monitor risk. The risk framing element makes explicit the specific 638 
risk assumptions, risk constraints, risk tolerances, and priorities and trade-offs used within organizations 639 
for making investment and operational decisions. 640 

3.1.1 Inputs 641 

Source inputs to the Tier 1 risk framing element may include:  642 
 643 

• Mission and vision statements; 644 
• Legislation (international, 645 

Federal, regional, State, local, 646 
and tribal); 647 

• Organizational policies; 648 
• Regulatory requirements (e.g., 649 

North American Electric 650 
Reliability Corporation [NERC] 651 
registration and functional 652 
model);  653 

• Contractual relationships (e.g., 654 
third- party agreements, service-655 
level agreements, memoranda of 656 
understanding, and memoranda 657 
of agreement); 658 

• Financial limitations; 659 
• Trust relationships, both internal and external to the organization;21 660 
• Organizational culture, both internal and external to the organization; 661 
• Governance structures; 662 

                                                      
21 Additional information regarding trust relationships and trust models can be found in Appendix G, Trust Models. 

Risk framing at Tier 1 should be limited to strategic 
information that defines cybersecurity risk throughout the 
organization. Some specific examples of Electricity Sector 
organizations could include: 
 
• A large interstate transmission business that is covered by 

NERC and must comply with NERC CIP Standards; 
• A small rural cooperative that has contracts with its 

neighboring distribution utilities to share substation and 
field operations management; 

• A generation facility that contracts with wholesale 
marketing organizations for demand-response data feeds; 
or 

• A regional municipal utility that employs wireless and 
broadband technologies for meter reading. 

NOTE.―For each element (frame, assess, 
respond, and monitor) at all tiers, said 
element is defined by its inputs, its activities 
performed against the inputs and the outputs 
from the activities.  At the end of Chapter 3, 
Chapter 4, and Chapter 5, there is a summary 
sheet detailing the tier’s inputs, activities, 
and outputs for each element. 
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• Processes that indicate the extent of or limits on decision making authority; 663 
• Outputs from the Tier 1 risk monitoring elements;22 and 664 
• Feedback from the Tier 2 risk management cycle. 665 

3.1.2 Activities 666 

3.1.2.1 Risk Assumption 667 
Risk assumption activities identify how risk is assessed, responded to, and monitored. As part of the 668 
framing element, Electricity Sector organizations identify, describe and provide examples of threat 669 
sources, vulnerabilities, impacts, and likelihood determinations for risk assumption activities. This will 670 
promote a common terminology and frame of reference throughout the organization for comparing and 671 
addressing risks across the disparate mission and business areas. Additionally, at Tier 1 an organization 672 
may leverage threat scenarios, identified by industry associations and task forces, to enhance its approach 673 
to a complete risk analysis. 674 
 675 
Threat Sources 676 
Threat sources can introduce undesirable events with adverse impacts on organizational operations, 677 
assets, individuals, and other organizations in the Electricity Sector. Threat sources may include: 678 
 679 

• People (malicious violation of policies by current/former employees and third-party personnel); 680 
• Processes (missing or deficient procedures); 681 
• Technology (component failure through design, implementation, and/or maintenance); 682 
• External disasters (natural or man-made); and 683 
• Systemic, recurring cybersecurity incidents. 684 

 685 
For all threats determined through the analysis of threat sources, Electricity Sector organizations develop 686 
a concise description of the: 687 
 688 

• Types of tactics, techniques, and procedures employed by adversaries;23 689 
• Threat sources addressed by the safeguards and countermeasures; 690 
• Threat sources not being addressed by safeguards and countermeasures; 691 
• Assumptions about threat source targeting, intentions, and capabilities; 692 
• Level of detail with which the events are described, by identifying a set of representative threat 693 

events; 694 
• Conditions for when to consider threat events in risk assessments; and 695 
• Credible and useful sources of threat information (e.g., Electricity Sector Information Sharing and 696 

Analysis Center [ES-ISAC], United States Computer Emergency Readiness Team [US-CERT], 697 
and NERC). 698 

 699 
By identifying and establishing threat sources at Tier 1, Electricity Sector organizations provide a basis 700 
for aggregating and consolidating the results of risk assessments at Tier 2 into an overall assessment of 701 
risk throughout the organization. 702 
 703 
                                                      
22 These outputs will not exist if this is the first time an organization is implementing the risk management lifecycle at Tier 1.  
These outputs will only exist once an organization has completed the risk management lifecycle at Tier 1 and Tier 2. 

23 Adversaries can be characterized in terms of threat levels (based on capabilities, intentions, and targeting) or with additional 
detail. 
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 704 
Vulnerabilities 705 
Vulnerabilities are vectors that a threat source may exploit to cause adverse impacts to IT and ICS in 706 
Electricity Sector organizations. At Tier 1, vulnerabilities can be associated with deficiencies or 707 
weaknesses in organizational governance structures or processes. They can also be associated with the 708 
susceptibility of organizations to adverse impacts from external sources (e.g., technology owned or 709 
managed by third parties). The Electricity Sector organization at Tier 1 may: 710 
 711 

• Provide guidance regarding how to consider dependencies on external organizations as 712 
vulnerabilities; 713 

• Identify the degree of specificity with which vulnerabilities are described (e.g., identification of 714 
weak or deficient cybersecurity controls); 715 

• Provide examples corresponding to threats; 716 
• Determine how vulnerability information is shared across organizations, using governance 717 

structures and processes; 718 
• Identify sources of vulnerability information found to be credible and useful; and 719 
• Make explicit any assumptions about the degree of organizational, IT, and ICS vulnerability to 720 

specific threat sources (by name or type). 721 

Impact 722 
Electricity Sector organizations provide guidance on how to assess impacts to operations (i.e., mission 723 
disruption, financial loss, image, and reputation), assets, individuals, and other organizations from a 724 
cybersecurity event. Organizations can experience the impacts of cybersecurity events along with their 725 
consequences at Tier 1 (e.g., failing to comply with legal or regulatory requirements, damaging reputation 726 
or relationships, or undermining long-term viability as it relates to the consequences of cybersecurity 727 
breaches). At Tier 1, an organization’s senior executive leadership determines which impact types and 728 
their consequences related to cybersecurity are to be considered at Tier 2. 729 
 730 
A cybersecurity event can have multiple consequences and different types of impact, at different levels, 731 
and in different time frames. For instance, a cybersecurity compromise of communications equipment 732 
used for transmission line management could lead to cascading failures across portions of the grid. The 733 
resulting downstream outages could result in loss of customers, legal and regulatory actions, or impact on 734 
reputation brand and corporate value.  735 
 736 
Likelihood 737 
Electricity Sector organizations can employ a variety of approaches for determining the likelihood of 738 
cybersecurity threat events. One organization may prefer quantitative24 risk assessments, while another 739 
organization may prefer qualitative25 risk assessments, particularly when the risk assessment involves a 740 
high degree of uncertainty. Likelihood determinations can be based on either threat assumptions or actual 741 
threat data (e.g., historical data on cyber attacks or specific information on adversary capabilities, 742 
intentions, and targeting). 743 
 744 
When specific and credible threat data is available (e.g., types of cyber attacks, cyber attack trends, and 745 
frequencies of attacks), Electricity Sector organizations use the empirical data and statistical analyses to 746 
determine more specific probabilities of threat events occurring. Organizations then select a method 747 

                                                      
24 Quantitative risk is the use of measurable, objective data to determine asset value, probability of loss, and associated risks. 

25 Qualitative risk is the measure of risk or asset value based on rank or separation into categories such as low, moderate, high on 
a scale from 1 to 10. 
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consistent with its organizational culture and risk tolerance. Organizations can also make explicit 748 
assumptions concerning the likelihood that a threat event will result in adverse effects, as follows: 749 
 750 

• Worst case (i.e., attack will be successful unless strong, objective reasons to presume otherwise); 751 
• Best case (i.e., attack will not be successful unless specific, credible information to the contrary); 752 

or 753 
• Something in between best and worst cases (i.e., the most probable case). 754 

3.1.2.2 Risk Constraint 755 
Electricity Sector organizations identify constraints based on risk framing activities. Some organizations 756 
may be compelled to meet strict regulatory requirements (e.g., NERC Critical Infrastructure Protection 757 
[CIP] Standards) that limit risk response options, while other organizations may be constrained by 758 
resource availability, contractual obligation, culture, or timing. Additionally, many IT and ICS assets in 759 
Electricity Sector organizations must serve a long, useful life without disruption. A lack of flexibility in 760 
changing legacy systems may drive the need to integrate more stringent cybersecurity controls into the 761 
systems upon initial deployment. Constraints on the RMP in the Electricity Sector may include: 762 
  763 

• Direct financial limitations (e.g., limiting the total resources available for investments in risk 764 
assessments or in safeguards or countermeasures); 765 

• Indirect financial limitations (e.g., eliminating activities that, while involving relatively small 766 
investments in risk response, entail curtailing or discarding investments in legacy IT and ICS); 767 

• Legal, regulatory, and/or contractual requirements; 768 
• Organizational policies (e.g., restrictions on outsourcing and/or on requirements for information 769 

to be gathered as part of risk monitoring); 770 
• Organizational culture, which can impose indirect constraints on governance changes (e.g., 771 

precluding a shift from decentralized to hybrid governance structures); 772 
• Cybersecurity controls considered by an organization to be implemented organization wide; and 773 
• Cultural constraints that limit the visibility into and between IT and ICS. 774 

3.1.2.3 Risk Tolerance 775 
In the Electricity Sector, organizations identify and communicate the level of risk tolerance acceptable to 776 
meeting their mission and business objectives. At Tier 1, organizations will define their risk tolerance on 777 
the basis of the activities in the risk framing element in conjunction with organizational mission and 778 
business functions. There is no correct level of organizational risk tolerance. Rather, the degree of risk 779 
tolerance is (i) generally indicative of organizational culture, (ii) potentially different for different types of 780 
losses/compromises, and (iii) subject to the risk tolerance of senior executives. The ramifications of risk 781 
decisions that are based on risk tolerance are significant, resulting in less risk-tolerant organizations 782 
potentially failing to achieve needed mission and business capabilities in order to avoid what appears to 783 
be unacceptable risk, while more risk-tolerant organizations may focus on near-term mission and business 784 
efficiencies at the expense of setting themselves up for future failure.  785 
 786 
It is important that organizations exercise due diligence in determining risk tolerance—recognizing how 787 
fundamental this decision is to the effectiveness of the risk management program. There are a variety of 788 
techniques for identifying cybersecurity risk tolerance. This variety is likely to be different, based on the 789 
uniqueness of the Electricity Sector organization and the perceived risk scenarios. Additionally, 790 
organizations may define risk tolerance for other types of organizational and operational risks (e.g., 791 
financial, safety, compliance, or reputation) that will have an impact on cybersecurity risk. 792 

3.1.2.4 Priorities and Trade-Offs 793 
At Tier 1, organizations make trade-offs and establish priorities for responding to risks. Electricity Sector 794 
organizations tend to have multiple priorities that can conflict. These conflicts may introduce other risks 795 
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as a result. Approaches employed by Electricity Sector organizations for managing risks reflect 796 
organizational culture, risk tolerance, risk-related assumptions and constraints. These approaches are 797 
integrated into strategic plans, policies, and roadmaps for organizations that may indicate preferences for 798 
different forms of risk response. 799 

3.1.3 Outputs 800 

Outputs from the Tier 1 risk framing element produce a set of organizational policies, governance 801 
structure, and guidance for the following: 802 
 803 

• Scope of the organizational RMP (e.g., organizations covered, mission and business 804 
functions affected, how risk management activities are applied at Tier 1); 805 

• Cybersecurity risk assessment guidance, including the description of threat, sources of threat 806 
information, example threat events (in particular, adversary tactics, techniques, and procedures), 807 
when to consider and how to evaluate threats, sources of vulnerability information, risk 808 
assessment methodologies to be used, and risk assumptions; 809 

• Cybersecurity risk response guidance, including risk tolerances, risk response concepts to be 810 
employed, opportunity costs, trade-offs, consequences of responses, hierarchy of authorities, and 811 
priorities; 812 

• Cybersecurity risk monitoring guidance, including analysis of monitored risk factors to determine 813 
changes in risk, monitoring frequency, methods, and reporting; 814 

• Cybersecurity risk constraints on executing risk management activities; and 815 
• Organizational priorities and trade-offs relating to cybersecurity risk. 816 

 817 
 818 
The outputs of the risk framing element serve as inputs to the risk assessment element of the RMP.  819 

3.2 RISK ASSESSMENT AT TIER 1 820 
At the Tier 1 organization level, the risk assessment element identifies the mission, functions, and 821 
individuals in order to: 822 
 823 

• Prioritize investment strategies for business units or functions based on trade-offs; 824 
• Establish a standard risk assessment methodology or provide guidance for consistent 825 

implementation of risk assessment across the enterprise; and 826 
• Set tolerances for risk response. 827 

 828 
Risk assessments conducted at Tier 1 are used to refine and enhance threat, vulnerability, likelihood, and 829 
impact information in assessments conducted in Tier 2. Organization-wide risk assessments in the 830 
Electricity Sector provide some initial prioritization of risks for the organization’s leadership to consider 831 
when moving to the risk response element. 832 
 833 
A common problem with risk assessment is 834 
treating it as a singular activity rather than as 835 
an ongoing process. Keeping risk 836 
assessments up to date provides many 837 
potential benefits such as timely and relevant 838 
information that enable senior executive 839 
leadership to perform continuous risk 840 
management. 841 
 842 

A Tier 1 organization could be seen as the “investment 
holding company” of a number of related businesses 
involved in the generation, transmission, and distribution 
of electricity. The business goal is for maximum 
communication, consistency, and enhanced value. To 
achieve this, an organization sets standards for risk 
assessment by reviewing assessments already performed in 
the organization’s operations environment and sets the 
standards for all of the related businesses to follow. 
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Organizations may determine that conducting comprehensive risk assessments does not provide sufficient 843 
value or is too overwhelming. In such situations, Electricity Sector organizations may consider 844 
conducting incremental and/or differential risk assessments. An incremental risk assessment considers 845 
only new information (e.g., the effects of using a new piece of technology on mission and business risk), 846 
whereas a differential risk assessment considers how changes affect the overall risk determination. 847 
Incremental or differential risk assessments are useful if organizations require a more targeted review of 848 
risk, seek an expanded understanding of risk, or desire an expanded understanding of the risk in relation 849 
to its mission and business functions. 850 

3.2.1 Inputs 851 

Inputs to the Tier 1 risk assessment element may include: 852 
 853 

• Organizationally consistent risk assessment methodologies;26 854 
• The breadth and depth of analysis employed during risk assessments; 855 
• The level of granularity required for assessing threats and vulnerabilities; 856 
• Whether and/or how to assess external service providers; 857 
• Whether and/or how to aggregate risk assessment results from different organizational entities or 858 

mission and business functions organization wide; and 859 
• Outputs from the risk framing element in Tier 1. 860 

 861 
Organizational expectations regarding Tier 1 risk assessment methodologies, techniques, and/or 862 
procedures are shaped heavily by governance structures, risk tolerance, risk constraints, priorities, trade-863 
offs, culture, familiarity, and trust. Prior to conducting risk assessments, Electricity Sector organizations 864 
determine the appropriate depth and breadth for the assessments.  865 
 866 
Risk assessments can be conducted even when some of the inputs from the risk framing step have not 867 
been received or preconditions established. However, in those situations, the quality of the risk 868 
assessment results will be affected and may be incomplete. 869 

3.2.2 Activities 870 

3.2.2.1 Threat and Vulnerability Identification 871 
A Tier 1 risk assessment focuses on the identification of threats to and vulnerabilities of an Electricity 872 
Sector organization. Threat analysis requires an examination of threat sources, data, and events to 873 
estimate capabilities, intentions, and targeting information from many sources. Threat and threat source 874 
information generated at Tier 1 can be used to inform or refine the risk-related activities in Tier 2 and Tier 875 
3. Vulnerabilities related to organizational governance and external dependencies are most effectively 876 
identified at Tier 1. For instance, a moderate-sized utility will want to review threats to the IT and ICS 877 
employed by the utility. It might start with a catalog and classification exercise to identify and prioritize 878 
the most critical to least critical technology, based on mission and data importance. The list then helps 879 
inform which threats and vulnerabilities are applicable to which technology. 880 
 881 
In many Electricity Sector organizations, risk scenarios are developed where subsequent decision tree-882 
styled risk determination is more easily implemented. The Electricity Sector and supporting government 883 
organizations develop threat scenarios that are helpful in identifying and analyzing threats and 884 
vulnerabilities. As previously stated, these risk scenarios are constantly changing and will require routine 885 
review of threat assumptions that are used in organizational risk determination. 886 
                                                      
26 Examples of risk assessment methodologies include: NIST SP800-30, OCTAVE/SQUARE, RAM-E, ISO-27005, ISO-31000, 
Probabilistic risk assessment (PRA), Failure Mode Effects and Analysis (FMEA). 
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3.2.2.2 Risk Determination 887 
At Tier 1, organizations in the Electricity Sector determine the risk to their operations, assets, individuals, 888 
and other organizations if identified threats were to exploit identified vulnerabilities. Organizations 889 
determine risk by considering the likelihood that threats could exploit vulnerabilities and the resulting 890 
adverse impacts if such exploitations occur. An organization uses threat and vulnerability information, 891 
together with likelihood and impact information to determine risk, either qualitatively or quantitatively. 892 
To determine the likelihood of threats exploiting vulnerabilities, Electricity Sector organizations can 893 
employ a variety of approaches, such as: 894 
 895 

• Threat source assumptions (e.g., historical data on cyber attacks, earthquakes, etc.);  896 
• Threat modeling, such as comparison or perspective methods;27 897 
• Actual threat information (e.g., specific information on threat source capabilities, intentions, and 898 

targeting); 899 
• Empirical data and statistical analyses used to determine more specific probabilities of threats 900 

occurring; and 901 
• Vulnerabilities identified at the individual weakness or deficiency level or at the root-cause level. 902 

 903 
Risk Determination and Uncertainty 904 
In instances involving potential high impact, any likelihood that a threat could exploit a known 905 
vulnerability would require a high-priority response to reduce the potential for unacceptable damage. 906 
Thus, risk determinations at Tier 1 require analysis of threat, vulnerability, likelihood, and impact-related 907 
information. Organizations will need to understand: 908 
 909 

• Mission and business threats and vulnerabilities, where safeguards and/or countermeasures do not 910 
exist; 911 

• How risk assessment inputs directly affect the type of outputs or risk determinations; 912 
• That the reliability and accuracy of risk determinations are dependent on the currency, accuracy, 913 

completeness, and integrity of information collected to support the risk assessment process; 914 
• The components of risk assessment results that affect reliability and accuracy of risk 915 

determinations; and 916 
• The anticipated time frames associated with particular risks. 917 

 918 
The Tier 1 guidance for determining risk uncertainty indicates how combinations of likelihood and impact 919 
are combined to determine the risk level or risk score rating. During the risk framing element, 920 
organizations may have provided guidance on how to analyze risk and how to determine risk when a high 921 
degree of uncertainty exists. Uncertainty is particularly a concern when the risk assessment considers 922 
advanced persistent threats (APTs) for which analysis of interacting vulnerabilities may be needed, the 923 
common body of knowledge is sparse, and past behavior may not be predictive. 924 
 925 
Even with the establishment of explicit criteria, risk assessments are influenced by organizational culture 926 
and the personal experiences and accumulated knowledge of the individuals conducting the assessments. 927 
As a result, assessors of risk can reach different conclusions from the same information. It is the 928 
responsibility of the organization’s senior risk executive function to harmonize a consistent risk 929 
determination across the organization, while driving the Electricity Sector organization to adopt justified 930 
risk response programs. The defined and applied processes of an organization provide the means to 931 
identify inconsistent practices and include processes to identify and resolve such inconsistencies. 932 

                                                      
27 See Performing Security Analyses of Information Systems, pages 119-125, by Charles L. Smith, Sr., for additional information. 
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3.2.3 Outputs 933 

The output of the risk assessment element is a determination of risk to an organization’s operations, 934 
individuals, and other organizations. Risk determination is the primary input for selecting appropriate risk 935 
responses in subsequent tiers and elements. The information collected in assessment activities may be 936 
documented so that it can be re-assessed on a regular basis. 937 

3.3 RISK RESPONSE AT TIER 1 938 
Risk response at Tier 1 evaluates, decides 939 
upon, and implements appropriate courses of 940 
action to accept, avoid, mitigate, share, or 941 
transfer risk to an organization’s operations, 942 
assets, individuals, and other organizations. 943 
Identifying and analyzing alternative courses 944 
of action at Tier 1 will impact risk 945 
determination at subsequent tiers. Decisions 946 
to employ risk response measures throughout 947 
an organization are typically made at Tier 1, 948 
although the decisions are informed by risk-949 
related information from the lower tiers. 950 

3.3.1 Inputs 951 

Inputs to the Tier 1 risk response element may include: 952 
 953 

• Threat sources and threat events; 954 
• Vulnerabilities that are subject to exploitation; 955 
• Estimates of potential impact and consequences if threats exploit vulnerabilities; 956 
• Estimates of likelihood that threats exploit vulnerabilities; 957 
• Determinations of risk to an organization’s operations, individuals, and other organizations; 958 
• Risk response guidance from the organization’s risk management strategy; 959 
• Directions and guidance on appropriate responses to risk; and 960 
• Outputs from the Tier 1 risk assessment element. 961 

3.3.2 Activities 962 

3.3.2.1 Risk Response Identification 963 
At Tier 1, identification of risk response in an 964 
Electricity Sector organization will require 965 
identifying alternative courses of action to 966 
respond to risk determined during the risk 967 
assessment. A course of action is a time-968 
phased or situation-dependent combination 969 
of risk response measures. Organizations can respond to risk in a variety of ways.28  970 
 971 
These include: 972 
                                                      
28 Additional information regarding how an organization responds to risk can be found in Appendix H, Risk Response Strategies. 

 

An example of a risk response is how many electric utility 
operations rely on new IT for telemetry of line and device 
information. The risk of failure of these devices could 
affect both the cybersecurity and the safety of assets. 
Therefore, backup communications channels are needed 

A municipality that is responsible for electricity delivery 
recognizes the risk of earthquake or natural disaster to the 
generation and transmission functions conducted by 
contracted organizations. The municipality finds its options to 
mitigate this risk to be highly limited and costly and therefore 
decides to take limited measures to address this supply-chain 
risk. This would be an example of partial acceptance of risk 
by an Electricity Sector organization at Tier 1. 
 
Conversely, the same municipality may have recently 
replaced all consumer meters with new digital meters. The 
risk is considered relatively low after the risk assessment is 
performed; however, consumer fears about privacy leads the 
municipality to invest in expensive data protection measures 
as a means to promote trust and alleviate any perceived risk. 
In this case, the acceptance of risk at Tier 1 will affect the 
operations and risk constraints at Tier 2 and Tier 3. 
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 973 
• Risk acceptance; 974 
• Risk avoidance; 975 
• Risk mitigation; 976 
• Risk sharing; 977 
• Risk transference; or 978 
• Combinations of the above. 979 

 980 
Risk Acceptance 981 
Risk acceptance is the appropriate risk response when the identified risk is within the risk tolerance of an 982 
Electricity Sector organization. In some instances, organizations may accept risk deemed to be low or 983 
moderate, depending on particular situations or conditions. Conversely, organizations designated by 984 
regulatory authorities will have a lower risk tolerance and may be restricted from accepting risk for 985 
specific business functions.29 Electricity Sector organizations may make determinations regarding the 986 
general level of acceptable risk and the types of acceptable risk, while considering organizational 987 
priorities and trade-offs between: 988 
 989 

• Near-term mission and business needs and the potential for long-term mission and business 990 
impacts; 991 

• Organizational interests and the potential impacts on individuals and other organizations; and 992 
• Regulatory requirements. 993 

 994 
Risk Avoidance 995 
Risk avoidance involves taking specific actions to eliminate the activities or technologies that are the 996 
basis for the risk. Organizations revise or reposition activities or technologies to its mission and business 997 
processes to avoid the potential for unacceptable risk. 998 
 999 
Risk Mitigation 1000 
Risk mitigation, also known as risk reduction, is the appropriate risk response for that portion of risk that 1001 
cannot be accepted, avoided, shared, or transferred. The alternatives to mitigate risk depend on: 1002 
 1003 

• The scope of risk response decisions assigned or delegated to the senior risk official, as defined 1004 
by the organization’s governance structure; and 1005 

• The organization’s risk management strategy and associated risk response strategies. 1006 
 1007 
The means used by organizations in the Electricity Sector to mitigate risk can involve a combination of 1008 
risk response measures across all tiers. 1009 
 1010 
Risk Sharing or Risk Transference 1011 
Risk sharing or risk transference is the appropriate risk response when an Electricity Sector organization 1012 
desires and has the resources to shift risk liability and responsibility to other organizations. Risk 1013 
transference shifts the entire risk responsibility or liability from one organization to another organization. 1014 
Risk sharing shifts a portion of risk responsibility or liability to another organization. It is important to 1015 
note that risk transference reduces neither the likelihood of harmful events occurring nor the impact to an 1016 
organization’s operations, assets, individuals, or other organizations. Risk sharing does not always reduce 1017 
the impact of regulatory compliance enforcement or financial liability, unless the agreement(s) between 1018 
the risk sharing organizations acknowledge transfer of both responsibility and liability. Risk sharing often 1019 
                                                      
29 For example, per NERC Reliability Standards, organizations in the Electricity Sector with components deemed part of the 
critical infrastructure may not accept any risk for said components.  
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occurs when organizations determine that addressing risk requires expertise or resources that are better 1020 
provided by other organizations. 1021 

3.3.2.2 Evaluation of Alternatives 1022 
In the risk response element, Electricity Sector organizations evaluate alternative courses of action for 1023 
responding to risk. The evaluation of alternative courses of action can include: 1024 
 1025 

• How effectiveness is measured and monitored in achieving the desired risk response; and 1026 
• What is the feasibility of implementation throughout the expected period of time, during which, 1027 

the course of action is followed. 1028 
 1029 
During the evaluation of alternative courses of action, trade-offs can be made explicit between near-term 1030 
gains in mission and business effectiveness or efficiency and long-term risk of mission and business 1031 
harm. Trade-offs due to the compromise of IT and ICS are providing this near-term benefit. A risk 1032 
prioritization evaluation is conducted for each course of action to provide the information necessary for:  1033 
 1034 

• Selecting between the courses of action; and 1035 
• Evaluating the courses of action in terms of response effectiveness, costs, mission and business 1036 

impact, and any other factors deemed relevant to an Electricity Sector organization.  1037 
 1038 
Part of a risk prioritization evaluation considers the issue of competing resources. From an Electricity 1039 
Sector organization’s perspective, this means organizations consider whether the cost for implementing a 1040 
given course of action has the potential to adversely impact other missions or business functions, and if 1041 
so, to what extent. This is necessary because organizations have finite resources to employ and many 1042 
competing mission and business functions. Therefore, organizations assess the overall value of alternative 1043 
courses of action, with regard to the mission and business functions and the potential risk to all parts of 1044 
the organization. Organizations may determine that irrespective of the mission and business function and 1045 
the validity of the risk to the mission and business function, that there are more important mission and 1046 
business functions that face more significant risks and hence have a better claim on the limited resources. 1047 

3.3.2.3 Risk Response Decision and Implementation 1048 
At Tier 1, an Electricity Sector organization decides on the appropriate course of action for responding to 1049 
risk. These decisions on appropriate courses of action include some form of prioritization. Some risks 1050 
may be of greater concern than other risks. In such a case, more resources may be directed at addressing 1051 
higher priority risks than lower priority risks. This does not mean that the lower priority risks would not 1052 
be addressed. Rather, it could mean that fewer resources might be directed at the lower priority risks or 1053 
that they would be addressed at a later time. A key part of the risk decision process is the recognition that 1054 
regardless of the decision, there still remains a degree of residual risk30 that must be addressed. 1055 
Organizations determine acceptable degrees of residual risk on the basis of their risk tolerance and the 1056 
specific risk tolerances of particular decision makers. Impacting the decision process are some of the 1057 
more intangible risk-related concepts (e.g., risk tolerance, trust, and culture). The specific beliefs and 1058 
approaches that organizations embrace with respect to these risk-related concepts affect the course of 1059 
action selected by decision makers. Once a course of action is selected, it is incorporated into the risk 1060 
management strategy that is communicated throughout the organization and implemented. 1061 

3.3.3 Outputs 1062 

The output from the Tier 1 risk response element is a risk response plan that guides the implementation of 1063 
the selected courses of action with consideration for: 1064 
                                                      
30 Residual risk is the risk that remains after a risk response has been applied. 
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 1065 
• Individuals or organizational elements responsible for the selected risk response measures and 1066 

specifications of effectiveness criteria (i.e., articulation of key indicators and thresholds); 1067 
• Dependencies of each selected risk response measure on other risk response measures; 1068 
• Dependencies of selected risk response measures on other factors (e.g., the implementation of 1069 

other planned IT measures); 1070 
• Timelines for implementation of risk response measures; 1071 
• Plans for monitoring the effectiveness of risk response measures; 1072 
• Triggers for risk monitoring; 1073 
• Results of response activities added to the risk management strategy; and 1074 
• Interim risk response measures selected for implementation, if appropriate. 1075 

3.4 RISK MONITORING AT TIER 1 1076 
The risk monitoring element provides organizations in the Electricity Sector with the means to determine 1077 
the ongoing effectiveness of risk response measures and to identify risk-impacting changes to the 1078 
organization's IT and ICS and their environments of operation. Analyzing the risk monitoring results 1079 
provides an organization the capability to maintain awareness of the risk being incurred, highlight the 1080 
need to revisit the RMP, and initiate process improvement activities, as needed.31 Organizations employ 1081 
risk monitoring tools, techniques, and procedures to increase risk awareness, helping senior leadership 1082 
develop a better understanding of the ongoing risk to organizational operations, individuals, and other 1083 
organizations. Risk monitoring is fundamental to strategic cybersecurity management, as it improves 1084 
awareness of threats and provides the foundation to correlate controls in a way that moves beyond the 1085 
defense of a single technology. 1086 
 1087 
The senior leadership in an Electricity Sector organization determines and verifies the metrics for 1088 
evaluating mission and business processes and procedures to ensure that the activities involving 1089 
cybersecurity risk are being performed in an effective manner. Risk monitoring provides Electricity 1090 
Sector organizations with the means to: 1091 
 1092 

• Verify risk response 1093 
implementation;32  1094 

• Determine the effectiveness 1095 
of risk response measures; 1096 
and 1097 

• Identify risk-impacting 1098 
changes to IT and ICS and 1099 
their environment of 1100 
operation. 1101 

 1102 
Review and analysis of monitoring results gives organizations in the Electricity Sector the capability to 1103 
maintain an awareness of the risk being incurred, highlight the need to revisit other steps in the RMP, and 1104 
initiate process improvement activities as needed. Each organization may employ risk monitoring tools, 1105 
techniques, and procedures to increase risk awareness. This awareness provides senior executive 1106 

                                                      
31 Draft NIST SP 800-137, Information Security Continuous Monitoring for Federal Information Systems and Organizations, 
provides guidance on monitoring organizational information systems and environments of operation. 

32 Implementation verification ensures that organizations have implemented required risk response measures and that 
cybersecurity requirements derived from, and traceable to, organizational mission and business functions, directives, regulations, 
policies, and standards and guidelines are satisfied. 

At Tier 1, strategic criteria for continuous monitoring of 
cybersecurity are defined by the organization’s risk tolerance, how 
the organization plans to monitor risk given the inevitable changes to 
organizational IT and ICS and their environments of operation, and 
the degree and type of oversight the organization plans to use to 
ensure that the risk management strategy is being effectively carried 
out. Metrics defined and monitored by officials at this level are 
designed to deliver information necessary to make risk management 
decisions in support of the organization’s governance structure. 
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leadership a better understanding of the ongoing risk to the organization against its ability to perform its 1107 
mission. 1108 
 1109 
At Tier 1, monitoring activities might include ongoing threat assessments and how changes in the threat 1110 
environment may affect Tier 2 and Tier 3 activities. This includes the organization’s enterprise and 1111 
cybersecurity architectures, as well as its IT and ICS. Organization-level monitoring is another key part of 1112 
the governance structure and establishes accountability for deploying and maintaining controls selected 1113 
for the risk management strategy. The metrics used to monitor program effectiveness and the frequencies 1114 
of reporting are determined by the level of risk being managed in each business process within the 1115 
organization. 1116 

3.4.1 Inputs 1117 

Inputs to the Tier 1 risk monitoring element include strategies for and implementations of Tier 1 courses 1118 
of action for risk responses. Inputs to Tier 1 risk monitoring may also include: 1119 
 1120 

• Information regarding industry best practices, tools, and frequency; 1121 
• Risk management strategy, including risk assessment methodology; 1122 
• Cybersecurity governance structure; 1123 
• Performance information; and 1124 
• Comprehensive lists of identified risks. 1125 

3.4.2 Activities 1126 

3.4.2.1 Risk Monitoring Strategy 1127 
In the Electricity Sector, organizations develop a risk monitoring strategy that includes the purpose, type, 1128 
and frequency of monitoring activities. Organizations implement risk monitoring programs to: 1129 
 1130 

• Verify that required risk response measures are implemented and that cybersecurity requirements 1131 
are derived from and traceable to the organization’s mission and business functions; 1132 

• Determine the ongoing effectiveness of risk response measures after implementation; 1133 
• Identify changes to the organization’s IT and ICS and the environments in which they operate; 1134 
• Monitor changes in the feasibility of the ongoing implementation of risk response measures; 1135 
• Determine how the purpose of risk monitoring programs directly impact the means used by the 1136 

organization to conduct monitoring activities and where monitoring occurs; 1137 
• Determine the type of monitoring to be employed, including approaches that rely on automation, 1138 

procedural, or manual activities; and 1139 
• Determine how often monitoring activities are conducted, balancing value gained from frequent 1140 

monitoring with potential for operational disruptions. 1141 
 1142 
Monitoring and performance of risk response measures can best be ensured through: 1143 
 1144 

• Configuration management and change control; 1145 
• Reports on risk response performance; 1146 
• Assessment of implemented controls; and 1147 
• Analysis of cybersecurity impacts. 1148 

 1149 
Monitoring Implementation 1150 
Implementation monitoring is employed to ensure that business process owners are implementing needed 1151 
risk response measures. Failure to implement the risk response measures selected by Electricity Sector 1152 
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organizations can result in the organization continuing to be subject to identified risks and can introduce 1153 
the potential for failing to comply with Federal mandates (e.g., legislation, regulations, standards) or 1154 
organizational mandates (e.g., policies, procedures, mission and business requirements). Typically, the 1155 
organization’s senior risk executive will obtain feedback and reports as part of a governance structure 1156 
from business process owners or function owners to determine whether implementation of the risk 1157 
response strategy has been achieved. 1158 
 1159 
Monitoring Effectiveness 1160 
Effectiveness monitoring is employed by organizations to determine if implemented risk response 1161 
strategies have been successful in mitigating identified risks to the risk tolerance level. Although 1162 
determining effectiveness is significantly more complex than implementation monitoring, failure to 1163 
achieve desired levels of effectiveness are indications that risk response measures have been implemented 1164 
incorrectly or are not operating as intended. Additionally, risk response measures implemented correctly 1165 
and operating as intended do not guarantee an effective reduction of risk. This is primarily due to: 1166 
 1167 

• The complexity of operating environments that may generate unintended consequences; 1168 
• Subsequent changes in levels of risk or associated risk; 1169 
• Inappropriate or incomplete criteria established as an output of the risk response element; and 1170 
• Changes in IT and ICS and their environment of operation after implementation of risk response 1171 

measures. 1172 
 1173 
Failure to achieve effective risk response may require an Electricity Sector organization to completely 1174 
reassess its risk and to either select a new risk response course of action or direct that new controls be 1175 
deployed to guide implementation. 1176 
 1177 
Monitoring Changes 1178 
In addition to implementation monitoring and effectiveness monitoring, Electricity Sector organizations 1179 
monitor changes to IT and ICS and the environments in which they operate. Monitoring changes is not 1180 
linked directly to previous risk response measures, but it is nonetheless important to detect changes that 1181 
may affect the risk to an organization’s operation, individuals, and other organizations. Generally, such 1182 
monitoring detects changes in conditions that may undermine risk assumptions, articulated in the risk 1183 
framing element. 1184 
 1185 
Automated Versus Manual Monitoring 1186 
In Tier 1, monitoring typically involves reporting, analysis, and policy or strategy change 1187 
recommendations. The governance structure within an Electricity Sector organization assigns key metrics 1188 
to track and evaluate on a routine basis. Each organization may employ a semi-automated risk 1189 
management application or dashboard to track and monitor key metrics. While the risks and controls may 1190 
be technical, Tier 1 focuses on organization-level responsibilities that meet the expectations, mission, and 1191 
other defined key business metrics of the organization’s senior executives and shareholders. 1192 
 1193 
Frequency of Monitoring 1194 
The frequency of risk monitoring (whether automated or manual) is driven by the mission and business 1195 
functions of the organization as well as the cost and ability to use the monitoring results to facilitate 1196 
greater situational awareness. An increased level of awareness in the cybersecurity state of IT and ICS 1197 
helps Electricity Sector organizations develop a better understanding and management of risk. Risk 1198 
monitoring frequency is also driven by other factors, such as: 1199 
 1200 

• The anticipated frequency of changes in IT and ICS and their operating environments; 1201 
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• The potential impact of risk if not properly addressed through appropriate response measures; 1202 
and 1203 

• The degree to which the threat space is changing. 1204 
 1205 
The frequency of monitoring can also be affected by the type of monitoring conducted (i.e., automated 1206 
versus manual approaches). Depending on the frequency of monitoring required, continuous monitoring33 1207 
is most efficient and cost-effective when automated monitoring is employed. Continuous monitoring can 1208 
provide significant benefits, especially in situations in which monitoring limits the opportunities of 1209 
adversaries to gain access within an organization. 1210 

3.4.2.2 Risk Monitoring 1211 
In the risk monitoring element in Tier 1, organizations monitor IT and ICS and their environment on an 1212 
organization-defined basis to verify compliance, determine the effectiveness of risk response measures, 1213 
and identify any changes. Once Electricity Sector organizations complete the development of their 1214 
monitoring strategies and risk response methods, the strategies are implemented throughout the 1215 
organization. Because the size and complexity of monitoring programs can be large, monitoring may be 1216 
phased in or performed at different frequencies, based on the risk level or complexity of the risk response 1217 
mechanism. The particular aspects of monitoring that are performed are dictated largely by the 1218 
assumptions, constraints, risk tolerance, and priorities and trade-offs established during the risk framing 1219 
element. 1220 

 1221 
Coordination of monitoring activities facilitates the sharing of risk-related information to provide early 1222 
warning or trending for allocating risk response measures in a timely and efficient manner. If monitoring 1223 
is not coordinated, then its benefit may be reduced and could, therefore, undermine the overall effort to 1224 
identify and address risk. As feasible, Electricity Sector organizations implement various monitoring 1225 
activities in a manner that maximizes the overall goal of monitoring, looking beyond limited goals of a 1226 
particular monitoring activity. Risk monitoring results are used when performing incremental risk 1227 
assessments to maintain awareness of the risk being incurred, to highlight changes in risk, and to indicate 1228 
the need to revisit the RMP, as appropriate. 1229 
 1230 
Finally, Electricity Sector organizations decide: 1231 
 1232 

• Which risk response measures will be automated for continuous monitoring; 1233 
                                                      
33 Continuous monitoring is the process and technology used to detect risk issues associated with an Electricity Sector 
organization’s operational environment. 

 

A medium-sized Electricity Sector utility determines that it has a good handle on its risk assessment and 
mitigation strategy. It wants to start a continuous monitoring program with automation tools to progress toward a 
systematic and higher level of cybersecurity for their organization. They begin with an inventory of all 
cybersecurity monitoring functions already in place by: 
 

• Taking existing tools and collecting samples of the data and reporting it; 
• Considering tools to help automate identification and status of all IT and ICS assets; 
• Assessing and categorizing technology by asset type, system boundary, and risk level or importance; and 
• Considering cybersecurity and compliance tool features that best match the needs for staff experience. 

 
Organizations then focus on the regulatory reporting and requirements they have to meet. In the above example, 
the organization must already report specific compliance adherence with NERC CIP Standards. This reporting 
offers a chance to re-evaluate the tools and methods employed to achieve compliance with the CIP Standards.
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• Which tools to provide for reporting and for alerting officials when a control is not working; 1234 
• What alerting is necessary in each tier of the organization; 1235 
• Frequency of risk monitoring reports; and 1236 
• Any additional information that is associated with the risk analysis of any measure. 1237 

 1238 
The result is appropriate alerting and reporting for all tiers to maintain better monitoring and assurance of 1239 
risk management. 1240 

3.4.3 Outputs 1241 

The output from the Tier 1 risk monitoring element is the information generated by: 1242 
 1243 

• Verifying that required risk response measures are implemented and cybersecurity requirements 1244 
are derived from and traceable to an organization’s mission and business functions; 1245 

• Determining the ongoing effectiveness of risk response measures; 1246 
• Identifying changes to IT and ICS and its environments of operation; and 1247 
• Developing a risk monitoring strategy and incorporating it into the risk management strategy. 1248 

 1249 
As part of the RMP, outputs from the risk monitoring element can be useful feedback to the risk framing 1250 
element within each tier. 1251 

3.5 SUMMARY AT TIER 1 1252 

The risk management cycle for Tier 1 has been described in this chapter as part of the risk executive 1253 
function which serves as the common risk management resource for senior leadership without prescribing 1254 
a specific governance model. This could exist as a collection of executive managers, board of directors, or 1255 
a committee of a cooperative organization. However, the result remains that the Tier 1 function provides 1256 
direction that management (at Tier 2 and Tier 3) use to guide the operations of the organization. Providing 1257 
cybersecurity governance in most organizations includes a process to define expectations, provide policy 1258 
and guidance, verify performance, and set constraints for organizational behavior. The RMP model 1259 
assumes that governance functions for organizations already exist at Tier 1 and can be enhanced to 1260 
address cybersecurity risk issues. 1261 
 1262 
The cybersecurity risk management strategy is the high-level document that changes over time to direct 1263 
the organization on how to analyze and prioritize cybersecurity risk, the risk tolerance of the organization, 1264 
the priorities of the organization, and the goals of addressing cybersecurity risks. This information 1265 
includes how to assess risk trade-offs and how to better understand cybersecurity risk factors to the 1266 
organization. 1267 
 1268 
The following table provides an overview of the inputs, activities, and outputs from the risk framing, 1269 
assessment, response, and monitoring elements in Tier 1 of the RMP. This table focuses on the typical 1270 
inputs and outputs, but the list is not exhaustive. Organizations will use the activities to develop artifacts 1271 
that provide for the healthy examination of cybersecurity risk to their organization and develop a process 1272 
to refine guidance and policy. 1273 
   1274 
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 1275 
Table 4: Tier 1 RMP Overview 1276 

  1277 
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4. TIER 2: THE MISSION AND BUSINESS PROCESSES 1278 

At Tier 2, mission and business process owners consider cybersecurity risks from an operations 1279 
perspective and explicitly take into account the adverse impact a process may have on the mission 1280 
objectives of the organization’s operations. This can be viewed as lines of business in which the business 1281 
processes in an Electricity Sector organization are often grouped by generation, transmission, distribution, 1282 
markets, and field operations. The identification of mission and business processes defines the criticality 1283 
and sensitivity of the information as well as the flows internal and external to the organization. 1284 
 1285 
Cybersecurity architecture is an integral part of an organization’s enterprise architecture. It represents that 1286 
portion of the enterprise architecture that specifically addresses IT and ICS resilience and provides 1287 
architectural information for the implementation of cybersecurity capabilities. The primary purpose of the 1288 
cybersecurity program is to develop the policies and procedures and to ensure that mission and business 1289 
process cybersecurity requirements are consistently applied within an organization.  1290 
 1291 
Tier 2 of the RMP addresses each of the elements in the risk management cycle: 1292 
 1293 

• Frame; 1294 
• Assess; 1295 
• Respond; and 1296 
• Monitor. 1297 

 1298 
The primary output from Tier 2 of the RMP is the cybersecurity program and architecture that will be 1299 
used in Tier 3. 1300 

4.1 RISK FRAMING AT TIER 2 1301 
The risk framing element at Tier 2 identifies and documents the cybersecurity environment. Risk framing 1302 
will establish a framework to guide the development of a cybersecurity program across the organization’s 1303 
mission and business processes. An essential input to this risk framing element at Tier 2 is the risk 1304 
management strategy established in Tier 1. The organization and its business units identify the mission 1305 
and business processes supporting the mission objectives and determine the risk assessment 1306 
methodologies to be used. Within Tier 2, the business units identify and map cybersecurity threats, 1307 
vulnerabilities, consequences, and impacts to each of the mission and business processes identified. 1308 
 1309 
Methodologies are established to evaluate the impacts associated with the loss of confidentiality, 1310 
integrity, and availability of operational information, data, and IT and ICS  resources. These 1311 
methodologies are integrated into a standard risk measurement methodology so risk assessments for the 1312 
individual processes are harmonized and their resulting risks can be prioritized as inputs to the 1313 
cybersecurity program to determine administrative and technical controls, mitigations, and 1314 
countermeasures. The organization then assesses and determines the appropriate resources and funding 1315 
needed to develop and implement the cybersecurity program. 1316 

4.1.1 Inputs 1317 

Inputs to the risk framing element for Tier 2 may include: 1318 
 1319 

• Cybersecurity program and architecture (if already established); 1320 
• Mission objectives  from the Tier 1 risk framing element; 1321 
• Risk management strategy from Tier 1; 1322 
• Governance structure from Tier 1; 1323 
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• High-level security requirements identified at Tier 1; 1324 
• Constraints identified at Tier 1; 1325 
• Risk tolerance formulated at Tier 1; and 1326 
• Feedback from the risk monitoring element at Tier 2 and Tier 3. 1327 

4.1.2 Activities 1328 

Activities for the risk framing element will include identifying the mission and business processes linked 1329 
to the objectives identified in Tier 1, selecting a risk assessment methodology to be used in Tier 2, taking 1330 
inventory of the applications that support the mission objectives, and designating the application owner, 1331 
classification, and disaster recovery (recovery time objectives and recovery point objectives [RTO/RPO]).  1332 

4.1.2.1 Identification of Mission and Business Processes and Applications 1333 
In Tier 2, organizations inventory and document their mission and business processes as well as the 1334 
applications34 that support the mission objectives identified in Tier 1. The mission and business processes 1335 
derived from an analysis of the mission objectives may be shared across other business processes. These 1336 
processes can be characterized as horizontal or vertical. Horizontal processes are those associated with 1337 
cross-functional business processes, like payroll, regulatory services, or IT services. Vertical processes 1338 
are more specific to a business function, such as field or customer operations, transmission operations, or 1339 
distribution engineering. A highly integrated organization, for example, may include a large number of 1340 
vertical processes related to generation, transmission, distribution, energy marketing and trading, and 1341 
customer relationship management. A specialized organization performing a limited set of reliability 1342 
functions, such as reliability coordination and/or load and generation balancing authority, may have fewer 1343 
such vertical processes. The relationship between these processes and applications, whether they are 1344 
insourced or outsourced, is an important input for the risk assessment element later in this section. 1345 
 1346 
The determination of how granular an organization needs to be in the definition of its business processes 1347 
is a function of how the organization determines the highest level at which the process supports a specific 1348 
objective and performs a finite and coherent set of activities. These processes are reviewed to identify 1349 
their cybersecurity objectives (e.g., confidentiality, integrity, availability). From the cybersecurity risk 1350 
management perspective, the commonality of cybersecurity objectives derived from the security 1351 
requirements is an important input in the determination of common requirements across mission and 1352 
business processes. Electricity Sector organizations that perform Bulk Electric System functions may find 1353 
useful guidance for identifying processes in the functions defined in the NERC Functional Model.35 1354 

4.1.2.2 Establish Risk Tolerance and Risk Methodology  1355 
Once the mission and business processes have been identified, each process is analyzed to establish 1356 
process-specific cybersecurity risk assumptions and constraints. The impacts to the organization for the 1357 
loss of confidentiality, integrity, and availability are established for each identified IT and ICS process. 1358 
Electricity Sector organizations may consider how regulatory and contractual constraints may influence 1359 
the impact to the identified processes. Some examples of such constraints are:  1360 
 1361 

• Occupational Safety and Health Administration (OSHA) regulations; 1362 
• Health Insurance Portability and Accountability Act (HIPAA) for those organizations that process 1363 

such information for internal health and medical-related processes; 1364 

                                                      
34 Application refers to a technology enabled solution that supports the mission and business process. The application is only 
defined at a level sufficient to identify the criticality to the mission and business process. 

35 For additional information, see NERC Functional Model. 
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• NERC reliability standards (CIP and others) for those organizations that are registered as NERC 1365 
functional entities; 1366 

• Nuclear Regulatory Commission (NRC) cybersecurity regulations; 1367 
• Payment Card Industry Data Security Standards (PCI-DSS) for organizations processing credit 1368 

card payments from customers; 1369 
• Sarbanes-Oxley Act (SOX) requirements for qualified publicly listed companies; 1370 
• Federal Information Security Management Act (FISMA) requirements for U.S. Federal 1371 

Electricity Sector organizations; and 1372 
• Corporate contracts and/or agreements (including outsourcing and third parties). 1373 

 1374 
In conjunction with the impact assessment, process-specific risk tolerance needs to be established. 1375 
Organizations consider the risk tolerance policies from the Tier 1 analysis and apply this guidance to each 1376 
mission and business process. Risk tolerance may vary based on the impact to the mission or business 1377 
process. Feedback from the risk assessment phase from Tier 2 and Tier 3, especially the impact, may 1378 
provide essential input to this aspect of the framing process as part of the iterative process for determining 1379 
risk tolerance. Additional inputs to process-specific risk tolerance, including sources of information for 1380 
cybersecurity threats and vulnerability assumptions (such as vendors, the ES-ISAC, Financial Services 1381 
Information Sharing and Analysis Center [FS-ISAC], IT Information Sharing and Analysis Center [IT-1382 
ISAC], NERC Alert, ICS Cyber Emergency Response Team [ICS-CERT], and the US-CERT) may also 1383 
be considered. 1384 
 1385 
The risk assessment methodology provides a standard way to measure impact across the organization 1386 
(often expressed as financial impacts in dollar amounts or in a variable scale of high, medium, and low). 1387 
However, the risk assessment methodology may define impact in different ways for groups of processes 1388 
using qualitative analysis techniques. Generally, risk is a function of the threat, vulnerability, likelihood, 1389 
and consequence/impact:  1390 
 1391 

Risk = (threat, vulnerability, likelihood, consequence/impact) 1392 
 1393 
An option for determining risk level may be to focus on consequence/impact. At the mission and business 1394 
level, it is only important for the organization to understand the inherent level of risk in the process and to 1395 
further define the methodology to determine risks in Tier 3. 1396 
 1397 
The mission and business processes and the establishment of standard methodologies for determining the 1398 
impacts associated with the loss of confidentiality, integrity, and availability of the process information, 1399 
data elements, and IT and ICS for both business administrative services and operation of Electricity 1400 
Sector resources are essential in providing input to the risk assessment element.  1401 

4.1.2.3 Identify Cybersecurity Program and Architecture 1402 
For organizations that currently maintain cybersecurity programs and architecture, it is during the risk 1403 
assessment and risk response elements that an inventory of existing policies, architecture, and guidance 1404 
are identified for validation. For organizations without a cybersecurity program and/or architecture, 1405 
implementing the complete risk cycle in Tier 2 will develop these for your organization. 1406 

4.1.2.4 Enterprise Architecture 1407 
Enterprise architecture is a management practice employed by an Electricity Sector organization to 1408 
maximize the effectiveness of IT and ICS resources in supporting achievement of mission and business 1409 
success. Enterprise architecture establishes a clear and unambiguous connection from investments, 1410 
including cybersecurity investments, to measurable performance improvements whether for an entire 1411 
organization or portion of an organization. Enterprise architecture provides: 1412 
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 1413 
• A disciplined and structured approach for managing IT and ICS resources; 1414 
• Greater clarity and understanding of the infrastructure; 1415 
• Design and development of the associated IT and ICS for maximizing resilience; 1416 
• An opportunity to standardize, consolidate, and optimize resources; 1417 
• A common language for discussing risk management issues related to mission and business 1418 

processes and performance goals; 1419 
• Efficient, cost-effective, consistent, and interoperable cybersecurity capabilities to help 1420 

organizations better protect mission and business functions; and 1421 
• Concepts of segmentation, redundancy, and elimination of single points of failure. 1422 

4.1.3 Outputs 1423 

Outputs from the Tier 2 risk framing activities may include: 1424 
 1425 
• Identification of the mission and business processes that support the organization’s risk management 1426 

strategy from Tier 1; 1427 
• Documented lists of the impacts associated with the loss of confidentiality, integrity, and availability 1428 

of the process information, including data elements,  and IT and ICS resources for both business 1429 
administrative services and operations of Electricity Sector resources; 1430 

• Documented risk assessment methodologies to be applied across all mission and business processes; 1431 
• Process-specific risk tolerances; and 1432 
• An inventory of applications, classifications, and owners that support mission and business processes 1433 

identified during the Tier 2 framing element. 1434 

4.2 RISK ASSESSMENT AT TIER 2 1435 
In the risk assessment element at Tier 2, mission and business processes and associated application risks 1436 
are identified using the selected risk assessment methodologies defined in the risk framing element in Tier 1437 
2. These risks are mapped to each of the mission and business processes and to the applications that 1438 
support those processes. The assessment element includes the development of a prioritized list of 1439 
processes based on the consequence/impact to the organization.  1440 

4.2.1 Inputs 1441 

Inputs to the Tier 2 risk assessment element may include: 1442 
 1443 

• The risk management strategy from Tier 1; 1444 
• Reports from the threat and vulnerability sources36 identified in Tier 1 and at the process-specific 1445 

risk framing element in Tier 2; 1446 
• Selected risk assessment methodologies from the framing element in Tier 2; 1447 
• Inputs from previous Tier 2 risk assessments and feedback from Tier 3 monitoring element; 1448 
• Inventory of mission and business processes and applications from the framing element of Tier 2 1449 

that support the organization’s mission objectives developed in Tier 1; and 1450 
• A documented list of the impacts associated with the loss of confidentiality, integrity, and 1451 

availability of mission and business process information, data elements, and IT and ICS. 1452 

                                                      
36 When reviewing the process-specific cybersecurity threat and vulnerability reports, organizations must make a determination 
on whether threat reports have provided enough information to determine a probability of threat. 
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4.2.2 Activities 1453 

4.2.2.1 Prioritize Mission and Business Processes based on Consequence/Impact 1454 
In the assessment element of Tier 2, an organization first determines the consequence/impact for each 1455 
mission and business process and application. In prioritizing mission and business processes, the 1456 
organization may consider the consequence/impact to the reliability of the Electricity Sector.  1457 

4.2.2.2  Risk Determination 1458 
In determining risk at Tier 2, the organization focuses on organizational operations and vulnerabilities 1459 
associated with architectural design and mission and business processes. In some cases, these processes 1460 
may have greater impact on the ability of the organization to successfully carry out its mission and 1461 
business functions due to the potential impact across multiple IT and ICS and mission environments. 1462 
Organizations review process-specific cybersecurity threat and vulnerability reports to decide whether 1463 
these reports have provided enough information to determine a probability of a threat. 1464 
 1465 
In addition, an organization will prioritize each mission and business process to make risk response and 1466 
monitoring decisions. Using the risks determined for the processes, the organization prioritizes the 1467 
mission and business processes according to the determined risks and uses this priority list in the design 1468 
of the cybersecurity program and the cybersecurity architecture within the enterprise architecture.  1469 

4.2.3 Outputs 1470 

Outputs from the Tier 2 risk assessment element may include: 1471 
 1472 

• A mission and business process list prioritized by impact and;  1473 
• Specific threat and vulnerability information generated at Tier 2 that is used for the creation of the 1474 

cybersecurity program and architecture. 1475 

4.3 RISK RESPONSE AT TIER 2 1476 
In the Tier 2 risk response element, Electricity Sector organizations use the list of mission and business 1477 
processes prioritized by impact from the risk assessment element. In most cases, input from the risk 1478 
assessment element also influences the design of the IT and ICS architecture itself, due to considerations 1479 
for meeting the requirements of the cybersecurity program. 1480 

4.3.1 Inputs 1481 

Inputs to the Tier 2 risk response element may include: 1482 
 1483 

• The risk management strategy from Tier 1; 1484 
• A Tier 2 mission and business process list, prioritized by impact; 1485 
• The Tier 1 business processes risk tolerance; 1486 
• The risk constraints from Tier 1 and Tier 2; 1487 
• The cybersecurity and enterprise architectures; and 1488 
• Threat and vulnerability information, identified in the Tier 2 risk assessment activities. 1489 

4.3.2 Activities 1490 

4.3.2.1 Risk Response 1491 
Tier 2 risk response activities help organizations identify, evaluate, approve, and implement appropriate 1492 
risk responses to accept, avoid, mitigate, share, or transfer the impact risks of their operations, resources, 1493 
and other organizations that may result from the operation and use of IT and ICS. As such, organizations 1494 
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develop risk mitigation strategies based on strategic goals and objectives, mission and business 1495 
requirements, and organizational priorities.37 1496 

4.3.2.2 Defining the Cybersecurity Program and Architecture 1497 
During the response element of Tier 2, organizations develop and/or refine their cybersecurity program 1498 
and architecture. Electricity Sector organizations consider how they can inject cybersecurity architecture-1499 
planning activities into the definition of the enterprise architecture. The dangers of defining the 1500 
cybersecurity architecture into its own silo, separate from the enterprise architecture definition process, 1501 
can be cost prohibitive and introduce additional risks to the Electricity Sector organization. Organizations 1502 
may find it appropriate to define different cybersecurity architectural principles and ensure that 1503 
connections or inheritance of cybersecurity controls between IT and ICS are clearly recognized. 1504 
 1505 
A cybersecurity program may include: 1506 
 1507 

• High-level policies and standards that define the objectives of the organization’s cybersecurity 1508 
program; 1509 

• Roles and responsibilities for the activities in the cybersecurity program; 1510 
• Establishment of minimum operating standards with common cybersecurity controls38 that 1511 

provide defense-in-depth and defense-in-breadth; 1512 
• Requirements and design principles for implementing controls, with consideration for various 1513 

process-specific requirements; 1514 
• Procedures for implementing controls and enforcing policies; 1515 
• Transfer of high-operational impact risks to other mission and business processes; and 1516 
• Requirements and design principles for monitoring and measuring the effectiveness of the 1517 

cybersecurity programs. 1518 
 1519 
The cybersecurity architecture for organizations in the Electricity Sector may include the below items. 1520 
 1521 
Guiding principles for network perimeter controls, access controls, and monitoring 1522 
Organizations need to establish, identify, and maintain only authorized communication as part of the 1523 
cybersecurity architecture. This includes defining discreet ingress and egress filtering and documenting 1524 
data flows. Sufficient system logs need to be maintained and preferably correlated to identify anomalous 1525 
communication. There also need to be sufficient access controls that provide for guaranteed 1526 
authentication, authorization, and accounting of people, systems, and processes. 1527 
 1528 
Segmentation strategies for the various network and process types 1529 
Segmentation strategies for the various network types defined by cybersecurity requirements may include 1530 
strategies for Internet connections, public carrier networks, virtual private networks (VPNs), corporate 1531 
Intranet networks, and high-value networks, such as ICS networks. These provide guidance for the use of 1532 
such controls as network firewalls (such as principles guiding the use of types of firewalls for public 1533 
network perimeters or those for perimeters to networks hosting high-value resources or secured enclaves 1534 
adjacent to business networks). Segmentation strategies for processes (e.g., production, development, and 1535 
test) that are determined by the risk assessment to be high-risk mission and business processes may 1536 
include increased intrusion detection monitoring for those processes 1537 
 1538 
 1539 

                                                      
37 Additional information regarding how an organization responds to risk can be found in Appendix G, Risk Response Strategies. 

38 A common cybersecurity control is one that is utilized and/or inherited throughout an organization. 



Draft for Public Comment  

 
 Draft for Public Comment  Page | 36 

Special requirements for generation plants and transmission and distribution field assets  1540 
Many field assets have requirements for providing operational and nonoperational39 data to engineering or 1541 
business users for planning and long-term analysis purposes. Organizations may provide “fleet model” 1542 
standardized architectures to do this in a secure and controlled manner. 1543 
 1544 
Data center and server farm environments 1545 
Electricity Sector organizations may provide standardized network architectures for providing secure 1546 
services from networks with a high concentration of systems providing common services such as Web 1547 
application services, database services, or file services. The architecture will clearly stipulate those 1548 
elements necessary to provide an adequate level of network access control and monitoring for such 1549 
networks. 1550 
 1551 
Remote access requirements for business and operations networks 1552 
The ability to remotely access systems for the purpose of maintenance and support is an important 1553 
function. Electricity Sector organizations may provide a standardized architecture that would provide the 1554 
level of cybersecurity commensurate with their risk profiles. Organizations should consider the threat 1555 
environment for the processes or class of processes and provide architectural options for remote access to 1556 
the different cybersecurity requirements, as guidance to selecting actual controls at Tier 3. 1557 

 1558 
Guiding principles for end point protection 1559 
Electricity Sector organizations may consider an adequate level of standardization to optimize the 1560 
management of end points, taking into consideration the various differing cybersecurity requirements or 1561 
priorities. These may include antivirus and malware protection, system integrity, system-level access 1562 
controls, and cybersecurity event monitoring. 1563 

    1564 
Standardized requirements for supply chain sourcing processes 1565 
Organizations in the Electricity Sector need to consider the standard cybersecurity requirements included 1566 
in various types of supply chain sourcing processes and a standardized process for both technical and 1567 
commercial evaluation for cybersecurity requirements, including frameworks for vendor qualification, 1568 
technical evaluation, commercial evaluation, and selection processes. 1569 

 1570 
Standardized requirements for change management, testing, and production certification processes 1571 
Electricity Sector organizations provide standardized architectural elements necessary to develop a 1572 
framework for the change control, configuration management, testing, and certification processes to 1573 
assure that cybersecurity effectiveness is maintained. These may include standardized software tools and 1574 
methodologies for managing system changes, and testing across the organization. 1575 
 1576 
Human resource practices relevant to cybersecurity 1577 
Organizations need to establish repeatable on-boarding and off-boarding processes to evaluate the 1578 
suitability of the workforce. The on-boarding process needs to include a personnel risk assessment that 1579 
performs at least a 7-year criminal history verification, identity verification (e.g., Social Security Number 1580 
and driver’s license), credit check, personal and professional reference check, and verification and 1581 
validation of education and professional credentials. The personnel risk assessment may be updated based 1582 
on risk classification determined by the organization. The organization needs to establish an off boarding 1583 
program as well to ensure that all system and physical access is removed promptly. For cases in which an 1584 
employee is terminated, organizations may consider establishing repeatable procedures to forensically 1585 
maintain workforce systems for investigations. 1586 

                                                      
39 Operational data is data used to operate the system, such as line flows and breaker positions. Nonoperational data is data about 
the operations of the systems, such as configuration information, asset management information, or after-the-fact analysis data. 
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 1587 
Standardized processes for cybersecurity incident response 1588 
Organizations need to establish repeatable processes that include training their workforce on how to 1589 
identify, report, and respond to suspected cybersecurity incidents. The processes need to account for 1590 
creating the categories of events and incidents (e.g., denial of service, malicious code/software, and 1591 
inappropriate use), the identification of the computer incident response team, and their roles and 1592 
responsibilities. The purpose of the incident response plan is to have processes that determine whether an 1593 
incident has occurred, whether the incident was contained and/or eradicated, and whether the system 1594 
recovered from the incident. There may be defined processes for the forensic analysis and storage of 1595 
incident evidence. 1596 
 1597 
Standardized processes for operational and business recovery 1598 
Organizations need to develop repeatable processes that are based on the classification and RTO/RPOs to 1599 
ensure that applications are available to the organization. The degree to which business recovery is 1600 
supported by the organization may be different for each mission or business process application. 1601 

4.3.3 Outputs 1602 

Output for the Tier 2 risk response element includes: 1603 
 1604 

• Cybersecurity program, including policies, standards, and procedures; and 1605 
• Cybersecurity architecture. 1606 

4.4 RISK MONITORING AT TIER 2 1607 
In the risk monitoring element, Electricity Sector organizations monitor and measure the effectiveness 1608 
and level of conformance of their cybersecurity program and architecture. This process helps identify 1609 
risk-impacting changes to IT and ICS and their environments of operation. 1610 

4.4.1 Inputs 1611 

Input to the Tier 2 risk monitoring element may include: 1612 
 1613 

• The risk management strategy from Tier 1; 1614 
• The cybersecurity program and architecture; 1615 
• The results of previous audits, assessments, and cybersecurity reporting from Tier 2 and Tier 3; 1616 
• Threat and vulnerability industry alerts and warnings; and 1617 
• The outputs from the Tier 2 risk response element. 1618 

4.4.2 Activities 1619 

To monitor the effectiveness of and measure the level of conformance to the cybersecurity program and 1620 
architecture, the Electricity Sector organizations may:40 1621 

 1622 
Establish metrics to measure the level of conformance to the cybersecurity architecture 1623 
A good measure of the appropriateness of the cybersecurity architecture is the level at which the actual 1624 
implementation of cybersecurity controls conform to that architecture. By periodically assessing the 1625 
number of deviations from the standard architecture and the rationales for these deviations, organizations 1626 
can fine tune the architecture in an iterative process.  1627 

                                                      
40 Draft NIST SP 800-137, Information Security Continuous Monitoring for Federal Information Systems and Organizations, 
provides guidance on monitoring organizational information systems and environments of operation. 
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 1628 
Measure the effectiveness of the cybersecurity architecture 1629 
Measuring the effectiveness of the cybersecurity architecture ensures that the defined architecture is 1630 
implemented and still providing a valid framework for the selection of controls for Tier 3. This is usually 1631 
conducted in conjunction with an assessment of the implemented controls through testing and analysis. 1632 
The results of this assessment can then be used as input for the risk response element to help develop new 1633 
or modified architectural elements for the cybersecurity architecture. For example, performance 1634 
requirements may dictate a change from a proxy-based network access control architecture to an 1635 
inspection-based network access control architecture. In turn, inspection-based access control may have 1636 
limitations on behavioral analysis or the use of heuristics in malware prevention. 1637 
 1638 
Periodically reassess the cybersecurity architecture 1639 
Electricity Sector organizations need to define the frequency of comprehensive, organization-wide 1640 
monitoring of the cybersecurity architecture implementation to maintain its effectiveness and 1641 
conformance. Each organization allows for enough time between monitoring intervals for a 1642 
comprehensive review and implementation of mitigations and changes to the architecture to be 1643 
completed. 1644 
 1645 
Monitor changes to the environment 1646 
Electricity Sector organizations need to establish processes to review changes to the threat and 1647 
vulnerability landscape for input to the risk response element. The evolution of threats from simple threats 1648 
based on basic scripts to sophisticated, multithreat advanced malware is an example of how changes to 1649 
the threat environment can result in change needed to the cybersecurity architecture in order to respond to 1650 
the threat. Deviations from enterprise architectures are evaluated by the governance body. 1651 

4.4.3 Outputs 1652 

Outputs from the Tier 2 risk monitoring activities may include: 1653 
 1654 

• Risk monitoring reports from the conformance and effectiveness reviews and the appropriate 1655 
resulting mitigations and changes; and 1656 

• A risk monitoring strategy embedded in the cybersecurity program that includes metrics, 1657 
frequency, and scope of the monitoring processes. 1658 

 1659 
The output from the Tier 2 risk monitoring element will be the input to the risk framing element in Tier 3 1660 
and the feedback to Tier 2 and Tier 1. 1661 

4.5 SUMMARY AT TIER 2 1662 

At Tier 2, mission and business process owners refine the risk management strategy and identify and 1663 
prioritize the processes that are critical to the organization’s operations. It is at this tier that the 1664 
cybersecurity program and architecture are refined as inputs to the activities at Tier 3 and as feedback to 1665 
activities in Tier 1. 1666 
 1667 
The following table provides an overview of the inputs, activities, and outputs from the risk framing, 1668 
assessment, response, and monitoring elements in Tier 2 of the RMP. 1669 
  1670 
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 1671 
Table 5: Tier 2 RMP Overview 1672 

  1673 
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5. TIER 3: INFORMATION TECHNOLOGY AND INDUSTRIAL 1674 

CONTROL SYSTEMS  1675 

Tier 3 of the risk management model 1676 
represents the IT and ICS resources. 1677 
To address risk at Tier 3, the same 1678 
four elements—framing, assessing, 1679 
responding, and monitoring—are 1680 
applied. The major activities at Tier 3 1681 
utilize the outputs from the Tier 2 1682 
cybersecurity program and 1683 
architecture and the Tier 1 risk 1684 
management strategy. Using these 1685 
inputs, the organization inventories 1686 
the resources, develops cybersecurity 1687 
plans, evaluates the cybersecurity 1688 
posture, selects appropriate controls, 1689 
and evaluates the impact and 1690 
effectiveness of those controls at the 1691 
system level. The following sections provide a detailed description of the inputs, activities, and outputs 1692 
for each of the elements. 1693 

5.1 RISK FRAMING AT TIER 3 1694 

5.1.1 Inputs 1695 

The inputs to the risk framing element at Tier 3 for IT and ICS may include: 1696 
 1697 

• Risk management strategy from Tier 1; 1698 
• Threat and vulnerability information from Tier 2; 1699 
• Prioritized list of processes and applications by impact/consequence from Tier 2; 1700 
• Catalogue of cybersecurity controls; 1701 
• Cybersecurity program and architecture; 1702 
• Enterprise architecture; 1703 
• Results from monitoring element of Tier 3; and 1704 
• Inventory of current systems and resources from Tier 3. 1705 

5.1.2 Activities 1706 

5.1.2.1 Information Technology and Industrial Control Systems Inventory 1707 
The IT and ICS inventory process begins by identifying the systems, resources, and relationships between 1708 
the IT and ICS; the mission and business processes; and the applications they support. The organization 1709 
that owns, manages, and/or controls the resources is derived from the relationship between the mission 1710 
and business process, the application owner, and any contractual arrangements with internal or external 1711 
organizations. This establishes authority and accountability for cybersecurity of the systems and 1712 
resources. 1713 

ICSs are generally time critical, with specific determinism 
requirements for communication jitter and latency. IT systems 
generally have much less stringent requirements. Delays in 
database interactions or Web page access are not unexpected by IT 
users. The bandwidth available for IT systems is typically more 
important to pass files or datasets. Delays or variability in the 
communications for ICS can have unintended consequences for the 
control system components and may lead to communication 
disruptions and a loss of availability. The determinism of 
individual network packets is more important than bandwidth, 
since ICS communications usually involve small bits of 
information passed on a regular basis. Adding cybersecurity 
controls, such as encryption or packet-level authentication, may 
reduce the level of performance that an ICS can deliver. 
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5.1.2.2 Define or Refine the Cybersecurity Plans41 1714 
For each IT and ICS the organization gathers contextual information about the system, including the 1715 
inventory, owners, network diagrams, data flows, and interfaces to other systems. The cybersecurity plan 1716 
addresses the technical configuration and cybersecurity posture of the system. In the development of the 1717 
cybersecurity plan, organizations identify the common cybersecurity controls applicable to the IT and 1718 
ICS. 1719 
 1720 
The results of the cybersecurity plan process influence both the selection and refinement of appropriate 1721 
cybersecurity controls for the IT and ICS as well as the minimum assurance requirements. The 1722 
cybersecurity plan process reviews organization responsibilities for each system in order to establish clear 1723 
ownership to assess and respond to risk in subsequent activities. The level of detail provided in the 1724 
cybersecurity plan is determined by the organization, and information may be added to the description as 1725 
it becomes available. 1726 
 1727 
The cybersecurity plan for the IT and ICS may include: 1728 
 1729 

• Full descriptive name, including associated acronym; 1730 
• Owner and risk official (including contact information); 1731 
• Parent or governing organization that manages, owns, and/or controls it; 1732 
• Location and environment of operations (narrative and diagram views); 1733 
• Version or release number of the IT and ICS applications and hardware; 1734 
• Purpose, functions, and capabilities of (mission and business processes supported) and sensitivity 1735 

of each function; 1736 
• IT and ICS  integration into the enterprise architecture and cybersecurity architecture; 1737 
• Threat and vulnerability information; 1738 
• Cybersecurity controls; 1739 
• Common cybersecurity controls; 1740 
• Types and  sensitivity of information processed, stored, and transmitted; 1741 
• Boundary for risk management and cybersecurity authorization purposes; 1742 
• Applicable laws, policies, regulations, or standards affecting the cybersecurity; 1743 
• Architectural description, including network topology; 1744 
• Hardware and firmware devices; 1745 
• System and applications software; 1746 
• Hardware, software, and system interfaces (internal and external); 1747 
• Subsystems (static and dynamic); 1748 
• Information flows and paths (including inputs and outputs); 1749 
• Network connection rules for external communications; 1750 
• Encryption techniques used for information processing, transmission, and storage; 1751 
• Authentication, authorization, and accounting processes that include shared accounts, 1752 

administrative account, and user account management; 1753 
• Organizational affiliations, access rights, and privileges; 1754 
• Disaster recovery or business continuity requirements for RTO/RPO; 1755 
• Incident response points of contact; 1756 
• Cybersecurity assessment procedures; and 1757 
• Other information as required by the organization. 1758 

 1759 

                                                      
41 Cybersecurity plan development outlines are provided by organizations such as NRECA and NIST SP 800-18. 
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This information will be used during the assessment element to evaluate the system’s alignment with the 1760 
cybersecurity program and architecture. 1761 

5.1.3 Outputs 1762 

The outputs from the Tier 3 risk framing element may include a baseline cybersecurity plan that contains 1763 
an inventory of the IT and ICS, with identification of boundaries, and a list of threats and vulnerabilities. 1764 

5.2 RISK ASSESSMENT AT TIER 3 1765 

5.2.1 Inputs 1766 

The inputs to the risk assessment element at Tier 3 are: 1767 
 1768 

• Cybersecurity plan; and 1769 
• Assessment methodologies from Tier 2. 1770 

5.2.2 Activities 1771 

5.2.2.1 Perform Cybersecurity and Risk Assessment 1772 
This activity assesses the existing cybersecurity risk by using the assessment procedures defined in the 1773 
cybersecurity plan.42 The cybersecurity assessment considers new threats and vulnerabilities to guide the 1774 
adjustment of existing controls and the selection of new controls. It does this by determining the extent 1775 
with which the controls are implemented correctly, operating as intended, and producing the desired 1776 
outcome, with respect to meeting the cybersecurity requirements for the IT and ICS. Organizations 1777 
determine the level of assessor independence. Following the cybersecurity assessment, the organization 1778 
determines the consequence/impact of the threats and vulnerabilities, and prioritizes the results. The 1779 
reliability and accuracy of risk determinations are dependent on the currency, accuracy, completeness, 1780 
and integrity of information collected.   1781 

5.2.2.2 Cybersecurity Risk Assessment Report  1782 
Organizations need to prepare a cybersecurity risk assessment report, documenting the issues, findings, 1783 
and recommendations for correcting weakness from the cybersecurity control assessments. This 1784 
assessment report must include the necessary information to determine the effectiveness of the 1785 
cybersecurity controls employed within or inherited by the IT and ICS. Cybersecurity control assessment 1786 
results are then documented with a level of detail appropriate for the assessment in accordance with the 1787 
reporting format prescribed by the policies of the organization. 1788 

5.2.3 Outputs 1789 

The output from the Tier 3 risk assessment element is a cybersecurity risk assessment report with 1790 
appropriate findings and recommendations. 1791 

5.3 RISK RESPONSE AT TIER 3 1792 

5.3.1 Inputs 1793 

The inputs to the risk response element at Tier 3 are: 1794 

                                                      
42 The assessment may include penetration testing, vulnerability assessments, code reviews, software code reviews, and other 
appropriate tests. 
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• Cybersecurity plan; and 1795 
• Cybersecurity risk assessment report. 1796 

5.3.2 Activities 1797 

5.3.2.1 Risk Response Actions 1798 
As a result of the cybersecurity and risk assessment, an organization must determine the appropriate risk 1799 
response action:43 1800 

• Risk acceptance; 1801 
• Risk avoidance; 1802 
• Risk mitigation; 1803 
• Risk sharing; 1804 
• Risk transference; or 1805 
• Combinations of the above. 1806 

5.3.2.2 Select and Refine Cybersecurity Controls 1807 
Cybersecurity controls will be selected and refined based on the cybersecurity categorization of the IT 1808 
and ICS. This is incorporated into the cybersecurity plan. The cybersecurity control selection process 1809 
includes: 1810 
 1811 

• Listing cybersecurity controls to be implemented; 1812 
• Tailoring the baseline cybersecurity controls for the system; 1813 
• Supplementing the tailored baseline cybersecurity controls, if necessary, with additional controls 1814 

and/or control enhancements to address unique needs based on the risk assessment; and 1815 
• Describing the intended application of each control. 1816 

5.3.2.3 Cybersecurity Plan Acceptance 1817 
Upon completion of the cybersecurity plan, the senior executive function reviews the plan and accepts the 1818 
response actions identified in the plan. This process documents the organizational acceptance of risk. 1819 

5.3.2.4 Risk Mitigation Plan 1820 
The organization implements cybersecurity controls based on the findings and recommendations of the 1821 
cybersecurity risk assessment report. The cybersecurity plan is updated based on the findings of the 1822 
assessment and any remediation actions taken. The implementation of new controls or the modification of 1823 
existing controls requires a reassessment to verify alignment with the cybersecurity plan. Once the 1824 
response element is complete, the cybersecurity plan will contain an accurate list and description of the 1825 
cybersecurity controls implemented, including compensating controls,44 and a list of residual 1826 
vulnerabilities. The organization may also develop a risk mitigation plan reflecting the organization’s 1827 
priorities for addressing the remaining weaknesses and deficiencies in the IT and ICS and its environment 1828 
of operation. A mitigation plan identifies: 1829 
 1830 

• The tasks to be accomplished, with a recommendation for completion either before or after IT and 1831 
ICS implementation; 1832 

• Compensating controls and measures; 1833 
• The resources required to accomplish the tasks; 1834 

                                                      
43 Additional information regarding how an organization responds to risk can be found in Appendix G, Risk Response Strategies. 

44 A compensating control is a cybersecurity control employed in lieu of a recommended control that provides equivalent or 
comparable control. 
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• Any milestones in meeting the tasks; and 1835 
• The scheduled completion dates for the milestones. 1836 

5.3.3 Outputs 1837 

The outputs from the Tier 3 risk response element are: 1838 
 1839 

• Risk acceptance decision; 1840 
• Refined cybersecurity plan; and 1841 
• Risk mitigation plan. 1842 

5.4 RISK MONITOR AT TIER 3 1843 

Ongoing monitoring of cybersecurity controls is essential for an effective cybersecurity plan. Electricity 1844 
Sector organizations need to develop a strategy for the continuous monitoring of cybersecurity control, to 1845 
include review of  any proposed or actual changes to the IT and ICS. The implementation of a robust, 1846 
continuous monitoring program allows an organization to understand the cybersecurity state over time 1847 
and in a highly dynamic environment with changing threats, vulnerabilities, and technologies. An 1848 
effective monitoring program includes: 1849 
 1850 

• Configuration management and change control processes; 1851 
• Cybersecurity impact analyses on proposed or actual changes to the IT and ICS; 1852 
• Assessment of selected cybersecurity controls employed; and 1853 
• Cybersecurity status reporting. 1854 

5.4.1 Inputs 1855 

The inputs to the risk monitoring element at Tier 3 are: 1856 

• Cybersecurity program and architecture; 1857 
• Refined cybersecurity plan;  1858 
• Risk mitigation plan;  1859 
• Threat and vulnerability information; and 1860 
• Monitoring methodology from Tier 2. 1861 

5.4.2 Activities 1862 

5.4.2.1 Configuration Management and Change Control 1863 
Changes to resources and cybersecurity controls are managed through configuration management and 1864 
change control processes. A disciplined and structured approach to managing, controlling, and 1865 
documenting changes to IT and ICS and their environment of operation is an essential element of an 1866 
effective cybersecurity control monitoring program. It is important to record any relevant information 1867 
about specific changes to hardware, software, or firmware, such as version or release numbers, 1868 
descriptions of new or modified features/capabilities, and cybersecurity implementation guidance.  1869 

5.4.2.2 Ongoing Cybersecurity Control Assessment 1870 
For this activity, organizations need to assess a selected subset of the technical, management, and 1871 
operational cybersecurity controls employed within and inherited by the IT and ICS, in accordance with 1872 
the Tier 1 monitoring strategy defined by the organization. The selection of cybersecurity controls to be 1873 
monitored and the frequency of monitoring is based on the monitoring strategy developed by the IT and 1874 
ICS owner(s) and approved by the risk executive. Automation and tools are likely to be used to verify 1875 
whether a control is working as described and whether it remains an effective mitigation to specific risks. 1876 
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5.4.2.3 Monitoring New Threats and Vulnerabilities 1877 
As part of the ongoing monitoring element, an organization needs to evaluate new threats and 1878 
vulnerabilities identified during the framing element in Tiers 1 and 2 by reviewing and responding to 1879 
additional vendor or industry warnings or alerts. To maintain an up-to-date awareness of threats and 1880 
vulnerabilities, the organization must establish and maintain a schedule for checking applicable 1881 
information sources. 1882 

5.4.2.4 Monitoring the Cybersecurity Mitigation Plan  1883 
During the monitoring element, an organization needs to continuously evaluate the mitigation plan to 1884 
correct weaknesses or deficiencies identified during the cybersecurity control assessment. Organizations 1885 
may use this as a means to report their system level cybersecurity status to management. Cybersecurity 1886 
controls that are modified, enhanced, or added during the monitoring process are reassessed to ensure that 1887 
appropriate corrective actions are taken to eliminate weaknesses or deficiencies or to mitigate identified 1888 
risks. 1889 

5.4.2.5 Cybersecurity Status Reporting 1890 
Electricity Sector organizations need to report their IT and ICS cybersecurity status to the appropriate 1891 
governance on an ongoing basis and in accordance with their monitoring strategy. This reporting includes 1892 
the effectiveness of cybersecurity controls employed within or inherited by the IT and ICS. Organizations 1893 
may need to review the reported cybersecurity status of the IT and ICS on an ongoing basis and in 1894 
accordance with the monitoring strategy to determine whether the risk to operations and resources 1895 
remains acceptable. This reporting can be event driven, time driven or both. The cybersecurity status 1896 
report provides: 1897 
 1898 

• Leadership with information regarding the cybersecurity state and the effectiveness of deployed 1899 
cybersecurity controls; 1900 

• A description of the ongoing monitoring activities; 1901 
• The IT and ICS owners information on how vulnerabilities are being addressed; 1902 
• Ongoing communication with senior executives; and 1903 
• A summary of changes to cybersecurity plans and cybersecurity assessment reports. 1904 

5.4.2.6 Removal and Decommissioning  1905 
Electricity Sector organizations implement a decommissioning strategy when resources are removed from 1906 
service. When a resource is removed from operation, a number of risk-management–related actions are 1907 
required. Electricity Sector organizations ensure that: 1908 
 1909 

• Cybersecurity controls addressing a system removal and decommissioning (e.g., media 1910 
sanitization, configuration management, and control) are implemented; 1911 

• Tracking and management systems (including inventory systems) are updated to indicate the 1912 
specific components being removed from service. 1913 

5.4.3 Outputs 1914 

The outputs from Tier 3 risk monitoring element may include: 1915 
 1916 

• Status of the mitigation plan and remediation actions; 1917 
• Refined cybersecurity plan;  1918 
• Refined cybersecurity program and architecture; and 1919 
• Refined monitoring strategy for Tier 2 and Tier 1. 1920 
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5.5 SUMMARY AT TIER 3 1921 

Tier 3 represents the application of the RMP to the IT and ICS resources. In Tier 3, organizations act on 1922 
the outputs from the Tier 2 cybersecurity program and architecture and the Tier 1 risk management 1923 
strategy. Applicable cybersecurity controls are selected and applied to resources, based on cybersecurity 1924 
and risk assessments. Also, mitigation plans are used to monitor the progress of how and when identified 1925 
residual risks are addressed during the cybersecurity and risk assessments. The outputs of Tier 3 provide 1926 
feedback to the Tier 2 and Tier 1 framing elements. 1927 
 1928 
The following table provides an overview of the inputs, activities, and outputs from the risk framing, 1929 
assessment, response, and monitoring elements in Tier 3 of the RMP. 1930 

 1931 

Table 6: Tier 3 Risk Management Process Overview 1932 
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APPENDIX B 1999 

GLOSSARY 2000 

COMMON TERMS AND DEFINITIONS 2001 
This appendix provides definitions for security terminology used in this publication. The terms in this 2002 
glossary are consistent with the commonly accepted standards, such as Software Engineering Institute 2003 
(SEI), International Organization for Standardization (ISO), National Institute of Standards and 2004 
Technology (NIST), and Committee on National Security Systems (CNSS). 2005 

Assurance  Grounds for confidence that the set of intended security controls 2006 
in an IT and ICS are effective in their application. 2007 

Authentication  Verifying the identity of a user, process, or device, often as a 2008 
prerequisite to allowing access to resources in an IT and ICS. 2009 

Availability Ensuring timely and reliable access to and use of information. 2010 

Common Cybersecurity Control A common cybersecurity control is a cybersecurity control that 2011 
is utilized and/or inherited throughout an organization. 2012 

Compensating Control A compensating control is a cybersecurity control employed in 2013 
lieu of a recommended control that provides equivalent or 2014 
comparable control. 2015 

Confidentiality Preserving authorized restrictions on information access and 2016 
disclosure, including means for protecting personal privacy and 2017 
proprietary information. 2018 

Cyber Attack An attack, via cyberspace, targeting an enterprise’s use of 2019 
cyberspace for the purpose of disrupting, disabling, destroying, 2020 
or maliciously controlling a computing 2021 
environment/infrastructure, or for destroying the integrity of the 2022 
data or stealing controlled information. 2023 

Cybersecurity The ability to protect or defend the use of cyberspace from cyber 2024 
attacks. 2025 

Cybersecurity Architecture An embedded, integral part of the enterprise architecture that 2026 
describes the structure and behavior for an enterprise’s security 2027 
processes, cybersecurity systems, personnel and subordinate 2028 
organizations, showing their alignment with the organization’s 2029 
mission and strategic plans. 2030 

Cybersecurity Control Assessment The testing and/or evaluation of the management, operational, 2031 
and technical security controls to determine the extent to which 2032 
the controls are implemented correctly, operating as intended, 2033 
and producing the desired outcome with respect to meeting the 2034 
cybersecurity requirements for an IT and ICS or organization. 2035 
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Cybersecurity Controls The management, operational, and technical controls (i.e., 2036 
safeguards or countermeasures) prescribed for an IT and ICS to 2037 
protect the confidentiality, integrity, and availability of the 2038 
system and its information. 2039 

Cybersecurity Plan Formal document that provides an overview of the cybersecurity 2040 
requirements for an IT and ICS and describes the cybersecurity 2041 
controls in place or planned for meeting those requirements. 2042 

Cybersecurity Policy A set of criteria for the provision of security services. 2043 

Cybersecurity Requirements Requirements levied on an IT and ICS that are derived from 2044 
applicable legislation, Executive Orders, directives, policies, 2045 
standards, instructions, regulations, procedures, or organizational 2046 
mission and business case needs to ensure the confidentiality, 2047 
integrity, and availability of the information being processed, 2048 
stored, or transmitted. 2049 

Cybersecurity Risk The risk to organizational operations (including mission, 2050 
functions, image, reputation), resources, and other organizations 2051 
due to the potential for unauthorized access, use, disclosure, 2052 
disruption, modification, or destruction of information and/or IT 2053 
and ICS. 2054 

Cyberspace A global domain within the information environment consisting 2055 
of the interdependent network of IT and ICS infrastructures 2056 
including the Internet, telecommunications networks, computer 2057 
systems, and embedded processors and controllers. 2058 

Defense-in-Breadth A planned, systematic set of multidisciplinary activities that seek 2059 
to identify, manage, and reduce risk of exploitable vulnerabilities 2060 
at every stage of the system, network, or subcomponent life 2061 
cycle (system, network, or product design and development; 2062 
manufacturing; packaging; assembly; system integration; 2063 
distribution; operations; maintenance; and retirement). 2064 

Defense-in-Depth Cybersecurity strategy integrating people, technology, and 2065 
operations capabilities to establish variable barriers across 2066 
multiple layers and missions of the organization.  2067 

Enterprise Architecture The design and description of an enterprise’s entire set of IT and 2068 
ICS: how they are configured, how they are integrated, how they 2069 
interface to the external environment at the enterprise’s 2070 
boundary, how they are operated to support the enterprise 2071 
mission, and how they contribute to the enterprise’s overall 2072 
security posture. 2073 

Environment of Operation The physical surroundings in which an IT and ICS processes, 2074 
stores, and transmits information. 2075 
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Industrial Control Systems Used to control industrial processes such as manufacturing, 2076 
product handling, production, and distribution.  2077 

Information Technology A discrete set of electronic information resources organized for 2078 
the collection, processing, maintenance, use, sharing, 2079 
dissemination, or disposition of information.  In the context of 2080 
this publication, the definition includes interconnected or 2081 
dependent business systems and the environment in which they 2082 
operate. 2083 

Integrity Guarding against improper information modification or 2084 
destruction, and includes ensuring information nonrepudiation 2085 
and authenticity. 2086 

Management Controls The security controls for an IT and ICS that focus on the 2087 
management of risk and security. 2088 

Operational Controls The security controls for an IT and ICS that are primarily 2089 
implemented and executed by people (as opposed to systems). 2090 

Organization An Electricity Sector organization of any size, complexity, or 2091 
positioning within an organizational structure that is charged 2092 
with carrying out assigned mission and business processes and 2093 
that uses IT and ICS in support of those processes. 2094 

Resources Money, materials, staff, and other assets that can be utilized by 2095 
an Electricity Sector organization in order meet it mission and 2096 
business objectives. 2097 

Risk A measure of the extent to which an organization is threatened 2098 
by a potential circumstance or event, and typically a function of 2099 
(i) the adverse impacts that would arise if the circumstance or 2100 
event occurs and (ii) the likelihood of occurrence. 2101 

Risk Assessment The process of identifying risks to organizational operations 2102 
(including mission, functions, image, reputation), resources, 2103 
other organizations, and the Nation, resulting from the operation 2104 
of an IT and ICS. 2105 

Part of risk management, incorporates threat and vulnerability 2106 
analyses, and considers mitigations provided by security controls 2107 
planned or in place. 2108 

Risk Evaluation A component of the risk assessment element in which 2109 
observations are made regarding the significance and 2110 
acceptability of risk to the organization. 2111 

Risk Management The program and supporting processes to manage cybersecurity 2112 
risk to organizational operations (including mission, functions, 2113 
image, reputation), resources, other organizations, and the 2114 
Nation, and includes: (i) establishing the context for risk-related 2115 
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activities; (ii) assessing risk; (iii) responding to risk once 2116 
determined; and (iv) monitoring risk over time. 2117 

Risk Management Strategy Any strategic-level decisions on how risk to an organization’s 2118 
operations, resources, and other organizations are managed by 2119 
senior executives. 2120 

Risk Mitigation Prioritizing, evaluating, and implementing the appropriate risk-2121 
reducing controls recommended from the RMP. 2122 

Risk Monitoring Maintaining ongoing awareness of an organization’s risk 2123 
environment, risk management program, and associated 2124 
activities to support risk decisions. 2125 

Risk Response Accepting, avoiding, mitigating, sharing, or transferring risk to 2126 
organizational operations, resources, and other organizations. 2127 

Security Objective Confidentiality, integrity, or availability. 2128 

Technical Controls Cybersecurity controls for an IT and ICS that are primarily 2129 
implemented and executed by the IT and ICS through 2130 
mechanisms contained in the hardware, software, or firmware 2131 
components of the system. 2132 

Threat Any circumstance or event with the potential to adversely impact 2133 
organizational operations (including mission, functions, image, 2134 
or reputation), resources, and other organizations, through an IT 2135 
and ICS via unauthorized access, destruction, disclosure, 2136 
modification of information, and/or denial of service. 2137 

Threat Assessment Process of evaluating the severity of threat to an IT and ICS or 2138 
organization and describing the nature of the threat. 2139 

Threat Source The intent and method targeted at the intentional exploitation of 2140 
a vulnerability or a situation and method that may accidentally 2141 
exploit a vulnerability. 2142 

Vulnerability Weakness in IT and ICS, system cybersecurity procedures, 2143 
internal controls, or implementation that could be exploited by a 2144 
threat source. 2145 

Vulnerability Assessment Systematic examination of an IT and ICS or product to 2146 
determine the adequacy of cybersecurity measures, identify 2147 
security deficiencies, provide data from which to predict the 2148 
effectiveness of proposed cybersecurity measures, and confirm 2149 
the adequacy of such measures after implementation.  2150 

 2151 

  2152 
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APPENDIX C 2153 

ACRONYMS 2154 

COMMON ABBREVIATIONS 2155 
APT Advanced Persistent Threat 

CIO Chief Information Officer 

CIP Critical Infrastructure Protection 

CNSS Committee on National Security Systems 

COTS  Commercial Off-The-Shelf 

DHS Department of Homeland Security 

DOE Department of Energy 

ERM Enterprise Risk Management 

ES-ISAC Electricity Sector Information Sharing and Analysis Center 

FERC Federal Energy Regulatory Commission 

FIPS Federal Information Processing Standards 

FISMA Federal Information Security Management Act 

FMEA Failure Mode And Effects Analysis 

FS-ISAC Financial Services Information Sharing and Analysis Center 

HIPAA Health Insurance Portability and Accountability Act 

HSPD Homeland Security Presidential Directive 

IA Information Assurance 

ICS Industrial Control System 

ICS-CERT Industrial Control Systems Cyber Emergency Response Team 

IEC International Electrotechnical Commission 

IP Internet Protocol 

IT Information Technology 

IT-ISAC Information Technology Information Sharing and Analysis Center 

ISO International Organization for Standardization 

MOA Memoranda of Agreement 

MOU Memoranda of Understanding 

NERC North American Electric Reliability Corporation 

NIST National Institute of Standards and Technology 

NRC Nuclear Regulatory Commission 

NRECA National Rural Electric Cooperative Association 

OCTAVE Operationally Critical Threat, Asset, and Vulnerability Evaluation 
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OSHA Occupational Safety and Health Administration  

PCI-DSS Payment Card Industry Data Security Standard 

PKI Public Key Infrastructure 

PRA Probabilistic Risk Assessment 

RAM-E Risk Assessment Methodology for Energy Infrastructures 

RMP Risk Management Process 

RPO Recovery Point Objective 

RTO Recovery Time Objective 

SEI Software Engineering Institute 

SOX Sarbanes–Oxley Act  

SP Special Publication 

SQUARE Security Quality Requirements Engineering 

TCP Transmission Control Protocol 

U.S. United States 

US-CERT United States Computer Emergency Readiness Team 

VPN Virtual Private Network 
  2156 
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 APPENDIX D 2157 

ROLES AND RESPONSIBILITIES 2158 

KEY PARTICIPANTS IN THE RMP  2159 
The following sections describe the roles and responsibilities of key participants involved in an 2160 
organization’s RMP.45 Recognizing that organizations have widely varying missions and organizational 2161 
structures, there may be differences in naming conventions for risk management-related roles and how 2162 
specific responsibilities are allocated among organizational personnel (e.g., multiple individuals filling a 2163 
single role or one individual filling multiple roles).46 However, the basic functions remain the same. The 2164 
application of the RMP across the three risk management tiers described in this publication is flexible, 2165 
allowing organizations to effectively accomplish the intent of the specific tasks within their respective 2166 
organizational structures to best manage risk. 2167 
 2168 
RISK EXECUTIVE  2169 
The risk executive is a functional role (individual or group) established within organizations to provide a 2170 
more comprehensive, organization-wide approach to risk management. The risk executive serves as the 2171 
common risk management resource and coordinates with senior leaders and executives to: 2172 
 2173 

• Establish risk management roles and responsibilities; 2174 
• Develop and implement an organization-wide risk management strategy that guides and informs 2175 

organizational risk decisions (including how risk is framed, assessed, responded to, and 2176 
monitored over time);  2177 

• Manage threat and vulnerability information with regard to organizational information systems 2178 
and the environments in which the systems operate; 2179 

• Establish organization-wide forums to consider all types and sources of risk (including 2180 
aggregated risk); 2181 

• Determine organizational risk based on the aggregated risk from the operation and use of 2182 
information systems and the respective environments of operation; 2183 

• Provide oversight for the risk management activities carried out by organizations to ensure 2184 
consistent and effective risk-based decisions; 2185 

• Develop a greater understanding of risk with regard to the strategic view of organizations and 2186 
their integrated operations; 2187 

• Establish effective vehicles and serve as a focal point for communicating and sharing risk-related 2188 
information among key stakeholders internally and externally to organizations; 2189 

• Specify the degree of autonomy for subordinate organizations permitted by parent organizations 2190 
with regard to framing, assessing, responding to, and monitoring risk; 2191 

• Ensure that acceptance of the cybersecurity plan considers all factors necessary for mission and 2192 
business success; and 2193 

• Ensure shared responsibility for supporting organizational missions and business functions 2194 
through the use of external providers, receives an appropriate level of visibility and deliberation.. 2195 

 2196 
CHIEF INFORMATION OFFICER 2197 
The chief information officer (CIO) is an organizational official responsible for (i) designating a chief 2198 
information security officer; (ii) developing and maintaining cybersecurity policies, procedures, and 2199 
                                                      
45 Organizations may define other roles (e.g., facilities manager, human resources manager, systems administrator) to support the 
risk management process. 

46 Caution is exercised when one individual fills multiples roles in the risk management process to ensure that the individual 
retains an appropriate level of independence and remains free from conflicts of interest. 
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control techniques to address all applicable requirements; (iii) overseeing personnel with significant 2200 
responsibilities for cybersecurity and ensuring that the personnel are adequately trained; (iv) assisting 2201 
senior organizational officials concerning their security responsibilities; and (v) coordinating with other 2202 
senior officials.  2203 
 2204 
INFORMATION OWNER 2205 
The information owner is an organizational official with statutory, management, or operational authority 2206 
for specified information and with the responsibility for establishing the policies and procedures 2207 
governing the generation, collection, processing, dissemination, and disposal of specified information. In 2208 
information-sharing environments, the information owner is responsible for establishing the rules for 2209 
appropriate use and protection of the subject information (e.g., rules of behavior) and retains that 2210 
responsibility when the information is shared with or provided to other organizations. The owner of the 2211 
information processed, stored, or transmitted by an IT and ICS may or may not be the same as the IT and 2212 
ICS owner. Information owners provide input to IT and ICS owners regarding the cybersecurity 2213 
requirements and controls for the systems where the information is processed, stored, or transmitted. 2214 
 2215 
CHIEF INFORMATION SECURITY OFFICER 2216 
The chief information security officer is an organizational official responsible for serving as the primary 2217 
liaison for the CIO to the IT and ICS owners, common control providers, and information system security 2218 
officers. The chief information security officer (i) possesses professional qualifications, including training 2219 
and experience, required to administer the cybersecurity program functions; (ii) maintains cybersecurity 2220 
duties as a primary responsibility; and (iii) heads an office with the mission and resources to assist the 2221 
organization in achieving more secure information and IT and ICS. The chief information security officer 2222 
or supporting staff members may also serve as authorizing official designated representatives or security 2223 
control assessors. 2224 
  2225 
IT and ICS OWNER(s) 2226 
The IT and ICS owner(s) is responsible for the procurement, development, integration, modification, 2227 
operation, maintenance, and disposal of an IT and ICS. The IT and ICS owner(s) is also responsible for 2228 
addressing the operational interests of the user community (i.e., individuals who depend upon the IT and 2229 
ICS to satisfy mission, business, or operational requirements) with cybersecurity requirements. 2230 
  2231 
SECURITY CONTROL ASSESSOR 2232 
The security control assessor is an individual, group, or organization responsible for conducting a 2233 
comprehensive assessment of the management, operational, and technical security controls employed 2234 
within or inherited by an IT and ICS to determine the overall effectiveness of the controls (i.e., the extent 2235 
to which the controls are implemented correctly, operating as intended, and producing the desired 2236 
outcome with respect to meeting the security requirements for the system). Security control assessors also 2237 
provide an assessment of the severity of weaknesses or deficiencies discovered in the IT and ICS and its 2238 
environment of operation and recommend corrective actions to address identified vulnerabilities. In 2239 
addition to the above responsibilities, security control assessors prepare the final security assessment 2240 
report containing the results and findings from the assessment. Prior to initiating the security control 2241 
assessment, an assessor conducts an assessment of the security plan to help ensure that the plan provides a 2242 
set of security controls for the IT and ICS that meet the stated security requirements.  2243 
  2244 
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APPENDIX E 2245 

GOVERNANCE MODELS  2246 

APPROACHES TO CYBERSECURITY GOVERNANCE 2247 
Governance in the Electricity Sector can take many forms. Three approaches to cybersecurity governance 2248 
can be used to meet organizational needs: (i) a centralized approach, (ii) a decentralized approach, or (iii) 2249 
a hybrid approach. The authority, responsibility, and Decision making power related to cybersecurity and 2250 
risk management differ in each governance approach. The appropriate governance structure for an 2251 
organization varies based on many factors (e.g., mission and business functions, size of the organization, 2252 
organizational operations, resources, and risk tolerance).  2253 
 2254 
Centralized Governance 2255 
In centralized governance structures, the authority, responsibility, and decision making power are vested 2256 
solely within a central body. The centralized body establishes the policies, procedures, and processes for 2257 
ensuring an organization-wide involvement in the development and implementation of risk management 2258 
and cybersecurity strategies, risk, and cybersecurity decisions, as well as in the creation of internal and 2259 
external communication mechanisms. A centralized approach to governance requires strong, well-2260 
informed central leadership and provides consistency throughout the organization. Centralized 2261 
governance structures also provide less autonomy for subordinate organizations that are part of the parent 2262 
organization. 2263 
 2264 
Decentralized Governance 2265 
In decentralized cybersecurity governance structures, the authority, responsibility, and decision making 2266 
power are vested in and delegated to individual subordinate organizations within the parent organization 2267 
(e.g., business units). Subordinate organizations establish their own policies, procedures, and processes 2268 
for ensuring the development and implementation of risk management and cybersecurity strategies, 2269 
decisions, and mechanisms to communicate across the organization. A decentralized approach to 2270 
cybersecurity governance accommodates subordinate organizations with divergent mission and business 2271 
needs and operating environments. The effectiveness of this approach is greatly increased by the sharing 2272 
of risk-related information among subordinate organizations so that no subordinate organization is able to 2273 
transfer risk to another without the latter’s informed consent. It is also important to share risk-related 2274 
information with parent organizations, as the risk decisions by subordinate organizations may have an 2275 
effect on the organization as a whole.  2276 
 2277 
Hybrid Governance 2278 
In hybrid cybersecurity governance structures, the authority, responsibility, and decision making power 2279 
are distributed between the parent and the subordinate organizations. The central body establishes the 2280 
policies, procedures, and processes for ensuring organization-wide involvement in the portion of the risk 2281 
management and cybersecurity strategies and decisions affecting the entire organization (e.g., decisions 2282 
related to shared infrastructure or common security services). Subordinate organizations, in a similar 2283 
manner, establish appropriate policies, procedures, and processes for ensuring their involvement in the 2284 
portion of the risk management and cybersecurity strategies and decisions that are specific to their 2285 
mission and business needs and environments of operation. A hybrid approach to governance requires 2286 
strong, well-informed leadership for the organization as a whole and for subordinate organizations, and 2287 
provides consistency throughout the organization for those aspects of risk and cybersecurity that affect the 2288 
entire organization.  2289 
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APPENDIX F 2290 

TRUST MODELS  2291 

APPROACHES TO ESTABLISHING TRUST RELATIONSHIPS 2292 
The following trust models describe ways in which organizations in the Electricity Sector can obtain the 2293 
levels of trust needed to form partnerships internal and external to the organization, collaborate with other 2294 
organizations, and share or receive information. No single trust model is inherently better than any other 2295 
model. Rather, each model provides organizations with certain advantages and disadvantages on the basis 2296 
of their circumstances (e.g., governance structure, risk tolerance, and criticality of organizational mission 2297 
and business processes).   2298 
 2299 
Validated Trust 2300 
In the validated trust model, one organization obtains information regarding the actions of another 2301 
organization (e.g., the organization’s cybersecurity policies, activities, and risk-related decisions) and uses 2302 
the information to establish a level of trust with other organizations. An example of validated trust is 2303 
when one organization develops an IT and ICS application and provides evidence (e.g., security plan, 2304 
assessment results) that the application meets certain security requirements. The evidence offered may not 2305 
fully satisfy the trust requirements or expectations. Additional evidence may be needed between 2306 
organizations to establish trust. Trust is linked to the degree of transparency between two organizations 2307 
with regard to risk and cybersecurity-related activities and decisions.   2308 
 2309 
Historical Trust 2310 
In the historical trust model, the track record exhibited by an organization in the past, particularly in its 2311 
risk and cybersecurity-related activities and decisions, can contribute to and help establish a level of trust 2312 
with other organizations. While validated trust models assume that an organization provides the required 2313 
level of proof needed to establish trust, obtaining such proof may not always be possible. In such 2314 
instances, trust may be based on other deciding factors, including the organization’s historical relationship 2315 
with other organizations or its recent experience in working with the other organizations. For example, if 2316 
one organization has worked with a second organization for years doing some activity and has not had 2317 
any negative experiences, the first organization may be willing to trust the second organization in working 2318 
on another activity, even though the organizations do not share any common experience for that particular 2319 
activity. Historical trust tends to build up over time, with the more positive experiences contributing to 2320 
increased levels of trust between organizations. Conversely, negative experiences may cause trust levels 2321 
to decrease among organizations. 2322 
 2323 
Third-Party Trust 2324 
In the third-party trust model, an organization establishes a level of trust with another organization on the 2325 
basis of assurances provided by a mutually trusted third party. For example, two organizations attempting 2326 
to establish a trust relationship may not have a direct trust history between them but do have a trust 2327 
relationship with a third organization. The third party, which is trusted by both organizations, brokers the 2328 
trust relationship between the two organizations, thus helping to establish the required level of trust, also 2329 
known as transitive trust.  2330 
 2331 
Mandated Trust 2332 
In the mandated trust model, an organization establishes a level of trust with another organization on the 2333 
basis of a specific mandate issued by a third party in a position of authority. This mandate can be 2334 
established by the respective authority through legislation, directives, regulations, or policies (e.g., a 2335 
policy from an organization directing that all subordinate components of the organization accept the 2336 
results of security assessments conducted by any subordinate components of the organization). Mandated 2337 
trust can also be established when an organization is decreed to be the authoritative source for the 2338 
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provision of information resources, including IT products, systems, or services. For example, an 2339 
organization may be given the responsibility and the authority to issue Public Key Infrastructure (PKI)  2340 
certificates for a group of organizations. 2341 
 2342 
Hybrid Trust 2343 
In general, the trust models described above are not mutually exclusive. Each of the trust models may be 2344 
used independently, as a stand-alone model, or in conjunction with another model. Several trust models 2345 
may be used at times within the organization. Since Electricity Sector organizations are diverse, it is 2346 
possible that subordinate organizations may employ different trust models in establishing relationships 2347 
with potential partnering organizations. The organizational governance structure may establish the 2348 
specific terms and conditions for how the various trust models are employed in a complementary manner 2349 
within the organization. 2350 

  2351 
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APPENDIX G 2352 

RISK RESPONSE STRATEGIES  2353 

Organizations develop risk mitigation strategies based on strategic goals and objectives, mission and 2354 
business requirements, and organizational priorities. These strategies provide the basis for making risk-2355 
based decisions for acceptance on the security solutions associated with and applied to IT and ICS within 2356 
the organization. Risk mitigation strategies are necessary to ensure that organizations are adequately 2357 
protected against the growing threats to information processed, stored, and transmitted by organizational 2358 
IT and ICS. The nature of the threats and the dynamic environments in which organizations operate, 2359 
demand flexible and scalable defenses, as well as solutions that can be tailored to meet rapidly changing 2360 
conditions. These conditions include, for example, the emergence of new threats and vulnerabilities, the 2361 
development of new technologies, changes in missions/business requirements, and/or changes to 2362 
environments of operation. Effective risk mitigation strategies support the goals and objectives of 2363 
organizations, and established mission and business priorities are tightly coupled with enterprise 2364 
architectures and cybersecurity architectures. 2365 
 2366 
Organizational risk mitigation strategies reflect the following: 2367 
 2368 

• Mission and business processes are designed with regard to cybersecurity requirements;47 2369 
• Enterprise architectures (including information security architectures) are designed with 2370 

consideration for realistically achievable risk mitigations; 2371 
• Risk mitigation measures are implemented within organizational IT and ICS and their 2372 

environments of operation by safeguards/countermeasure (i.e., security controls) consistent with 2373 
cybersecurity architectures; and 2374 

• Cybersecurity programs, processes, and safeguards/countermeasures are highly flexible and agile 2375 
with regard to implementation, recognizing the diversity in organizational mission and business 2376 
functions, the variations in IT and ICS implementations and capabilities, and the dynamic 2377 
environments in which the organizations operate.48 2378 

 2379 
Traditional risk mitigation strategies, with regard to threats from cyber attacks, at first relied almost 2380 
exclusively on monolithic boundary protection. These strategies assumed adversaries were outside of 2381 
some established defensive perimeter, and the objective of organizations was to repel the attack. The 2382 
primary focus of static boundary protection was penetration resistance of the IT products and systems 2383 
employed by the organization, as well as any additional safeguards and countermeasures implemented in 2384 
the environments in which the products and systems operated. Recognition that IT and ICS boundaries 2385 
were permeable, or porous, led to defense-in-depth as part of the mitigation strategy, relying on detection 2386 
and response mechanisms to address the threats within the protection perimeter. In today’s world 2387 
characterized by advanced persistent threats (APTs),49 a more comprehensive risk mitigation strategy is 2388 
needed—a strategy that combines traditional boundary protection with agile defense. 2389 
                                                      
47 In addition to mission- and business-driven information protection needs, cybersecurity requirements are obtained from a 
variety of sources (e.g., federal legislation, policies, regulations, standards, and corporate organizational policies). 
48 Dynamic environments of operation are characterized, for example, by ongoing changes in people, processes, technologies, 
physical infrastructure, and threats. 
49 An advanced persistent threat (APT) is an adversary that possesses sophisticated levels of expertise and significant resources 
that allow it to create opportunities to achieve its objectives by using multiple attack vectors (e.g., cyber, physical, and 
deception). These objectives typically include establishing/extending footholds within the IT and ICS infrastructure of the 
targeted organizations for the purposes of exfiltrating information; undermining or impeding critical aspects of a mission, 
program, or organization; or positioning itself to carry out these objectives in the future. The APT (i) pursues its objectives 
repeatedly over an extended period of time, (ii) adapts to defenders’ efforts to resist it, and (iii) is determined to maintain the 
level of interaction needed to execute its objectives. 
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 2390 
Agile defense assumes that a small percentage of threats from purposeful cyber attacks will be successful 2391 
by compromising organizational IT and ICS through the supply chain,50 by defeating the initial safeguards 2392 
and countermeasures (i.e., security controls) implemented by organizations, or by exploiting previously 2393 
unidentified vulnerabilities for which protections are not in place or are inadequate. In this scenario, 2394 
adversaries are operating inside the defensive perimeters established by organizations and may have 2395 
substantial or complete control of organizational IT and ICS. Agile defense employs the concept of 2396 
information system resilience—that is, the ability of systems to operate while under attack, even in a 2397 
degraded or debilitated state, and to rapidly recover operational capabilities for essential functions after a 2398 
successful attack. The concept of information system resilience can also be applied to the other classes of 2399 
threats, including threats from environmental disruptions and/or human errors of omission/commission. 2400 
The most effective risk mitigation strategies employ a combination of boundary protection and agile 2401 
defenses, depending on the characteristics of the threat.51 This dual protection strategy illustrates two 2402 
important cybersecurity concepts known as defense-in-depth52and defense-in-breadth.53 2403 
 2404 
The IT and ICS needed for mission and business success may be the same technologies through which 2405 
threat actors cause mission and business failure. The risk response strategies developed and implemented 2406 
by organizations may consider the type of IT and ICS and their functions and capabilities. Clearly defined 2407 
and articulated risk response strategies help to ensure that senior executives take ownership and are 2408 
ultimately responsible and accountable for risk decisions. 2409 
 2410 
The purpose of risk response is to provide a consistent, organization-wide response by (i) developing 2411 
alternative courses of action for responding to risk, (ii) evaluating the alternative courses of action, (iii) 2412 
determining appropriate courses of action consistent with organizational risk tolerance, and (iv) 2413 
implementing risk responses that are based on selected courses of action. There are five basic types of 2414 
responses to risk: (i) accept, (ii) avoid, (iii) mitigate, (iv) share, and (v) transfer. While each type of 2415 
response can have an associated strategy, there may be an overall strategy for selecting from among the 2416 
basic response types. This overall risk response strategy and the strategy for each type of response are 2417 
discussed below. In addition, specific risk mitigation strategies are presented, including a description of 2418 
how such strategies can be implemented within organizations. 2419 
 2420 
OVERALL RISK RESPONSE STRATEGIES 2421 
A decision to accept risk must be consistent with the stated organizational tolerance for risk. Yet, there is 2422 
still need for a well-defined, established organizational process for selecting one or a combination of the 2423 
risk responses of acceptance, avoidance, mitigation, sharing, or transfer. Organizations are often placed in 2424 
situations in which there is greater risk than the designated senior executives desire to accept. Each of the 2425 
risk responses are based on the organization’s statement of risk tolerance at each tier. The objective of 2426 
establishing a statement of risk tolerance is to identify, in clear and unambiguous terms, a limit for risk; 2427 
that is, how far senior executives are willing to go with regard to accepting risk to organizational 2428 
operations, resources, and other organizations. 2429 
                                                      
50 Draft NIST Interagency Report 7622 provides guidance on managing supply chain risk. 

51 Threat characteristics include capabilities, intentions, and targeting information. 

52 Defense-in-depth is a cybersecurity strategy integrating people, technology, and operations capabilities to establish variable 
barriers across multiple layers and missions of the organization. 

53 Defense-in-breadth is a planned, systematic set of multidisciplinary activities that seek to identify, manage, and reduce risk of 
exploitable vulnerabilities at every stage of the system, network, or subcomponent life cycle (system, network, or product design 
and development; manufacturing; packaging; assembly; system integration; distribution; operations; maintenance; and 
retirement). 
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 2430 
RISK ACCEPTANCE STRATEGIES 2431 
Organizational risk acceptance strategies are essential companions to organizational statements of risk 2432 
tolerance. Real-world operations, however, are seldom so simple as to make such risk tolerance 2433 
statements the end statement for risk acceptance decisions. Risk acceptance includes the impact(s) 2434 
resulting from the implementation of avoidance, sharing, transference, and/or mitigation response 2435 
strategies. Organizational risk acceptance strategies place the acceptance of risk into a framework of 2436 
organizational perspectives on dealing with the practical realities of operating with risk and provide the 2437 
guidance necessary to ensure that the extent of the risk being accepted in specific situations is compliant 2438 
with organizational direction. Inherent in the risk acceptance strategy is the identification of risk 2439 
monitoring triggers to provide reasonable assurance that the risk accepted remains at or below the risk 2440 
acceptance strategy. 2441 
 2442 
RISK AVOIDANCE STRATEGIES 2443 
Risk avoidance entails restructuring processes or systems, or ending activities to eliminate potential 2444 
exposure.   2445 
 2446 
RISK SHARING AND TRANSFER STRATEGIES 2447 
Organizational risk sharing strategies and risk transfer strategies enable risk decisions for specific 2448 
organizational missions and business functions through policies, contracts, and agreements. Risk sharing 2449 
and transfer strategies both consider and take full advantage of a lessening of risk by sharing or 2450 
transferring the potential impact across internal or external organizations. Transferring risk involves 2451 
delegating full responsibility or accountability; sharing risk involves delegating only partial responsibility 2452 
or accountability.  2453 
 2454 
RISK MITIGATION STRATEGIES 2455 
Organizational risk mitigation strategies reflect an organizational perspective on what mitigations are 2456 
employed and where the mitigations are applied to reduce risks to organizational operations and resources 2457 
and to other organizations. Risk mitigation strategies are the primary link between organizational risk 2458 
management programs and cybersecurity programs—with the former covering all aspects of managing 2459 
risk and the latter being primarily a part of the risk response component of the RMP. Effective risk 2460 
mitigation strategies consider the general placement and allocation of mitigations, the degree of intended 2461 
mitigation, and cover mitigations at each tier.  2462 
 2463 

   2464 

Information has value and must be protected. Information systems (including people, 
processes, and technologies) are the primary vehicles employed to process, store, and 
transmit such information—allowing organizations to carry out their missions in a variety of 
environments of operation and to ultimately be successful. 


