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Department of Energy 
Washington, DC 20585 

September 30, 2014 

MEMORANDUM FOR THE SECRETARY 

FROM: 

SUBJECT: 

~ -~---
~~~...------

Gregory H. Friedman 
Inspector General 

INFORMATION: Inspection Report on "Alleged Fraud, Waste, Abuse 
and Mismanagement at th~ mm jSite--0.ffi-ee''m mmmm- mmm mmmm mmm __ m (b)(G),(b)(7)(C) 

BACKGROUND 

Si 

(b)(6),(b)(7)(C) Tl Si e Office's mission is to a mm1ster t 1e Depa1tment s per ormancc-
bascd contract with (b)(G),(b)(?)(C) or the management and operation ofl J J~)(6),(b)(7)(C) 

~~~l~~t:r ~:~~: ~~fi~~~~1~:.1·~:~~1~lt~~Ji;i:ic:1~ 1~~l~~1;~~1~de:~~;:~~·tl~-~!~~~-f~~-~- ______________ (_~_l\~),_(b)(7)(C) 
Director for Field Operations, Office of Science (Science), 

This inspection was initiated in response to a complaint rccciv~d by :I: lffice of the Inspector 
Genera! alleging fraud, waste, abuse and mismanagement at th - Sitc0fl1cc. _ __ 
Specifically, the compl<1int alleged that the Site Office Manager usec overnrnent employees 
and othet· resources to perform personal tasks. The complaint also alleged that the Site Office 
Manager committed various other ethics violations, lo include: (I) accessing and sharing a Site 
Office employee's email records; (2) creation of a negative work envirnmnent; (3) disc!osmc of 
Site Office employees' personal health information; ( 4) the use of inappropriate influence with 
Site Office staff during prior investigations of the Site Office Manager's conduct; and (5) 
improprieties related to the consllmption of' alcohol during an off site Site Office uTeam 
Building'' event. Lastly, it was alleged that the Site Office Managc1· retaliated against a Site 
Office employee by facilitating a transfer to another Department site. We initiated this 
inspection to delcrminc the facts and circumstances surrounding these allegations. 

RESULTS OF INSPECTJON 

(b)(6),(b)(7)(C) 

Key aspects of the allegations wcl'c substantiated. We found that thq lsiteOfficem ___ H (?J(G),~~)(?)(C) 
Manager inappropriately us~th Federal and contraclor employees and other official resources 

(b)(G),(b)(?)(C) to pcrfonnpersonaltasks onL_}Jehalf. Specifically, we found that: 
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(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 
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m • mmThef lsite Office Manager used Site Office employees to perform personal tasks 
such as re cone ii ing monthly statements of a bank account for the family tnist of the 
Mimriger's relative, and the sorting and organizing of the Manager's personal family trust
related records; 

•••• m •• • Thel l Site Office Manager also used \:Olltractor employees to perform persona! 
tasks such as cleaning the Manager's office, taking the Mrinagcr's personal mail to the 
post office and picking up food, coffee, and groceries; 

m m•+ m ·mm. lsite Office equipment and supplies were used by the Site Office Manager and 
Site Office employees to perform the various personal tasks related to the Manager's 
personal and family trust-related affairs; and 

. •- Sinceapproximately2009,ther==-!Site Office Ma11age1· llsed Federnl office space to 
house the Manager's extensive~ of personal financial records. 

mmWealso substantiated theallegationsthatth~ mm. m I Site Office Manager accessed employees' 
emails and that the Manager created a negative wmk environment. Specifically, we determined 
that the Site Office Manager, without sufficient justification, accessed and shar~te Ofl1cc 
employees' emails and, in the process, intimidated employees by demonstratinL.:.:jihHity and _ .... (b)(6),(b)(7)(C) 

propensity to do so. Also, many of the pel'sonncl we interviewed said that the Site Office 
Manager frequently yelled and cursed at employees. Furthermore, several Site Office employees 
told us that they were afraid of losing their jobs and expressed fear that they would experience 
retalfotion as a result of speaking with us during our fieldwork. 

(b)(6),(b!(?)(~)_ Jnadditlon,wefoun<lthatther=-lsite Office Manager attempted to intimidate Site Office 
~loyees after obtaining a c~nvestigative report regarding prior allegations against 

(bJ(6),(bJEW::.J_ -L..J We determined that in 2011, following that investigation, Science disciplined the manager 
and subsequently provided the Manager a copy of the investigative report. Although the copy of 
the report provided to the Site Office Manager had been redacted r Scie1~e's Office of Chief 
Counsel in Chicago, it still contained the names of Site Office and ················ · mployccs interviewed.. 
during the investigation. While the redacted report did not contain the witness affidavits, the 
report did contain unattributed verbatim quotes frorn those affidavits. We were told that the Site 

(b)(6),(b)(?)(C) .... OfficeMan~gernrn.<leitknownthaLI\wlfecn provided a copy of the investigative report, 
(b)(

6
),(b}(?)(c) and, in an email;theManager-statedthattJkllew who lhc negative comments had come from 

(b)(6).(b)(?J(C::) becauseEJwas familiar with the commumcation style used in the quotes. 

It is important to note that there was no evidence 1hat the disclosure of this sensitive information 
was intentional on the part of Science. Moreover, we learned that the release of the redacted 
repott to the Site Office Manager was authorized by both Science's Office of Chief Cmmscl in 
Chicago as well as Headquarters' Office of the General Counsel, and that Science also consulted 
the Office of Human Capital regarding the decision to l'elease the report. However, as evidenced 
by the Manager's own statement, we believe that despite Science's efforts to redact the 
investigative report, the release of this sensitive information lo the Sltc Office Manager 
negatively impacted the work envirnnrnent at the Site Office. 

OfrtifCIAl, HAE O?fLY 
2 

(b)(6),(b)(7)(C) 



OFFICIAL tJSE 0NhY 

The i-emaining aspects of the alleged clhics violations were not substantiated. Specifically, there 
(b)(S),(b)(?)(C) mwns.Jnsufficientevidencetoc.oncludethatthq- ··- ~itc Office Manager had disclosed Site 

Office employees' personal health information or inappropriately used lnflucncc with Site Office 
staff during previous investigations into the Manager's conduct. Nor was there evidence of 
alleged improprieties at an oftsitc Site Office "Team Building" event. Finally, there wns 
insufficient evidence to substantiate the allegation that the Site Office Manager's facilitation of a 
Site Office employee's transfer to another Department site constituted retaliation. Additional 
details regarding our examination of the issue of reprisal and retaliation are discussed in 
Appendix I. 

Conh'ibuting Factors 

The misuse · I and Government contractor employees and other resources occurred 
because the (b)(S),(b) Site Office Manager failed to adhere to well-established and widely 
promulgnte et 11Ca standards regurding the conducl ol' Fcdcrnl~ eyees. In fact, the Site 
Office Manager created a w~nvironment and culture wherei1 ·········· uthoritywas viewed.as 

(b)(S),(b)(?)(C) absolutcandthclmndlingofLJ)ersonal affairs by Site Office emp oyees had become the 
accepted norm. The extensive use of contractor "at wi 11" personnel at the Site Office also 
co11tributed to an office cultme wherein these employees believed that they had to perform 
personal tasks at the Manager's direction or risk losing their jobs. This environment and culture 
appear to have been further exacerbated by the staff's awareness that prior complaints and 
investigations regarding the Site Office Manager were largely ineffective. Specifically, Site 
Office employees told us that the continuation of the Site Office Manager's behavior led them to 
conclude that the prior Departmental investigation and Science's subsequent corl'ective actions 
simply did not correct the problem, a11d that the Manager wns "invincible," 

(b)(6),(b)(7)(C) 
....................... -...... . 

(b)(6),(b)(7)(C) (b)(S),(b)(?)(C) .. m Weconclnded·thatth~m ··m I site Office Manager wa~ely responsible fo1Bctionsin- ·················-· ·······~· ........ . 

the intimidation of Site Office employees, and noted thatl_jengagedintheseactivitiesdes.pite 
having been disciplined by Science for similar conduct in the past. However, the Manager's 
(lbility to target specific employees for intimidation appeared to have been facilitated by the 
release of the invesligativc report that contained the names of witnesses along with llnattributcd 
verbatim quotes from witness affidavits. 

· !though we do not consider th is to be an acceptable excuse for lhc behavior of the 
(b)(S),(b)(?) Site Office Manage I' in this matter, we noted that neither the Departmcnl nor Science 

a promulgated procedures governing a Manager's access to employees' email and computer 
records. Clearly, there could be legitimate reasons for gl'anting such access; however, the 
circumstances in this case did not, in our view, provide imy reasonable rationale for such action. 

Impact and Path Forward 

We concluded that th~/~,(S),(b)(?) ~ite Office Manager's actions in this matter violated the 
Standards of Ethical Conduct for Employees of the Executive Branch. In om view, the 
Manager's nctions constituted: an alarming misuse of subordinates for the performance of 
personal t<1sks; widesprelld misuse of Government property and the official time of Government 
and contractor personnel; unwarranted access to email and computer records; intimidation of 
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subordinates for legitimate parlicipalion in a Department-sanctioned fact-finding examinalion; 
and, the creation of a negative work environment tainted by threats of reprisal. ln this 
environment, it is <loubtfu I that the Site Office was able to function effectively in carrying out its 
vital mission, Moreover, the provision of the redacted investigative report to the Site Office 
Ma~nd the Site Office Manager's subsequent use of that information, placed Site Office 

(b)(S),(b)(?)(C) anct=.:__Jemployees at risk for reprisal and retaliation, and may have compromised the 
integrity of the OJ G complaint process. 

To address the issues described in this report, we made recommendations designed lo assist 
management in: (I) preventing any future actual or apparent violations of the S!andards of 
Hthical Conduct.for Employees of the Executive Branch; (2) preventing any future misuse of 
Govenuncnt resources; and (3) ensuring that employees are free to exercise their protected 
rights, to include the legal right to disclose wrongdoing, without fear of retaliation. Jn addition, 
we are also suggesting thal the Acting Director for Science protect all sensiti\1e information 
relating to investigations of employee misconduct mid ensure that dissemination of such 
infonm1tio11 does not compromise witnesses or those who provided testimony. 

ivfANAGEMENT REACTION 

Management concurred with the report's recommendations and will conduct a review of support 
service contracts to ensure contractor duties are aligned with contract requirements. In addition, 
Management is in the process of establishing policies and procedures for proper legal and senior 
level review of field requests for access to employees' email and computer records and will also 
develop procedures to ensure that employees are awar~·otections afforded to them by 
law when reporting workplace concerns. Because thel_ __ :::JS-itcOffi.ceManagerhasretired _ ~~)~~),(b)(?)(C) 
from Federal Service, Management statement that it cannot take forther action with regard to 
determining appropriate disciplinary and administrative action to address the issues identified in 
our reprnt, or increasing the level of supervision of thq - -+Site Office Manager. m.m ....... mm (?J(6),(b)(7)(C) 

We considered Management's planned actions responsive to our recommendations. 

Management's comments are included in Appendix 4. 

Attachments 

cc: Deputy Secretary 
Chief of Staff 
Deputy Under Secretary for Science and Energy 
Acting Director, Office of Science 
General Counsel 
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~~~~..L.,,RAUD, WASTE, ABUSE AND MISMANAGEMENT AT THE 
SITE OFFICE 

BACKGROUND 
(b)(6),(b)(7)(C) Th Site Office is located at the De )al1ment of Ener 

in (b)(6),(b)(7)(C) 

De artmend(b)(S),(b)(?)(C) 

employs approximately (b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 

u;b~6;.:.;l·.).:;(b~l ~7)~c:.1.... ________ ~~~~~~...i...i.u.u;~1 is to oversee the Depm1mcnl's 
,__ _______ ___.for the management and operation 

(b)(6).(b)(7J(<:;l_ 25 Federal and contractor em lo ees and 

................................ -'------------------'The Office of Science's (Science) 
Integrated Service Center in Chicago (!SC/Chicago) provides administrative~ to the Site 
Office. The Site Office Manager serves as the SeniOI' Federal Official on thL.:=Jsiteand -- .. (b)(S),(b)(?)(C) 

reports to Science's Deputy Director for Field Operations at Department Headquarters. 

Alleged Misconduct 

In October 2013, the Office of the Inspector General's (OJ~) HorHnc received an anonymous 
allegation of fraud, waste, abuse and mismanagement at th - m Site0ff1ce, Specifically,il (b)(6).(b)(7)(C) 

was alleged that the Site Office Manager used Site Office employees and other Government 
resources to perform personal tasks, The complaint also alleged that the Site Office Manager 
committed various ethics violations, to inchide: (I) accessing and sharing a Sile Office 
employee's email records; (2) creation of a negative work environment; (3) disclosure of Sile 
Office employees' personal health information; (4) use of inappropriate influence with Site 
Office staff dmiug prior investigations of the Site Office Manager's conduct; and (5) 
improprieties related to the consumption of alcohol during an offsitc "Team Building" event. 
Lastly, it was alleged that the Site Office Manager retaliated against a Site Office employee by 
foci litating a transfer to another Department site. 

Key aspccls of the allegations were substantiated. Specifically, we found that thd m-~tte - J~J.(S),(b)(?)(C) 

(b)(6),(b)(7)(C) 
Office Manager i~opriately used Site Office employees and other resources to perform 
persnnaltasksfo1L_Pccessed and shared Site Office employees' email records; and created a 
negative work environment. However, the aUegations regarding the disclosure of Site Office 
employees' personal health information, the use of inappropriate influence during prior 
investigations, and improprieties during an offsilc "Team Building" event were not substantiated. 

Misuse of Federal and Contractor Employees 

(b)(6),(b)(7)(C) I L 
rnWefoundthatthr· mm rsite Office Manager routine!)'. used both Federal and contractor 
employees at the Site Office to perform personal tasks for[3TheStmukmlsofEthicaL 
Conduct for Employees of the Executive Branch provide that an employee shall use official time 
in an honest effort to perform official duties and prohibit an employee from encouraging, 
directing, coercing, or requesting a subordinate to use official time to perform activities other 
than those required in the performance of official duties or authorized in accordance with 

Details of Finding Page 1 
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law 01· regulation (5 CFR §2635.705, Use of Official Time). These standards also stipt1late that: 
(I) directing or coel'cing a subordinate to perform such nctivities during off duty hours 
constitutes an improper use of public office for private gain; and (2) a subordinate•s petfonnance 
of unofficial duties for a superior during non-duty hours, unless adequately compensated, 
constitutes a prohibited gift to the superior, even if the subordinate performs the unofficial duties 
voluntarily. Ethical standards a!so require that Federal employees avoid even the appearance of 
unethical behavior (5 CFR §2635.101, Basi<.: Obli!;afion of P11blic Service). In addition, 48 CFR 
§952.242-70, Technical Direction, stipulates that technical direclion provided to contractor 
personnel must be within the scope of work stated in the contrnct, while Department Order 
203, l, Limited Personal Use of Government Office Equipment Including Information 
Technology, states that seeking help from Government employees or contractor personnel in 
pursuit of personal projects is an inappropriate USC of Government l'esources. Finally' the or M 
Guide to Senior Rxeculive Service Qua/ificalions, dnted September 2012, states that the 
fondamental competencies of a member of the Senior Executive Service include behaving in an 
honest, fair, and ethical mnnncr and modeling high standards of ethics. 

However, contrary to these provisions, we confirmed that thd •rn Site-OffkeManager m - mm (?.!(S),(b)(7)(C) 

enlisted the assistance of a Site Office employee to prepare documentation in support of the 
Ma1mger's family trust. Specifically, a Site Office employee performed reconciliations of 
monthly statements for <1 bank account in the name of the Site Office Manager's relative's trnst. 
The employee told us that, at the end of each year, the employee compiled these monthly 
reconciliations which were then forwarded to the Manager's personal accountant fol' tax 
preparation purposes. The employee stated that these tasks were performed in the Site Office 
workplace, eithel' during the employee's lunch breaks or after duty hours. Per the employee's 
statement, the employee first performed these activities for the Site Office Manager in 2009, and 
subsequently performed them 011 a recurdng basis, as recently as October 2013. The employee 
told us that the employee chose to help the Site Office Manager and that the Manager provided 
the employee with direction for this task both verbally and via personal email. 

We alsocGnfirmedt~· m -legationthatth~mrnmmm ~itc Office Manager utilized a Site Office 
c. mployeetopel'fot·n ·········· personal financial planning. During Olli" fieldwork, another Site Office 
~mployeetoldostha - ssisted the Site Office Manager and other Site Office employees with 

(b)(S),(b)(7)(C) Theemployeestated · ····· pent no more than 15-30 minutes pel' month of Department time on 
their Thrift Savings Pfian aunts, but performed no other financial services for the Mmmger. 

(b)(G),(b)(?)"(cj thcseactivities;whic - performed using both Dep<U'tmepi....auJI personal computers. The Site 

(b)(6),(b)(7)(C) 

Ol'ficc Manager acknow edged that this employee assistect__:jvithOThdftSaYingsPla1L ,J~J(~};{~)(r)(§) 
account. 

m lnaddition;severail m I Site Office Federal and contractor employees informed us that they 
participated in sorting and organizing the Site Office Manager's family trust-related records. 
Some of these employees said that they s011ed and organized these documents on their own time, 
to include weekends worked in the Site Office workplace. Other employees stated that they 
performed these tasks dl1ring their regular duty hours, but that the time spent on the activities 
was minimal. Also, former Site Office contraclor employees told us that they prepared address 
labels for the Site Office Manager's family I rust-related correspondence and also cleaned the 
Manager's office, to include vacuuming, and organizing the Manager's shoes. One former 
contractor employee stated that sometimes as many as 2-3 hours of the employee's work day was 

Details of Finding Page 2 
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spent performing personal tasks for the Manager. This included the sot1ing of tbe Manager's 
personal correspondence and bills, nnd the preparation of loan do cm~ and reimbursement 
requests for purchases made by the Site Office Manager on behalf ot_:jfamHytrust.This _ 
former employee told us that the hand! ing of the Manager's personal affairs by lhc Site Office 
staff wits the norm and part of the Site Office's culture, and that the employee freq11ently 
performed other pel'sonal errands for the Manager, such as taking personal mail to the post office 
and picking up food, coffee, and groceries. Clearly, these personal errands were outside the 
scope and performance work statements of the contracts. 

(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 
···············-························ Th (~)(~,(b) Site Office Manager confirmed thatGbm workedonfamiJytrust-relaied. 

matters in t e Site Office, mostly on weekends or after homs, and characterized any other time 
(b)(6),(b)(!j(~L Qspent during work hours as de minin~The Manager told us that[]rnsnotrecelvedany.__ (b)(6),(b)(7)(C) 

(b)(
6

),(b.)(?l.S!'.;J 111comc ~romthetrust ?u~-state~that.:_jis the. "last pers~n standing" and the bcnefici.ary of 
(l3j(§J;l~)t!)J.~L-I··ml1'elattve'strust,wh1d~csc~as sr:!nttal. The Site Office Manager also admitted 
(b)(S),(~J..\?~~}. _Jhat.S.ite-Offwe-etnpl-0yees·assiste ····· will ······· amity trust matters but stated that this assistance 

was either de minimis or performe on the emp oyees' own time. The Site Office Manager 
stated that tile employees who voluntarily provided this assistance were also the Manager's 
longtime friends, and that they did not receive any type of compensation for performing these 
tasks. Despite these i1ssertions, we concluded that the ~Office Manager's use of both Federal 
and contractor employees to perform personal tasks onl_jbchalfwas inappropriate. - _ .. (~)(~),~~)(?)(C) 

Misuse of Other Government Resources 

W fi (b)(6J,(bl · Offi d . ffi l . . d e ound that th 7 c Site 1i;e M'1nager an Site 0 ice emp oyees mappropnately use 
Government resources, to include office equipment and supplies, to perform personal tasks for 
the Sile Oflice Manager. Federal standards of ethical conduct stipulate that an employee has a 
duty to protect and conserve Government property and shall not use such property, or allow its 
use, for other than allthorized purposes (5 CFR § 2635.704, Use of Government Property). 
Department Order 203.1, Limited Personal Use vfGovernme_nt Office Fquipment Including 
Information Tech110/ogy, permits employees to make limited use of Govcrrnncnt resources for 
personal purposes, but only if such use involves de m inimis additional expense to the 
Government and is otherwise permissible midcr Department regulations and applicable State and 
Federal laws. Department Order 203. I further slates that using Government resources to benefit 
one's outside employment or business activities is a misuse of Government resources. Finally, 
Title 5 CFR § 2635.801, Outside Activities, provides that Olltside employment and other outside 
activities or an employee must also comply with the principle that an employee shall endeavor to 
avoid actions creating an appearance of violating ethical standards. 

However, contrary to these provisions, we determined tha~)~;~~/bl I site Office resources, 
including telephones, computers, email accounts, pi'inters, scanners, ink, toner, paper, envelopes 
and address labels, were used by the Site Office Manager as well as Site Office employees to 
perform various tasks related to the Manager's personal and family trust affairn. We also 
confirmed that Site Office space was used to house the Manager's extensive invcntot}' of 
personal financial records for several years. The Site Office Manager and many of the Site 

Details of Finding Page 3 
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Office employees we interviewed admitted that office equipment and supplies were used to 
perform the various tasks related to the Manager's personal and bl1siness-1"clatcd activities, but 
stated that this use was minimal. On the other hand, a former Site Office employee stated that 
the use of Govcrmnent equipment and supplies was 011 a large scale, particl1larly on the 
weekends when the formc1· employee and othel' Site Office employees came in to work on the 
Manager's family trust matters. 

During ou1· fieldwork, (b)(S),(b) Site Office employee permitted us to inspect several drawers 
and boxes of the Site 0 ice anager's family trust records which were stored in the employee's 
office. We were told tlrnt these documents had originally been brought into the Site Office in 
several large trash bags, and that the docmnents were subsequently organi7.ed for the Manager by 
Site Office employees into binders, boxes and fillng cabinets. We also obtained a signed-sworn 
statement from another Site Office employee attesting that the Manager's famlly trnst-relatcd 
records had been present in the workplace since 2009, and that the records were still on the Site 
Office premises at the time of our initial fieldwmk. The Site Office Manager readily admitted 
the presence of the family trtlcords in offices and allowed us to view additional binders of 
family.trustrccords stmed- in········ ftice. Subsequently, the Site Office Manager told us that the 
majority of these records ha ccn removed from the workplace. 

Although th1/~\/g·(b) ~ite Office Manager and some Site Office employees asserted that these 
uses of Government resomces were de minimis in nature, we concluded tlmt Government 
resources, including supplies, and equipment, were misused to perfonn personal tasks for the 
Site Office Manager. Since these Government resources were used to benefit an outside 
business mother activity with which the Site Office Manager was associated, these uses were 
not authorized under Department policy. We also concluded I hat, at a mininrnm, the prolonged 
presence of the Manager's extensive personal financial records in the Site Office wo1·kplace was 
irregular, leading reasonable observers to conclude that ethical standards were being violated. 

Accessing and Sharing Employees' Email Records 

(b)(6),(b)(7)(C) I I,.,, 
--WeeonfinnedtheaHegationsthatthq pile Office Manager accessed and shared Site 

Office employees' email records. Specifically, we found tlrnt the Sile Office Manager obtained 
access to at least six different Site Office employees' email records, and that the Manuger had at 
times shared the content oCthcsc records with other Site Office employees. It1 one particularly 
disturbing example, in May 2013, the Site Office Manager requested and was granted full access 
to the email and computer records of a Site Office employee whu was about to transfer 
permanently to a new position outside the Site Office. We learned that in 2011, this pmticular 
Site Office employee had been tasked by the Site Office Managet·'s supervisor to coordinate an 
investigation into a previolls OIG complaint a~ainst tit Site Office Manager. We noted that as a 

(b)(S),(b)(?)(C) resultofthis...investigation, during whichinan · ················· personnel and nearly all Site Office 
employees were interv~, the Manager received a letter~eprimand ;md a notice of 

(b)(S),(b)(?)(C) ...... rcqufrcrncnt-to improv~erfonnance, which noted that_:;erforrnance had declined.Jo. ....... . 
"unsatisfactory" in two cnt1cal leadership attributes. 

I from ISC/Chicago, responsible for providing information technology supp011 to the 
(b)(6),(b)(7)(C) 

· ·· Site Office, told us that the Site Office Manager's request for ncc~ss to this particular 
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employee's emails was approved by a senior ISC/Chicago official via an informal and unwritten 
process. 1 Iowever, the Site Office Managc1·'s supervisor, whose office is located at the 
Department's I-Ieadqu~s, expressed doubt tlmt the Site Office Manager could obtain access to 
emails andtoldusthat_Jwas under the impression that any such reques~ould have required 
Hcadquartcl's-level approval. This senior Science official also stated tha ········ ··asnotawareof.......... (b)(S),(b)(?)(C) 

this l'equest or any other rcqucsls by the Site Office Manager to access any ite Office 
employee's email records. The official confirmed that a number of allegations and grievnnces 
had previously been filed with regard to lhe Site Office Manager's conduct and went on to state 
that, in the charged atmosphere of tension at the Site Office, approving a request by the Site 
Office Manager for access to the employee's email and computer records would have been 
inappropriate ''to say the least." 

Seven (b)(S),(b) Site Office employees stated that the Manager directed them to view the 
dcpartmg cmp oycc's emails, or verbally shared with the employees the content of those emails. 
The Site Office Manager, as well as several employees, stated that Government emails were 
electronic files, which must be reviewed in order to locale any "reportable Government records" 
and that the Manager's actions in accessing email records were jiistified by the need for 
"continuity of operations." However, the Manager as well as several employees told us that no 
reportable Government records \Vere actually located during the review of the departing 
employee's email records. Moreover, other Site Office employees stated that the Manager's 
primary motive for accessing the depmiing employee's emails was to obtain information related 
to prior complaints and grievances involving the Manager, to include the identities of the 
compl~inanl(s). Our own review of the Site Office Manager's and other Site Office employees' 
emails confirmed that the Manager's focus was on emails that contained either statements that 
were unflattering to the ManageL· or information related to allegations ot· grievances filed against 
the Manager. We noted that the Manager forwarded emails to human resomces per1lillllJft in 
ISC/Chicago, evidently to be used to rebut grievances filed against the Manager andLJ ........ J~)(~),~~)(?)(C) 
supervisor by yet another Site Office employee. 

We determined that there is no cunent Department or Science policy in place regarding a 
Manager's access to Science field office employees' email records. IIowever, we found that in 
July 2013, the Department's Office of the General Counsel drafted a policy to address 
management requests for access to an employee's computer l'ecords. The policy, which was 
approved by the Deputy Secretmy of the Department in December 2013, stipulates that access to 
employee records on Department compute1· systems may not be used to chill various employee 
rights, lo include the legal right to disclose wrongdoing without fear of retaliation, such as 
disclosmes to the Office of Special Counsel or the Department's Inspector General. The policy 
requires that management's access to employee computing records further a legitimate 
Government lntere.o;t and that proposed search terms be narrowly tailored lo elicit information 
related lo the specific purpose 01· objective of the request. However, as written, this policy is 
only applicable to l1sers of the Office of the Chief lnfonnation Officer Energy Information 
Tec!mology Services Desktop Services, and it is nol currently proposed that the policy be made 
applicable to Science and other Department program offices. 
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We determined that the Office of lhc General Counsel discussed the email policy with several 
program offices, including Science, and that discussions were also initiated with Offices of Chief 
Counsel throughout the Department, to determine how field offices currently handle requests fot' 
employees' computer and access control records. We also determined that in March 2013, 
Science established a standard process for conducting data transfer requests, whkh required the 
submission of a written request and subsequent review and approval by both Science's Deputy 
Director of Resource Management and General Counsel. However, we were informed that this 
process was only app[icable at Science's Headquarters level, not at the field office level. 
!SC/Chicago officials confirmed that there is no formal policy in place for Science field offices 
regarding a Manager's access to employees' emails and computer records, but told us that a 
Science policy is being developed. 

Wealsoleamedthatth~Site Office Manager requested and obtained access to the 
email records of Site Of~yees still actively employed at Site Office roj m laswell m • (b)(S),(b)(7)(C) 

as the Manager's administrative support staff. Many of the Site Office employees we 
int~· ved stated that the Site Office Manager had repeatedly advised the staff dming meetings 
tha ·········· ould and would access employees' email records. We were told that as a result, Site 
Of tee employees have become paranoid and that employees avoid using email to accomplish 
their official duties, even though this negative[y impacts productivity. For example, we were 
told that Site Office employees whose assigned duties involve sensitive, contractual and pre
decisional information have concerns abollt Site Office contractor employees having access to 
their emails and therefore conduct such matters verbally rather than via email. Other employees 
told us that they use their email sparingly since they are aware that it may be monitored. 

(b )(6) (b )(?)( C) - Vinally, state~~ntrna<le-by the Ma 11ager it[] . s i Jiu strate Grew-and lll0l ivation _lb )(61,(b )(?)(C) 

(b)(S),(b)(7)(C). withregardt · authority and ability to access (b~(S),(b) 'ite Office employees' email records. 
Specifically, the Manager wrote: 

As a Manager, 1 get individuals files when they depart and that is cleared through the IT 
Department (CH-lSC). But you know as a Manager, I can request to review the emails 
prepared by my staff when they arc using Government furnished property. 

I learned today from a member of my staff .. , that there were emails ... from a 'certain 
Mimager' on my staff that were very unflattering to me. I will get a copy of the email for 
the files. 

Site Office Manager accessed Site Office employees' ........ .,......__,.,,,. 
email records for reasons other than to ocate reportable Government records or to ensure 
continuity of operations. 

Negative Work Environment 

We found that thel/~i)~\(b) lsitc Office Manager used intimidation to create a negative and 
fearful work environment. Department Order 442. l A, Department of Rnergy Employee 
Concerns Prngram, defines intimidation as any action taken by coworkers 01· supervi.c;ors against 
or toward an employee to cause that employee to cease engaging in protected activities, to be 
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fearful of engaging in protected activities, or to otherwise be afraid for his or her safety, 
reputation, or job security as a result of having identified concerns about any aspect of 
Department facilities or operations. 

(b)(6),(b_l(?)(9) __ --HoweverJ---- lsite Office employees stated that there was a great level of fear and 
intimidation in the Site Office, that the Site Office Manager's management style was based on 
fear, and that the Manaoer lmd a "long reach." Several Site Office employees told us that the 

(b)(G),(b)(?)(C) Ma1iagerfrequenHylo-s8emper and yelled and cursed at employees. We were also told that 
Site Office employees were afraid for their jobs and several employees expressed fear that they 
would experience retaliation as a result of speaking with us during our fieldwork. Moreover, 
Site Office employees, both Federal an<l contractor, told us that the continuation of the Office 
Manager's behavior led them to conclude that the prior Depai1111ent investigation and Science's 
corrective actions were ineffective, and that the Site Office Manager was "invincible.0 

In addition, most (b)(6),(b) Site Office employees we interviewed were aware that the Site Office 
Manager ha<l acccssc employees' email on multiple occasions, which one employee descl'ibed 
to us as 11a form of control." Moreover, Site Oflice employees also told us that the Site Office 

(b)(6),(b)(?)(C) Jvlanagerniadeit-known th~had been provided with a copy of a prior investigative report 
(b)(G),(l:ij(?j(c) intop<ista-llegatJonsagainstl=_Jand that the Manager shared or discussed[Jcopyof~herepo11 _ .. _(?.J(~).(b)(?)(C) 

with several Site Office employees. We were told that members of the Site Office staff were 
alarmed when they learned that the Manager had been given this infonnation. In fact, one 
employee told us that the employee 11 felt that the Department had let us down." 

We confirmed that on August 10, 2011, Science provided the Site Office Manager a copy of the 
~1vestigative report which, although redacted, still contained the names of Site Office and 

(b)(6),(b)(?)(C:J L.__Jemployccs interviewed during the investigation as well as unattributed verbatim quotes 
from witness affidavits. Specifically, although the report's supporting exhibits (including the 
affidavits of all witnesses intervlewed) were not provided to the Site Office Manager, the 
redacted copy of the report still contained a complete list of the names of all those interviewed. 
Moreover, the redacted document furnished to the Site Office Manager included the body of the 
report which consisted of a series of finding statements as well as a con·esponding series of 
supporting unattributed verbatim ql1otes, as extrncted from the witness affidavits. 

We were i11fonned that Science consulted personnel in the Office of Human Capital 
Management, CH-TSC's Office of Chief Counsel, and Headquarters' Office of the General 
Counsel before the redacted report was released to the Site Office Manage!'. Howevel', despite 
these effo11s, the Site Office Managet' was still able to dclcnnine what the witnesses had said. 
Dt1ring our own review of email records, we found the following slatemcnl made by the Site 

(b)(6),(b)(?)(C) Office Manager in-an emailLJent afte1· receiving the copy of the repo11 on August l 0, 2011: 

I have received the redacted version of the Rcpo1t and although the areas of [sic] blacked 
out, I know who the negative comments came from because the style of communicating 
is somethi11g that I am quite familiar with since the same style has been tised to 
communicate directly with me. 
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We noted that, under the rVhislleblower Protection Act, filing an OTG complaint and cooperating 
with an investigatio~ into an QIG complaint arf-both protected activities. We concluded that, by 

(b)(S) ,(bl(7)(0) m .demot1strating,,,t-04h~ , m. mm]s~· ··· ···· ffice staffl:_Jlb i I ity and willingness to obtain their cma iJ 
(b)(6),(b'J{f)(c) 

andcomputerrecords;asweHa. · possession of the names and partial statements of witnesses 
interviewed during the previous investigation, the Site Office Manager's actions: (l) intimidated 
Site Office employees; (2) caused Site Ofl1ce employees to fear for their job security; (3) caused 
Site Office employees to be foarful of engaging in protected activlties; and (4) created a negative 
and fearful work enviro11ment. 

Unsubstantiated Aspects of Ethics Allegations and Retaliation 

The remaining aspects of the alleged ethics violations were 110t substantiated. Specifically, our 
review did not SlJbstantiatc the allegations that thcf m mm~iteOfficeManagerdiscJosedSit(}mmm 
Office employees' personal he<ilth information and mappropriatcly used influence with staff 
during previous investigations into the Manager's conduct. We <ilso did not substantiate the 
imprnprietles regal'ding an offsite Site Office "Team Building" event where it was alleged that 
the time was spent pri ·· oting pool, drinking beer, and taking tequila shots. In ftddition, 
the allegations that th (~)(S),(b) Site Office Manager retaliated against a Site Office employee 
were not substantiated. Specifically, although we confirmed thi~t the Site Office Manager 
actively facilitated the transfer of a Site Office employee to another Depatiment site, we were. 
unable lo obtain surficicnt evidence that the Manager's involvement in the employee's transfer 
constituted retaliation. However, we did conclude that Science's provision of the redacted 
investigative report to the Site Office~ and the Site Office Managel''s subsequent use of 

(b)(S),(b)(?)(C) .thatinfonnation,placedStte0fficeant:_Jemployees at risk for reprisal. Additional details 
regarding our examination of the circumstances surrounding this issue are discussed in 
Appendix I. 

Contributing Factors 

(b)(6),(b)(7)(C) 

Th (~)(~,(b) Site Office Manager's misl1se of Government resources occllrred, in part, because 
the anager ailed to adhere to well-established and widely promulgated ethical standards 
regmding the conducl or Federal employees. Jn fact, the Site Office Manager created a work 
environment wherein Site Office staff viewed the Manager's authority to be absolute and the 
handling of the Manager's personal affairs by Site Office employees had become the norm, This 
environment appears to have been reinforced by the ineffectiveness of actions taken in response 
to previous complain ls regarding the conduct of the Site Office Manager. During our review, we 
learned that a number of previol1s allegations and grievances against the Site Office Manager, 
along with a number of resultant reviews by Science and external investigators, had adversely 
impacted morale and productivity at the Site Office. Science appears to have been aware of 
these issues, as evidenced by the fact that, in 20 I l~Site Office Manager t-eceived~· of 
reprimand and a notice of requirement lo improveL:Jlcrformance;whichnotedthal_=j-··-·-· (~)(~),(b)('7)(Q) 
performance had declined to "unsntisfactory" in two critical leadership attributes. 

The extensive use of contractor "at will" personnel at th~ ~iteOfficealsocontributedto 
an office cuttme wherein the handling of the Site Office Manager's personal affairs came to be 
accepted as standard practice. We learned that Federal employees had previously provided 
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administrative support at the Site Office, but that beginning in 2006, contractor employees were 
hired for these positions. We delermincd lhat, during n 7-year period ending in 2013, five or six 
different contractor employees had occupied lhese Site Office administrative support positions 
and that these employees were frequently dismissed and replaced. One of these fonner 
administrative support employees told us that the Site Office Manager stated tlrnt ;:I.w\n't get rid 

OFed as easy as I can get rid of a contractor." The formel' employee stated thaL.:JbeJieved {b)(G),(b)(?)(C) 

·· contract was not renewed because evcntuallyBegantorefusetheManager'si:eqqestsJQ. (b)(6),(b)(7)(C) 

pe orm personal tasks, as well as the Manager's reql1esls to internet with the employee's 
childl'Ct1. Another former administrative support employee stated thaGeJkwcsthcrcasonfoL (b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) .. ~mination was the Manager's displeasure at the employee's reluctance to hold the Manager's 
(b)(G),(b~(7i(¢.J.. . The former employee told us thal budget issues were the stated reason given for lening 
(b)(6),(~!(?)(~L . but that a11other contractor was st1bseql1ently hired to rcpl<1ccGatanevenhigherrate . (b)(6),(b)(7)(C) 

of pay. The former employee also stated that Site Office contractor employees Lmdcrstood that 
the Mnnager could "pull their contract" at any time. 

Finally although we do not consider this lo be an acceptable excuse for the behavior of the 
{b)(S),(b)(!)(~) -I· ·· · ~ite Office Manager in this matter, the conditions which allowed the Manager to obtain 

access to Site Office employees' email and computer records existed, in part, were because 
neither the Department nor Science had pm mu !gated procedures reqLJiring that requests for such 
access be reviewed and approved by senior mana~1t and legal cmmsel. Moreover, although 
the Site 0 ffice Manager was solely responsible fo ········· actions in the intimidationofSiteOffice (b )(G), (b )(?)(C) 

employees, we concluded the Manager's ability to arget specific employees for intimidation 
appeared to have been facilitated by the release of an investigative report that conlaincd the 
names of witnesses along with unattributed verbatim quotes from witness affidavits. 

Impact and Path Forward 

Th~/~i/~;(b) I site Office Manager's actions in these mattel's constitute, at the very least, 
violations of the Standards of Ethical Conduct jar Employees of the Executive Branch The 
Manager's alarming misuse of SL1bordinates for the performance of personal tasks; misuse of 
Government property and Site Office personnel's time; abuses of email and computer t'ecords; 
and, intimidation of subordinates, created a negative work environment tainted by threats of 
reprisal. In such an cnviroruncnt, it was doubtful that the Site Office was able to effectively 
accomplish its vita[ mission I · · artmcnt's performance-based contract for the 
management and operation o (b)(G),(b)(?)(C) 

In addition, lh~)~()~;(b) lsitc Office ivlanager's demonstrated ability to access Site Office 
employees' email records nnd sensitive information from prior investigations created a chiJling 
effect upon Site Office employees with regard to their protected right to disclose fraud, waste, 
abuse, misuse or mismanagement, as well as their willingness to cooperate with inquiries into 
such wrongdoing. It is important to note that there was no evidence that the disclosure of 
sensitive information was intentional on the part of Science. However, Science's provision of the 
names and portions of statements of witnesses during a prior investigation, and the Site Office 
Manager's use of that information, may have compromised the integrity of the complaint process, 
placing these witnesses at risk for reprisal and retaliation. 
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Ensming that senior Deportment officials adhere to ethical standards, that govenunent resources 
are used appropriately, and that employees are free to exercise their protected rights are critical 
to satisfying pressing Department mission needs. Accordingly, we made recommendations 
designed to assist management address the issues identified in this report. 
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RECOMMENDATIONS 

To address the issues identified [n this repml, we recommend that the Acting Director, Office of 
Science: 

I. Determine whether disciplinary and/or administrative action is necessary to address the 
significant ethical violations chronicled in this report; 

um2, mlncreasethe levelofsupervisionofthdm lsite Office Manager to ensure that: (i) 
Site Office employees inuncdiatcly iind permanently cease the performance of personal 
tasks for the Site Office Mmrnger, regardless of whether or not the performance of such 
tasks is voluntary, uses Government prope11y, or is accomplished on the employees' own 
time; (ii) the Site Office Manager immediately ceases the performance of personal tasks 
using Government resources; and (iii) the Site Office Manager immediately and 
permanently removes :lll personal financial records and documents from the Site Office 
workplace; 

(b)(
6

),(b)(?)(C) ······· J, -Ensurcthatscrviccsprovidedby_l __ ~lsite Office contractor staff are within the 
scope of the support services contract; 

4. Develop and implement policies and procedures that ensure any Science site manager's 
request for access to an employee's email and computer records be subject to senior~level 
and legal review and approval; and 

5. Through changes to current procedures and training, ensure that employees are free to 
exercise their protected rights. 
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MANAGEMENT RESPONSE 

Science concmred with the report recommendations. Mmrngemcnt will conduct a review of 
support service contracts to ensure contractor duties are aligned with contract requirements and 
is in the process of establishing policies and procedures for proper legal and senior level review 
of field requests for email and computer access. In addition, management will develop 
procedures to ensure that employees are awqre of the 9rotcctions afforded to them by law when 

(b)(S),(b)(
7
)(C) .. rnporting•workplaeeconcem~; Hecausethef JSite Office Mtrnagcr has retired from 

(b)(6),(b)(7)(C) 

(b)(6),(b)(7)(C) 

Federal Service, management cannot take fmtber action with regard to determining appropriate 
disciplinary and ad.11:inistratirm~~tion •1 ~ddrcss the i~s~es i~entified in our report, or increasing 
theJeveLofsuperv1s1on of th Site Office Manager. 

Management did raise a concern that our repo11 was inconsistent in its description of the 
processes and procedures used when a redacted copy of the previous investigative report was 
provided to the Site Office Manager. Management argued that, although our report inferred that 
the investigative report wns improperly redacted, \Ve provided no reference to procedure or 
process violations related to the redaction process. Management requested that we review the 
facts and circumstances surrounding the process followed by vadous Depai1ment elements in 
redacting the investigative report and that we conside!' interviewing the attorney that performed 
the redaction to affirm that the redaction was carded out in accordance with established 
Department processes and procedures. 

Management comments are included in their entirety in Appendix 4. 

INSPECTOR COMMENTS 

We considered management's comments to be generally responsive to the report's findings and 
recommendations. We have modified our repo1t where appropriate to further clarify the nature 
of the redacted repott provided to thy..Si:1s:..U.ffice Manager. Specifically, the redacted report did 
contai11thenamesofSiteOfficeandf:::_Jmployccs interviewed during the investigation as 
well as unattributed verbatim quotes from the witness afiidavits. However, the redacted report 
did not contain the witness affidavits themselves. We also reemphasized in the body of our 
report that there was no evidence that the disclosure of sensitive information was intentional on 
the palt of Science. 

However, we have not reviewed the process for l'edacting reports as requested by management. 
Our point all along has been that, despite Science's efforts to redact the investigative report, and 
as evidenced by the Manager's own statement, the release of this sensitive information to the Site 
Office Manager negatively tmpacted the work environment at the Site Office. We have 
concluded 1hat ~ement's provision of the names and imattributcd but verbatim statements of 

(b)(S),(b)(7)(C) SilcGfficcandt=__J employees interviewed during the prior investigation of the Site Office 

Manager, JS well as the Site Office Manager's subsequent use of that information, may have 
compromised the integrity of the complaint process, placing these witnesses at risk for reprisal 
and retaliation. 

Management Response and Inspector Comments 
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APPENDIX 1 

OTHER MATTERS: PROTECTION AGAINST REPRISAL 

Although we were llnablc to obtain sufficient evidence to sllbstantiatc the allegation that the 
(b)(6),(b)(7)(~) _f, ... _.. mre Office Manager's facilitation of a Site Office employee's trans for to another 

Depa1iment of Energy (Department) site constituted retaliation, we conchtded that, at the very 
least, that the Office of Science (Science) did not ensure that Site Office employees were 
protected against reprisal. 

Merit System Principles (5 USC § 2301) stipulate that an employee should be protected against 
reprisal fol' the lawful disclosme of information which the employee reasonably believe 
evidences either: (I) a violation of any law, rnle or regulation; or (2) mismanagement, a gross 
waste of funds, an abuse of authority, or a substantial and specific danger to public health or 
safety. Additionally, Department Order 221. l A, Reporting Fraud, Waste and Abuse to the 
Office of Inspector General, stipulates that Department managers must ensme that reprisals are 
not taken against employees who report fraud, waste, abuse, misuse, corruption, criminal acts or 
mismanagement. Dcpattment Order 442.lA, Deparlmenl of Energy Employee Concerns 
Program, defines reprisal as any action taken against an employee in response to, or in revenge 
for, the employee having raised, in good faith, reasonable concerns abm1t any aspect of 
Department-related operations. Finally, Depatimcnt Guide 442. l- l, Department of Enel'gy 
Employee Concerns Progmm, states that managers mid supervisors have a responsibility to 
establish open communications to enable employees to raise concerns in a manner that fosters 
the free flow of information, without employees being subjected to reprisal for raising those 
concerns. 

(b)(
5

),(b)(
7

)(C) mmmNumerouJm Site Office employees told llS that the Site Office Manager facilitated the 

{b)(6),(b)(7)(C) 

eventual depmiure of a Site Office employee, based on the Manager's bclicfthatthe employee 
had either filed or helped to substantiate prior allegations against the Manager. As previously 
noted, this patticular Site Office employee had been tasked by the Site Office Manager's 
Sllpervisor lo coordinate an investigation into a previous Office offnspector Genera[ (OIG) 
complaint against the Site Office Manager. We determined that this investigation, conducted in 
May 2011 by an independent investigator, substantiated the prior OIG Hotline complaint which 
alleged, among other things, that the Manager created a negative work atmosphere in the Site 
Office. We learned that subsequently, in August 2011, the Site Office Manager received a letter 
of reprimand as well as a copy of the investi ator's re ort which, although redacted, contained 
the names of the Site Office and (bJ(6),(b)(7)(C) employees 
interviewed, along with unattrib\1ted but verbatim quotes excerpted from witness affidavits. 

Th~mmH m ~ite Office employee told us that in November 2011, during a discussion ofD ... J?l\6),(b)(7)(CJ 

~ormance appraisal w)lh..lll.e Site Office Man~ger. re M_fjger informed the employee that 

, .. ,tw/c:~r~:i~~~1~~:~.~~t~~~~e~~,;~1:et 1~;:de~!~~toy~·~ = 1ut1s~~;:~:1~e~l:1~:;~:~1~~~:;:tr~~~~~.. (~lJ!}(~J(rJ(CJ 
Department site. After the detail was extended .several times, the employee was eventually 
permanently trnnsferre<l, effective June 2013. The former Site Office employee told us thaO ···· J?)(5

),(b)(
7

)(C) 

did not request or initiate the detail, and that the transfer was a significant downgrade which 
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(b)(
6

),(b)(?)(C) morethandoublec[Jciaily commute. Howcvcl',.iliy former employee noted that it felt like an 
(b)(6),(b)(!)((;) __ ''escape''-f.o{:Jto leave the Site Office and thaLJwasatleastabletorclain[]ratc-0£..pay.. __ J~li!} 1_~~)( 7)(C) 

even after the transfer became permanent. 

In contrnst, th (b)(
6

),(b) 'itc Office Manager told us that the Site Office employee initiated the 
request fm the etm . 1e Site Office Manager also stated that the employee's subsequent 
pernrnnent transfer was mutually decided upon by the Manager and the Manager's supervisor. 
When pressed for further details, the Site Offic<f-Mart1ager stated that the transfer was a 

(b)(
6

),(b)(?)(C) complicatedpersonnelmatterandl'eforredustct:Jsupervisor for additional information. Our 
own review of email trnffic confirmed the Site Office Manager's ~tantial and prolonged 
efforts to repeatedly extend the employee's detail 11nd to facilitatcL=Jvcntualpenn-ancnttransfet~ . i?)(~),(_b)(?)(C) 
from the Site Office. We also learned that this inter-agency transfer, which involved a "trnde" of 
personnel between the Nationol Nuclear Security Administration (NNSA) and Science, took 
months to accomplish and required the approval of senior NNSA and Science officials, as \veil as 
NNSA's Hiring Review Board, 

1., (b)(6),(b)(?) • Offi M ' . . s . ffi . I Id h D . <l l c 1te ice anager s supervisor, a semor c1ence o 1cia , to ~1st at ---- v1ewe ------
the dctall as a tempora1-y means to alleviate the stress in the Site Office environ men~ defusing 
the tension between the Mmrngcr and lhc employee. The Scicrn::e official stated that_jwasnot
s_ u_re \_vho initiated the former employee's~rmanent transfer but tl~at ~gaini~1g silc wa~1ted to 

(b)(6),(b)(7)(C) _______ keeptheemployeeperry.an.ently becausetJperformed so well dunngLJ;-detml;-The-Sc-1tm-ce--
(b )(S),(b)j7)( C) - - official"' ;so-fflld-us tha1t_Jwas unaware that the redacted copy of th~ reu01-; orv ided to the 

(b)(6) (b)(?)(C) 

Manager contained !he statements and names of those Site Office an - mpfoyees_ _ 
interviewed dming the previm1s investigation, an<l lbat had0beenawarct lat-this---infonnatiotL 
had been released to the Manager, it would have been a caL1se for concern. 

Although we wcrclJablc to confirm tlmt the employee's detail andt:Jtransfer were in 
• ' • • • • • • • j • "\t factretal1at1onfor -------- part1c1pr1t1on m the pnor 111vcsllgat1on into th ---------------------- S1te{)ffice 

Manager's conduct, we concluded that Science's actions in providing tie ite fficc Manager 
with se11sitive information from the previous investigation, and the Site Office Manager's 
subsequent use of that infonnation, placed all witnesses and participants, including the 
transferred employee, at risk for reprisal and retaliation, and may also have compromised the 
integrity of the complaint process. 

SUGGESTED ACTION 

We SL1ggest that lhc Aeling Director for Science protect all sensitive information relating to 
investigations of employee misconduct and ensure th<ll dissemination of such information does 
not compromise witnesses or those who prov[ded testimony. Specificnlly, we suggest thal 
policies and procedures be developed and implemented to protect sensitive information 
generated during reviews of OIG Hotline and other allegations/complaints, to ensure that 
employees who report fraud, waste, abuse, misuse, corruption, cl'iminal acts or mismanagement, 
as well as employees who cooperate with investigations into such wrongdoing, arc not exposed 
to potential reprisal and retaliation. 
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APPENDIX 2 

OBJECTIVE, SCOPE AND METHODOLOGY 

Objective 

We in~iated this i~spection lo determine the facts and circumstances surrounding the allegations 
thatth ····················· ite Office Manager: (l) misi1sed Government resources; (2) accessed and 
shared Site Office employees' email records; (3) created a negative working environment; (4) 
disclosed Site Office employees' personal health information; (5) llSed inappropriate infll1ence 
with Site Office staff during prlot· investigations; (6) sanctioned improprieties related to a "Team 
Building0 event; and (7) retaliated against Federal and contractor Site Office employees. 

Scope 

We coud1wted !his insncction fr ' 
l(b)(6) (b)(7)(C) I ii (b)(6),(b)(7)(C) 

September 2014, at the (b)(6).(b)(7)(C) 

Office of Inspector General (OIG) Project Num 

Methodology 

To accomplish the inspection objective, we: 

The inspection was con 
141S002. 

• Reviewed prior allegations against or involving th-HbJ(S),(bJ !Site Office Manager and the 
· ~IVICl . 

results of any ensuing reviews; 

• Interviewed cmrent and former Site Office Federal and contractor personnel, and 
obtained signed-sworn statements as necessary; 

• Interviewed Office of Science officials and personnel; 

• Reviewed e-ma ii records of ke~/~\)~\(b) !site Office personnel; and 

• Reviewed applicable Federal and Department of Ene1·gy (Department) laws, regulations 
and guidance petiaining to misuse of Government property and official time, access to 
employees' email and computer records, retaliation, and negative work environment. 

We conducted this inspection in accordance with the Council of the Inspectors Genera! on 
Integrity and Efficiency, Quality Standard'>fnr Inspection and Evaluation, January 2012. Those 
standards require lhat we plan and perform the review to obtain :iufficient, appropriate evidence 
to provide a reasonable basis for our findings and conclusions based on om· objective. We 
believe the evidence obtained provides a reasonable basis for om findings and conclusions based 
on our inspection objective. Accordingly, the inspection included tests of controls and 
compliance with laws and regulations to the extent necessary to satisfy the objective. Because 
our review was limited, it would not necessarily have disclosed all internal control deficiencies 
that may have existed at the lime of our ins pee lion. 
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Finally, we relied on computer-processed data to some extent, to satisfy our objective. We 
confirmed the validity of such data, as appropriate, by conducting interviews and reviewing 
email records. 

With regard to our review of email records, the OIG Inspection team requested the assistance or 
the OIG Technology Crimes Section in order to obtain the email re~ords of key individuals. Our 
review of the enrnil records subscqucnLly provided by th~ mmm~Site0ffke's<latahostingsitem 
was hampered by gaps in the records we received and by Lhe Dcpurtmcnt's initial reluctance to 
provide decryption keys necessary for our review of encrypted emails. This neccssitalcd om 
submission of repeated requests for the subject records and created lengthy delays. 13ecause the 
scope of our email review was limited by these circumstances, it would not necessarily have 
revealed all email records relevant to om objective. However, in our opinion, we obtained 
sufficient, appropriate evidence lo suppo11 our findings and conclusions. 

An exit conforcncc was held with management on Septembe1· 25, 2014. 
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PRIOR REPORTS 

• Special Inquiry on Review o{Allegations Regarding Prohibited Personnel Practices at 
the Bonneville Power Administratio11 (DOE/IG~0895, October 2013). The objective of 
this special ii1quiry was to determine the facts and circumstances surrounding the 
allegations of prohibited personnel practices at Bo1rneville Power Administration 
(Bonncvi!lc). We found that Bonneville's hiring practices disadvantaged veterans and 
other applicants and that Bonneville consistently manipulated the applicant rating 
process. Furthet', despite specific requirements to do so, Bonneville did not fully disclose 
to the Department of Energy (Depa1iment) that the inappropriate personnel practices had 
occurred or the adverse impact on veterans and other applicants. Finally, Bonneville 
neither notified llic affected applicants nor did it initiate corrective actions required to 
l'emedy the inappropriate practices. 

The management culture at Bonneville contributed to an environment ihat enabled the 
prohibited practices to occur. Notably, we observed that Honneville officials spent 
considerable effort trying to distance the organization from Departmental procedure>:, 
processes and oversight. 

To address the issues identified in this rep or!, we made a number of 1"ecomme11dations 
intended to ensme that affected veterans receive the preference to which they are entitled 
and that all applicants are fairly treated. Om recommendations should also assist the 
Department with ensuring that Bonnevi lie administers and manages its Office of I luman 
Capital function in accordance with Federal regulations and Depai1ment policy, and that 
Bonneville employees feel free lo raise issues of concem without tear of retaliation. The 
Department expressed concmrence with our report, and its corrective actions, taken and 
planned, were fully responsive lo our findings and recommendations, 

• Management Alert on A/legal ions Regarding ProMbited Personnel Praclices at the 
Bonneville Power Administration (DOE/TG-0891, July 2013). The objective of this 
review was to determine the facts and circumstances surrounding the allegations of 
prohibited personnel practices at Bonneville. We reached a preliminary conclusion that 
Bonneville engaged in a number of prohibited personnel prncticcs and appeared to have 
effectively disadvantaged veterans and other applicants. 

Eqtrnlly concerning and the primary reason for the urgency of the management alert, 
Bonneville has apparently proposed or recently executed a number of pcrsormcl actions 
against certain employees who have cooperated with our review. These actions have a 
potentially chi! ling effect on various aspects of our work and, as such, jeopardize our 
ability to cffcctlvcly complete our review of the circumstance::; surrounding inappropriate 
Gonneville hiring practices. The Depnrtment's comments were responsive to our 
recommendations and the Depa1tment initiated immediate corrective <1ctions. 
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• Inspection Report on Alleged Nepotism and 'rVasteful Spending in the Ol]ice o{Energy 
Efficiency and Renewable Energy (DOE/IG-0888, June 2013). The objective of this 
inspection was to determine the facts and circumstances su1wtm<ling the allegations that 
a senior official within the Office of Energy Efficiency and Renewable Energy (EERE) 
engaged in nepotism by advocating for his three childten to obtain Student Temporary 
Employment Program positions at the Department and wasted funds by enrolling two of 
the three children in costly training courses unrelated to their duties. The allegation that 
the senior F,ERE official was actively involved in securing Student Temporary 
Employment Program intern appointments at the Depa1iment for his three college-aged 
children was substantiated. The allegation related to enrolling his children in 
inappropriate training was nol substantintcd. We made several recommendations 
designed to address the issues described in our report and strengthen internal contmls 
over certain hiring process within the Department. 

• Inspection Report on ReFiew o[AJlegafions Regarchng Hiring and Contracting in the 
01/ice o{Hnergy F.fflciencv and Renewable Energy (OAS-SR-I 0-04, September 20 I 0). 
The objective of this inspection was to determine in pa1t whether there were improprieties 
in the hiring of a contract employee to a senior Federal career position, including 
concerns that the contract employee was pre-selected or otherwise had an unfair 
advantage. We concluded that the allegation related to pre-selection of an EF.RE senior 
official was substantiated. We made several recommendations designed to help improve 
the integrity of the hiring process. 
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FEEDBACK 

The Office of Inspector General has a continuing interest in improving the usefulness of its 
products. We aim to make our reports as responsive as possible and ask yot1 to consider sharing 
your thoughts with us. 

Please send your comments, suggestions and feedback to OIGRcports@hg.doc.gov and include 
your name, contact information and the l'eport number. Comments may ~~Isa be mailed to: 

Office of Inspector General (fG-12) 
Department of Energy 
Washington, DC 20585 

lf you wish to discuss this report or your comments with a member of the Office oflnspector 
General, please contact our office at (202) 253-2162. 


