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1. INTRODUCTION 78 

The National Institute of Standards and Technology (NIST) released the voluntary Cybersecurity 79 

Framework (Framework) in February 2014 to provide a common language organizations can use to 80 

assess and manage cybersecurity risk. Developed in response to Executive Order (EO) 13636 “Improving 81 

Critical Infrastructure Cybersecurity” of February 2013, the Framework recommends risk management 82 

processes that enable organizations to inform and prioritize decisions regarding cybersecurity based on 83 

business needs, without additional regulatory requirements. It enables organizations—regardless of 84 

sector, size, degree of cybersecurity risk, or cybersecurity sophistication—to apply the principles and 85 

best practices of risk management to improve the security and resilience of critical infrastructure. Each 86 

sector and individual organization can use the Framework in a tailored manner to address its 87 

cybersecurity objectives.  88 

Energy sector organizations have a strong track record of working together to develop cybersecurity 89 

standards, tools, and processes that ensure uninterrupted service. The U.S. Department of Energy 90 

(DOE), as the Energy Sector-Specific Agency (SSA), worked with the Energy Sector Coordinating Councils 91 

and other SSAs to develop this Framework Implementation Guidance specifically for energy sector 92 

owners and operators. It is tailored to the energy sector’s risk environment and existing cybersecurity 93 

and risk management tools and processes that organizations can use to implement the Framework. This 94 

Framework Implementation Guidance is designed to assist energy sector organizations to: 95 

 Characterize their current and target cybersecurity posture. 96 

 Identify gaps in their existing cybersecurity risk management programs, using the Framework as 97 

a guide, and identify areas where current practices may exceed the Framework.   98 

 Recognize that existing sector tools, standards, and guidelines may support Framework 99 

implementation.  100 

 Effectively demonstrate and communicate their risk management approach and use of the 101 

Framework to both internal and external stakeholders.  102 

Section 2 provides key Framework terminology and concepts for its application, and Section 3 identifies 103 

example resources that may support Framework use. Section 4 outlines a general approach to 104 

Framework implementation, followed in Section 5 by an example of a tool-specific approach to 105 

implementing the Framework.  The tool selected for this example is the DOE- and industry-developed 106 

Cybersecurity Capability Maturity Model (C2M2; DOE 2014a).  107 

Energy sector organizations, particularly those that are using the Framework to establish a new security 108 

risk management program are invited to contact DOE via email at cyber.framework@hq.doe.gov with 109 

any questions or requests for direct assistance.  110 

 111 

http://www.nist.gov/cyberframework/index.cfm
http://www.nist.gov/cyberframework/index.cfm
mailto:cyber.framework@hq.doe.gov
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2. PREPARING FOR FRAMEWORK 112 

IMPLEMENTATION 113 

This section helps in preparation for Cybersecurity Framework implementation by presenting key 114 

Framework terminology, concepts, and benefits. 115 

2.1 FRAMEWORK GUIDANCE TERMINOLOGY  116 

The three main elements of the Cybersecurity Framework (NIST 2014) are the Core, the Framework 117 

Implementation Tiers (Tiers), and the Profile.  These terms are frequently used in this Framework 118 

guidance document and defined below.  119 

The Core is a set of “cybersecurity activities, desired outcomes, and applicable informative references 120 

that are common across critical infrastructure sectors,” which are organized under five Functions: 121 

Identify, Protect, Detect, Respond, and Recover. Each Function is divided into Categories, Subcategories, 122 

and informative references. The Categories are cybersecurity outcomes that are closely tied to 123 

programmatic needs and particular activities. The Subcategories are specific outcomes of technical 124 

and/or management activities that support achievement of each Category. Informative references are 125 

specific cross-sector standards, guidelines, and best practices that illustrate a method to achieve the 126 

outcomes associated with each Subcategory.  127 

Tiers describe an organization’s approach to “cybersecurity risk and the processes in place to manage 128 

that risk,” ranging from Tier 1 (Partial) to Tier 4 (Adaptive). Each Tier demonstrates an increasing degree 129 

of rigor and sophistication of cybersecurity risk management and integration with overall organizational 130 

needs.  Progression to higher Tiers is encouraged when such a change would reduce cybersecurity risk 131 

and be cost effective. Tiers are associated with the overall robustness of an organization’s risk 132 

management process and are not tied to Functions, Categories, or Subcategories. An organization may 133 

align its application of the Tiers with its desired scope for using the Framework (e.g., if an organization is 134 

using the Framework for a specific business function only, the Tiers could be used to describe the overall 135 

robustness of risk management processes at that business function level). 136 

Profiles align the Framework core elements with business requirements, risk tolerance, and 137 

organizational resources.  The Profile can be used to identify opportunities for improving cybersecurity 138 

posture by comparing a Current Profile to a Target Profile. Profiles provide a roadmap to reduce 139 

cybersecurity risk consistent with business practices. 140 

This document also frequently refers to the term organization, which describes a functional entity of 141 

any size that uses the same cybersecurity risk management program within its different components 142 

and may individually use the Framework. This may describe one corporation, or one business unit within 143 

a multi-unit corporation. As each company may develop and implement its risk management programs 144 

at different levels, this guidance is designed for any organization, be it the enterprise or a business unit 145 

within the enterprise. 146 

http://www.nist.gov/cyberframework/index.cfm
http://www.nist.gov/cyberframework/index.cfm
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2.2   FRAMEWORK GUIDANCE CONCEPTS 147 

This document provides guidance to organizations at all different levels of maturity in their 148 

cybersecurity and risk management programs.  149 

For organizations that do not have a cybersecurity risk management program, this implementation 150 

guidance will assist organizations in directly implementing the Framework or selecting an alternative 151 

approach (such as a widely used set of standards or security and risk management tools) that effectively 152 

implements the Framework by its use.   153 

For organizations that have an existing cybersecurity risk management program, this document will 154 

assist them in reviewing their existing program, identifying any cybersecurity and risk management gaps, 155 

and aligning their existing program to the key Framework elements. Aligning current approaches to the 156 

Framework can help demonstrate implementation and support the organization in communicating its 157 

cybersecurity risk profile and management approach with internal organizations and external 158 

stakeholders.   159 

To use the Framework, an organization does not have to directly match every element in their 160 

organization’s cybersecurity program with the Framework elements. However, organizations who wish 161 

to demonstrate their alignment with the Framework are recommended to review and document the 162 

alignment of their program and practices with the objectives of the Framework’s Core Functions, Tiers, 163 

and Profiles.  164 

The Framework includes considerations to address privacy and civil liberties issues during 165 

implementation. In certain sectors and organizations, these issues might be directly applicable to the 166 

reliable delivery of critical services. In other sectors and organizations, these issues may not be relevant 167 

because of the nature of the information the organizations handle and the degree to which it is 168 

aggregated.  This Framework guidance document does not directly address privacy and civil liberties 169 

issues. However, organizations are encouraged to review and consider using the Framework’s privacy 170 

and civil liberties guidance (NIST 2014, p. 15) in alignment with other privacy guidelines and state and 171 

federal laws. 172 

2.3 FRAMEWORK IMPLEMENTATION PROCESS AND BENEFITS 173 

The Framework and this guidance are designed to be flexible enough to be used both by energy sector 174 

organizations with mature cybersecurity and risk management programs and by those with less-175 

developed programs. Each organization will choose if, how, and where it will use the Framework based 176 

on its own operating environment. Choosing to implement the Framework does not imply that an 177 

existing cybersecurity and risk management approach is ineffective or needs to be replaced. Rather, it 178 

means that the organization wishes to take advantage of the benefits that the Framework offers. 179 

Implementing the Framework provides the mechanism for an organization to: 180 

1. Describe their current cybersecurity posture in terms of Functions, Category and Subcategory 181 

Outcomes, and Implementation Tiers for appropriate stakeholders. 182 

2. Describe the Current and Target Profiles for their cybersecurity programs. 183 

3. Assess progress toward the desired Target Profiles. 184 
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4. Identify and prioritize opportunities for improvement within the context of a continuous and 185 

repeatable process. 186 

5. Communicate the Current and Target Profiles and other risk management information to 187 

internal and external cybersecurity risk stakeholders.  188 

Organizations with less-developed cybersecurity risk management programs can use the framework to 189 

define and establish a program that successfully addresses cybersecurity risk commensurate with the 190 

organization’s business and critical infrastructure security objectives. 191 

A key benefit of Framework implementation is to strengthen an organization’s risk management 192 

approach and communicate its use of particular cybersecurity practices to internal and external 193 

stakeholders. The implementation approach detailed in Section 4 guides organizations to map their 194 

existing cybersecurity and risk management approaches (e.g., standards, tools, methods, and guidelines) 195 

to the Framework’s Core and Implementation Tiers. The mapping may:  196 

 Identify gaps between the outcomes achieved by the organization’s approach and the 197 

outcomes defined in the Framework Core and the organization’s desired Implementation Tier. 198 

The organization may take steps to address these gaps, or may ultimately determine that these 199 

differences are not significant or material to managing its cybersecurity risks. However, the 200 

organization may need to describe and document these differences to facilitate 201 

communications about the organization’s use of the Framework. 202 

 Identify areas where the organization’s approach is more comprehensive than the Framework 203 

Core and desired Implementation Tier. Due to specific organizational or critical infrastructure 204 

risks, an organization may deploy cybersecurity approaches that achieve outcomes that go 205 

above and beyond the outcomes described by the Framework’s Core Categories and 206 

Subcategories or Implementation Tiers. Those organizations may also need to identify and 207 

document those differences to facilitate risk communication with internal and external 208 

stakeholders.  When appropriate, energy sector organizations should consider sharing their risk 209 

management approach with DOE and NIST to help strengthen and expand the Framework. 210 

Ideally, the Framework would be incorporated as part of an ongoing cybersecurity and risk management 211 

process improvement program.212 
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3. SECTOR FRAMEWORK GUIDANCE RESOURCES 213 

This section presents an overview of some of the existing cybersecurity tools and processes currently in 214 

use by the energy sector that may support Framework implementation.  215 

3.1  SAMPLE ENERGY SECTOR SECURITY AND RISK MANAGEMENT 216 

APPROACHES  217 

Several cybersecurity risk management tools, processes, standards, and guidelines already widely used 218 

by energy sector organizations may align well with Framework security and risk management 219 

approaches and help demonstrate how an organization is already applying Framework concepts. While 220 

this Framework guidance document only supplies a mapping of one tool—the Cybersecurity Capability 221 

Maturity Model (C2M2)—to the Framework, other in-use approaches will likely support an organization 222 

in mapping its program to the Framework. An example set of readily available tools and processes used 223 

across the energy sector is described in Table 1. Other tools and processes are in active use, or in 224 

development, which may provide similar cybersecurity risk management capabilities.    225 

Table 1: Example Cybersecurity Tools and Processes 226 

Name Summary Additional Information 

Cybersecurity Capability 

Maturity Model (C2M2), 

both electricity and oil 

and natural gas sector-

specific versions 

Used to assess an organization’s 

cybersecurity capabilities and prioritize 

their actions and investments to 

improve cybersecurity. 

http://energy.gov/oe/cyber

security-capability-

maturity-model-c2m2  

 

Cyber Resilience Review 

(CRR) 

Evaluates an organization’s operational 

resilience and cybersecurity practices 

across ten domains.  

https://www.us-

cert.gov/ccubedvp/self-

service-crr  

Cyber Security 

Evaluation Tool (CSET) 

Guides users through a step-by-step 

process to assess their control system 

and information technology network 

security practices against recognized 

industry standards. 

http://ics-cert.us-

cert.gov/Assessments  

 

Electricity Subsector 

Cybersecurity Risk 

Management Process 

(RMP) Guideline 

Enables organizations to apply 

effective and efficient risk 

management processes and tailor 

them to meet their organizational 

requirements. 

http://energy.gov/oe/dow

nloads/cybersecurity-risk-

management-process-

rmp-guideline-final-may-

2012  

 227 

http://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2
http://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2
http://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2
https://www.us-cert.gov/ccubedvp/self-service-crr
https://www.us-cert.gov/ccubedvp/self-service-crr
https://www.us-cert.gov/ccubedvp/self-service-crr
http://ics-cert.us-cert.gov/Assessments
http://ics-cert.us-cert.gov/Assessments
http://energy.gov/oe/downloads/cybersecurity-risk-management-process-rmp-guideline-final-may-2012
http://energy.gov/oe/downloads/cybersecurity-risk-management-process-rmp-guideline-final-may-2012
http://energy.gov/oe/downloads/cybersecurity-risk-management-process-rmp-guideline-final-may-2012
http://energy.gov/oe/downloads/cybersecurity-risk-management-process-rmp-guideline-final-may-2012
http://energy.gov/oe/downloads/cybersecurity-risk-management-process-rmp-guideline-final-may-2012
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 228 

3.2 SAMPLE SUBSECTOR-SPECIFIC SECURITY AND RISK MANAGEMENT 229 

APPROACHES  230 

The electricity and oil and natural gas subsectors each have tailored standards or cybersecurity 231 

approaches that many organizations may use voluntarily or by requirement, in addition to the cross-232 

sector informative references identified in the Framework Core. Some of these, like the C2M2 (included 233 

in Table 1), have customized versions for different subsectors. This section presents examples of tools 234 

and processes that are applicable only to specific subsectors. 235 

Table 2. Examples of Electricity Subsector Tool and Processes   236 

Name Summary Additional Information 

Critical 

Infrastructure 

Protection (CIP) 

Standards  

The North American Electric Reliability 

Corporation (NERC) CIP Standards provide a 

set of regulatory cybersecurity requirements 

to assist in securing the energy system assets 

that operate and maintain the bulk electric 

grid.  

http://www.nerc.com/pa/S

tand/Pages/CIPStandards.

aspx  

Interagency Report 

(IR) 7628, 

Guidelines for 

Smart Grid Cyber 

Security 

These National Institute of Standards and 

Technology (NIST) guidelines present an 

analytical framework to develop effective 

cybersecurity strategies tailored to their 

particular smart grid-related characteristics, 

risks, and vulnerabilities. 

http://csrc.nist.gov/publica

tions/PubsNISTIRs.html#NI

ST-IR-7628 

 237 

Table 3. Examples of Oil and Natural Gas Subsector Tools and Processes   238 

Name Summary Additional Information 

Control Systems 

Cyber Security 

Guidelines for the 

Natural Gas 

Pipeline Industry 

This Interstate Natural Gas Association of 

America (INGAA) guideline assists operators 

of natural gas pipelines in managing their 

control systems cyber security requirements. 

It sets forth and details the unique risk and 

impact-based differences between the 

natural gas pipeline industry and the 

hazardous liquid pipeline and liquefied 

natural gas operators. 

http://www.ingaa.org/  

API OS0001 – 

Security Guidance 

This American Petroleum Institute (API) 

document provides guidance on security for 

http://www.api.org/publica

tions-standards-and-

http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7628
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7628
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7628
http://www.ingaa.org/
http://www.api.org/publications-standards-and-statistics
http://www.api.org/publications-standards-and-statistics
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Name Summary Additional Information 

for the Petroleum 

Industry, Second 

Edition 

worldwide offshore oil and natural gas 

operations. 

statistics  

Chemical Facilities 

Anti-Terrorism 

Standards 

These risk-based performance standards 

(RBPS) from the Department of Homeland 

Security (DHS) provide guidance on physical 

and cybersecurity for organizations handling 

chemicals of interest.  RBPS 8 specifically 

requires facilities regulated by CFATS to 

address cybersecurity in their facility security 

plan. 

http://www.dhs.gov/chemi

cal-facility-anti-terrorism-

standards  

3.3 MAPPING TO THE FRAMEWORK 239 

Section 5 details a Framework implementation approach using the C2M2, and a mapping of the C2M2 to 240 

the Framework is provided in Appendix A. Vendors and standards developers may also have separately 241 

developed mappings of other tools and processes to the Framework. Organizations may use any such 242 

mappings along with this guidance to support use of the Framework. For more information on available 243 

mappings, please contact the developer of the practice, tool, or standard, or the appropriate Subsector 244 

Coordinating Council.   245 

Organizations can map their current cybersecurity approach to the Framework elements, using tool-246 

specific mappings as a guide where possible. Mapping not only supports an organization’s ability to 247 

identify potential gaps that may need to be addressed, but it can also highlight where the Framework 248 

does not adequately describe the organization’s cybersecurity approach. A clear mapping provides a 249 

translation between the organization’s current practices and the Framework taxonomy, supporting 250 

communication to external stakeholders. See “Step 3: Create a Current Profile” in Section 4 for guidance 251 

about using mappings with the Framework. 252 

http://www.dhs.gov/chemical-facility-anti-terrorism-standards
http://www.dhs.gov/chemical-facility-anti-terrorism-standards
http://www.dhs.gov/chemical-facility-anti-terrorism-standards
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4. APPROACH TO FRAMEWORK 253 

IMPLEMENTATION  254 

This section presents a standard approach for using the Framework (Figure 1) that is aligned with the 255 

seven-step process outlined in the Framework document (NIST 2014; section 3.2). This approach can be 256 

used along with any cybersecurity standard, energy-sector-specific tool, or commercial tool for 257 

managing cybersecurity risk—such as those described in Section 3 of this document—to facilitate 258 

Framework implementation. (As an example, Section 5 of this guidance document explains how 259 

Cybersecurity Capability Maturity Model [C2M2] implementation fits within this approach.) 260 

Figure 1: Framework Implementation Approach 261 

 262 

 263 

Each step is introduced by a table describing the step’s inputs, activities, and outputs. Additional 264 

explanation is provided below each table.  A summary table of the inputs, activities, and outputs for 265 

each step is included in Appendix B.    266 

Many energy sector organizations already have comprehensive risk management programs that allow 267 

for framing risk (i.e., establish the context for risk-based decisions), assessing risk, addressing identified 268 

risk, and monitoring risk on an ongoing basis. Many also use effective communications and an iterative 269 

feedback loop for continuous improvement (see the Electricity Subsector Cybersecurity Risk 270 

Management Process Guideline [RMP; DOE 2012b] for a possible risk management approach). For these 271 

organizations, the activities described in these seven steps are most likely already performed, and 272 

Step 1: Prioritize 
and Scope 

Step 2: Orient 

Step 3: Create a 
Current Profile 

Step 4: Conduct a 
Risk Assessment 

Step 5: Create a 
Target Profile 

Step 6: Determine, 
Analyze, and 

Prioritize Gaps 

Step 7: Implement 
Action Plan 

http://www.nist.gov/cyberframework/index.cfm
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implementing the Framework is largely a matter of describing and aligning or “translating” elements of 273 

their current approach to the Framework Core and Implementation Tiers. 274 

Step 1: Prioritize and Scope 275 

Inputs Activities Outputs 

1. Risk management 

strategy 

2. Organizational 

objectives and 

priorities 

3. Threat information 

1. Organization determines 

where it wants to apply the 

Framework to evaluate and 

potentially guide the 

improvement of the 

organization’s cybersecurity 

capabilities 

1. Framework usage scope 

A risk management process typically includes a strategy addressing how to frame, assess, respond to, 276 

and monitor risk. This strategy may be developed at the company/entity level for all of the company’s 277 

organizations, or individual strategies may be developed at the organizational level. Regardless, the 278 

applicable strategy explicitly and transparently describes the identified organizational risks that the 279 

organization routinely uses to inform investment and operational decisions. This strategy should 280 

recognize each organization’s contribution to the national security of critical energy infrastructure, and 281 

includes both organization-specific and sector-wide objectives and priorities for risk management (see 282 

the Electricity Subsector Cybersecurity Risk Management Process Guideline [RMP; DOE 2012b] for a 283 

possible approach).  284 

In this step, the organization decides how and where it wants to use the Framework (its Framework 285 

usage scope)—whether in a subset of its operations, in multiple subsets of its operations, or for the 286 

entire organization. This decision should be based on the organization’s risk management strategy, 287 

organizational and critical infrastructure objectives and priorities, availability of resources, its current 288 

risk environment, and other internal and external factors. Current threat information (e.g., information 289 

from important vendors, communications from the Electricity and Oil and Natural Gas Information 290 

Sharing and Analysis Centers [ISACs], or other threat advisories) may also help inform scoping decisions. 291 

It is recommended that organizations using the Framework for the first time identify a small subset of 292 

operations for initial Framework application to gain familiarity and experience with the Framework. 293 

After this pilot activity, the organization can consider applying the Framework to a broader subset of 294 

operations or to additional parts of the organization as appropriate.  295 
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Step 2: Orient 296 

Inputs Activities Outputs 

1. Framework usage 

scope 

2. Risk management 

strategy 

1. Organization identifies in-

scope systems and assets 

(e.g., people, information, 

technology, and facilities) 

and the appropriate 

regulatory and informative 

references (e.g., 

cybersecurity and risk 

management standards, 

tools, methods, and 

guidelines) 

1. In-scope systems and assets 

2. In-scope requirements (i.e., 

regulatory, company, 

organizational) 

3. In-scope cybersecurity and 

risk management standards, 

tools, methods, and 

guidelines 

4. Evaluation approach 

The organization identifies the systems, assets, requirements, and cybersecurity and risk management 297 

approaches that are in scope. This includes standards and practices the organization already uses, and 298 

could include additional standards and practices that the organization believes would help achieve its 299 

critical infrastructure and business objectives for cybersecurity risk management. The organization’s risk 300 

management program will often already have identified and documented much of this information or 301 

the program can help identify individual outputs. A good general rule is to initially focus on critical 302 

systems and assets and then expand the focus to less critical systems and assets as resources permit. 303 

The organization should also determine the evaluation approach it will use to identify its current 304 

cybersecurity and risk management states. Organizations can use any of a number of evaluation 305 

methods to identify their current cybersecurity approach and create a Current Profile. For example, 306 

these include self-evaluations, where an organization may leverage its own resources and expertise, or 307 

facilitated approaches, where the evaluation is performed by a third party. 308 

Step 3: Create a Current Profile 309 

Inputs Activities Outputs 

1. Evaluation approach 

2. In-scope systems and 

assets 

3. In-scope regulatory 

requirements 

4. In-scope cybersecurity and 

risk management 

standards, tools, methods, 

and guidelines 

1. Organization identifies its 

current cybersecurity and 

risk management state  

1. Current Profile 

2. Current Implementation 

Tier  
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The organization creates a Current Profile and identifies its current Implementation Tier by mapping its 310 

existing cybersecurity and risk management practices to specific descriptions in the Framework 311 

document (NIST 2014).  It is important to understand that the purpose of identifying a Current Profile is 312 

not simply to create a map between organizational practices and Category and Subcategory outcomes, 313 

but also to understand the degree to which those practices achieve the outcomes outlined by the 314 

Framework. 315 

To identify the Current Profile, the organization uses the evaluation approach identified in Step 2 to map 316 

its existing cybersecurity approach and outcomes to the Category and Subcategory outcomes in 317 

Appendix A of the Framework document (called the Framework Core). Organizations may already 318 

perform these evaluations as part of risk assessment or have defined processes that can be leveraged to 319 

identify their current state. For example, many organizations perform regular evaluations of their 320 

cybersecurity programs through internal audits or similar activities. The outputs of those activities may 321 

describe which practices are performed for in-scope systems and assets and can be used for this step. 322 

The current Implementation Tier describes the degree of rigor and sophistication of the in-scope 323 

cybersecurity risk management program. To identify the Implementation Tier, the organization maps its 324 

current approach to the Implementation Tier descriptions in the Framework document (NIST 2014). 325 

Implementation Tiers do not apply to the individual Functions and Categories and Subcategories 326 

outcomes in the Framework Core; the organization identifies an Implementation Tier for the in-scope 327 

cybersecurity and risk management program as a whole. Organizations may already be using tools and 328 

processes or complying with industry standards that closely align with the Framework. Some industry 329 

and standards organizations have begun to publish their own guidance to map existing standards and 330 

tools to the Framework elements to facilitate implementation. (Section 5 of this guidance, for example, 331 

maps the C2M2 to the Framework).   332 

Table 4 provides an example of how a mapping can be used to create a Current Profile for a specific 333 

Subcategory outcome (see Section PR.AC-3 of the Framework document [NIST 2014]) for three 334 

organizations using three different approaches. A similar table could be built for Implementation Tiers, 335 

keeping in mind that Tiers are focused at broader program level risk management. Note that the 336 

examples in these tables are intended to be illustrative of the mapping concept and are unlikely to 337 

address any specific organization’s particular approach. The level of specificity and granularity required 338 

for a Profile to be useful will be unique to each organization.   339 

Table 4: Connecting Organizational Approach to Framework 340 

Organization 1 

Internal Controls Approach 

Function Category Subcategory 
Profiles 

Current 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote access 

is managed  

 Dial-in access for vendor maintenance is enabled as required 

and disabled when maintenance window completes 

 Remote access only authorized via encrypted VPN service 

 Remote access activity logged and monitored 

 Access to VPN service restricted to organization approved 

devices 

 All unauthorized connection attempts to VPN are logged 

http://www.nist.gov/cyberframework/index.cfm
http://www.nist.gov/cyberframework/index.cfm
http://www.nist.gov/cyberframework/index.cfm
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 Immediate disabling of VPN account upon employee 

termination 

Organization 2 

Standards Based Approach 

Function Category Subcategory 
Profiles 

Current 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote access 

is managed  

 NIST SP 800-53 Rev 4 AC-17 

 NIST SP 800-53 Rev 4 AC-17 (1) 

 NIST SP 800-53 Rev 4 AC-17 (2) 

 NIST SP 800-53 Rev 4 AC-19 

 NIST SP 800-53 Rev 4 AC-20 

 NIST SP 800-53 Rev 4 AC-20 (1) 

Organization 3 

Exception Approach 

Function Category Subcategory 
Profiles 

Current 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote access 

is managed  

 Not Applicable - No remote access available for in-scope 

assets and systems 

While the Framework provides broad coverage of the cybersecurity and risk management domains, it is 341 

not all-inclusive, and the organization may have deployed standards, tools, methods, and guidelines that 342 

achieve outcomes not defined by or referenced in the Framework. The Current Profile should identify 343 

these practices as well. When appropriate, organizations should consider sharing these practices with 344 

NIST to help strengthen and expand the Framework. 345 

Step 4: Conduct a Risk Assessment 346 

Inputs Activities Outputs 

1. Framework usage scope 

2. Risk management strategy 

3. Organization-defined risk 

assessment approach  

4. In-scope regulatory 

requirements 

5. In-scope cybersecurity and 

risk management 

standards, tools, methods, 

and guidelines 

1. Perform risk assessment 

for in-scope portion of the 

organization 

1. Risk assessment reports 

Organizations perform cybersecurity risk assessments to identify and evaluate cybersecurity risks and 347 

determine which are outside of current tolerances. The outputs of cybersecurity risk assessment 348 

activities assist the organization in developing its Target Profile and identifying a Target Implementation 349 

Tier, which occurs in Step 5. (See the Electricity Subsector Cybersecurity Risk Management Process 350 

Guideline [DOE 2012b] and Integrating Electricity Subsector Failure Scenarios into a Risk Assessment 351 



Energy Sector Cybersecurity Framework Implementation Guidance│ Approach to Framework Implementation 

Page | 13 

Methodology [DOE 2013] for possible guidance on performing a cybersecurity risk assessment.) For 352 

organizations that have a risk management program in place, this activity will be part of regular business 353 

practice, and necessary records and information to make this determination may already exist.  354 

Step 5: Create a Target Profile 355 

Inputs Activities Outputs 

1. Current Profile 

2. Current Tier 

3. Organizational 

objectives 

4. Risk management 

strategy 

5. Risk assessment 

reports 

1. Organization identifies 

goals that will mitigate 

risk commensurate with 

the risk to organizational 

and critical infrastructure 

objectives  

1. Target Profile 

2. Target Tier 

In creating a Target Profile, the organization should consider: 356 

 Current risk management practices 357 

 Current threat environment 358 

 Legal and regulatory requirements 359 

 Business and mission objectives 360 

 Organizational constraints 361 

The Target Profile identifies the desired Category and Subcategory outcomes and associated 362 

cybersecurity and risk management standards, tools, methods, and guidelines that will mitigate 363 

cybersecurity risks, commensurate with the risk to organizational and critical infrastructure security 364 

objectives.  As noted in Step 3, the Framework provides broad coverage of the cybersecurity and risk 365 

management domains, but is not all-inclusive.  The organization may need to deploy standards, tools, 366 

methods, and guidelines that achieve outcomes not defined by the Framework. The Target Profile 367 

should also identify these practices.    368 

Table 5 provides an example of a Target Profile for a specific Subcategory outcome (PR.AC-3) for three 369 

organizations using three different approaches. The bold and italicized text in the Target Profile 370 

highlights where the organization has identified additional practices it desires to use to successfully 371 

achieve an outcome based on its current risk environment and business and critical infrastructure 372 

objectives. Organization 1 has determined that its current practices for managing remote access are not 373 

adequate for addressing its unique risk environment, and identifies additional practices that are 374 

required. Organization 2 comes to the same conclusion and identifies additional standards that it wants 375 

to roll out across the in-scope organization. Organization 3 shows an organization whose Current Profile 376 

is the same as the Target Profile for this Subcategory outcome. This will be the case when the standards, 377 

tools, methods, and guidelines currently deployed by the organization meet its cybersecurity and risk 378 

management requirements. While not included in an example, an organization may determine that a 379 

current practice is no longer necessary or is inadequate and it might be omitted from the Target Profile. 380 
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In developing a Target Profile, organizations may take a broad approach—considering more effective 381 

and efficient risk management approaches across the entire in-scope organizations—rather than 382 

examining individual Categories and Subcategories. 383 

In addition to the Target Profile, the organization selects a Target Implementation Tier that applies to 384 

the in-scope risk management process. The organization examines each Tier and selects its target (the 385 

“desired” state), using the same list of considerations above for the Target Profile. Once a Target 386 

Implementation Tier is selected, the organization identifies the cybersecurity practices and risk 387 

management activities necessary to achieve that target—considering their ability to meet organizational 388 

goals, feasibility to implement, and their ability to reduce cybersecurity risks to acceptable levels for 389 

critical assets and resources (i.e., those most important to achieving the organization’s business and 390 

critical infrastructure objectives).  391 

Using its collection of cybersecurity and risk management standards, tools, methods, and guidelines, the 392 

organization documents these desired outcomes in the Target Profile and Target Implementation Tier. 393 

  394 
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Table 5: Creating a Target Profile 395 

Organization 1 

Internal Controls Approach 

Function 
Categor

y 

Subcatego

ry 

Profiles 

Current Target 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote 

access is 

managed  

 Dial-in access for vendor 

maintenance is enabled as 

required and disabled when 

maintenance window completes 

 Remote access only authorized 

via encrypted VPN service 

 Remote access activity logged 

and monitored 

 Access to VPN service restricted 

to organization approved 

devices 

 All unauthorized connection 

attempts to VPN are logged 

 Immediate disabling of VPN 

account upon employee 

termination 

 Dial-in access for vendor 

maintenance is enabled as 

required and disabled when 

maintenance window completes 

 Remote access only authorized 

via encrypted VPN service 

 Remote access activity logged 

and monitored 

 Access to VPN service restricted 

to organization approved 

devices 

 All unauthorized connection 

attempts to VPN are logged 

 Immediate disabling of VPN 

account upon employee 

termination 

 Supervisor signature required 

before VPN account issued 

 Bi-annual review of authorized 

VPN account list 

Organization 2 

Standards Based Approach 

Function 
Categor

y 

Subcatego

ry 

Profiles 

Current Target 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote 

access is 

managed  

 NIST SP 800-53 Rev 4 AC-17 

 NIST SP 800-53 Rev 4 AC-17 (1) 

 NIST SP 800-53 Rev 4 AC-17 (2) 

 NIST SP 800-53 Rev 4 AC-19 

 NIST SP 800-53 Rev 4 AC-20 

 NIST SP 800-53 Rev 4 AC-20 (1) 

 NIST SP 800-53 Rev 4 AC-17 

 NIST SP 800-53 Rev 4 AC-17 (1) 

 NIST SP 800-53 Rev 4 AC-17 (2) 

 NIST SP 800-53 Rev 4 AC-17 

(3) 

 NIST SP 800-53 Rev 4 AC-17 

(4) 

 NIST SP 800-53 Rev 4 AC-19  

 NIST SP 800-53 Rev 4 AC-19 

(5) 

 NIST SP 800-53 Rev 4 AC-20 

 NIST SP 800-53 Rev 4 AC-20 (1) 

 NIST SP 800-53 Rev 4 AC-20 

(2) 

Organization 3 

Exception Approach 

Function 
Categor

y 

Subcatego

ry 

Profiles 

Current Target 

PROTECT 

(PR) 

Access 

Control 

PR.AC-3: 

Remote 

 Not Applicable - No remote 

access available for in-scope 

assets and systems 

 Not Applicable - No remote 

access available to in-scope 

assets and systems 



Energy Sector Cybersecurity Framework Implementation Guidance│ Approach to Framework Implementation 

Page | 16 

(PR.AC) access is 

managed  

Bold and italicized text highlights the differences between the current and target approaches.  396 

Step 6: Determine, Analyze, and Prioritize Gaps 397 

Inputs Activities Outputs 

1. Current Profile 

2. Current Tier 

3. Target Profile 

4. Target Tier 

5. Organizational objectives 

6. Impact to critical 

infrastructure 

7. Gaps and potential 

consequences 

8. Organizational 

constraints 

9. Risk management 

strategy 

10. Risk assessment reports  

1. Analyze gaps between 

current state and Target 

Profile in organization’s 

context 

2. Evaluate potential 

consequences from gaps 

3. Determine which gaps 

need attention  

4. Identify actions to address 

gaps 

5. Perform cost-benefit 

analysis (CBA) on actions 

6. Prioritize actions (CBA and 

consequences) 

7. Plan to implement 

prioritized actions  

1. Prioritized gaps and 

potential consequences 

2. Prioritized implementation 

plan  

The organization evaluates its Current Profile and Implementation Tier against its Target Profile and 398 

Target Implementation Tier and identifies any gaps. It is important to include inputs from all appropriate 399 

organizational stakeholders to ensure that business and critical infrastructure objectives are considered 400 

in the prioritization process. 401 

A gap exists when there is a desired Category or Subcategory outcome in the Target Profile or program 402 

characteristic in the Target Implementation Tier that is not currently achieved by the organization’s 403 

existing cybersecurity and risk management approach, as well as when current practices do not achieve 404 

the outcome to the degree of satisfaction required by the organization’s risk management strategy.  The 405 

bold and italicized text in Table 6 provides some very simple examples where organizations may identify 406 

additional practices or standards to achieve outcomes to the degree required by the organization’s risk 407 

tolerances.  408 

As noted, the identified Framework Category and Subcategory outcomes may not address all of the 409 

organization’s cybersecurity risks. However, the Target Profile should include all applicable cybersecurity 410 

practices, tools, standards, and guidelines that will be used by the organization to address cybersecurity 411 

risk commensurate with the risk to organizational and critical infrastructure objectives, even if those go 412 

beyond the outcomes identified in the Framework.  413 
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Table 6: Identifying Implementation Gaps  414 

Organization 1 

Internal Controls Approach 

Function 
Categor

y 

Subcatego

ry 

Profiles 

Current Target Gaps 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote 

access is 

managed  

 Dial-in access for 

vendor maintenance 

is enabled as 

required and 

disabled when 

maintenance 

window completes 

 Remote access only 

authorized via 

encrypted VPN 

service 

 Remote access 

activity logged and 

monitored 

 Access to VPN 

service restricted to 

organization 

approved devices 

 All unauthorized 

connection attempts 

to VPN are logged 

 Immediate disabling 

of VPN account 

upon employee 

termination 

 Dial-in access for vendor 

maintenance is enabled as 

required and disabled when 

maintenance window 

completes 

 Remote access only 

authorized via encrypted VPN 

service 

 Remote access activity logged 

and monitored 

 Access to VPN service 

restricted to organization 

approved devices 

 All unauthorized connection 

attempts to VPN are logged 

 Immediate disabling of VPN 

account upon employee 

termination 

 Supervisor signature required 

before VPN account issued 

 Bi-annual review of 

authorized VPN account list 

 Supervisor 

signature 

required 

before VPN 

account issued 

 Bi-annual 

review of 

authorized 

VPN account 

list 

Organization 2 

Standards Based Approach 

Function 
Categor

y 

Subcatego

ry 

Profiles 

Current Target Gaps 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote 

access is 

managed  

 NIST SP 800-53 Rev 

4 AC-17 

 NIST SP 800-53 Rev 

4 AC-17 (1) 

 NIST SP 800-53 Rev 

4 AC-17 (2) 

 NIST SP 800-53 Rev 

4 AC-19 

 NIST SP 800-53 Rev 

4 AC-20 

 NIST SP 800-53 Rev 

4 AC-20 (1) 

 NIST SP 800-53 Rev 4 AC-17 

 NIST SP 800-53 Rev 4 AC-17 

(1) 

 NIST SP 800-53 Rev 4 AC-17 

(2) 

 NIST SP 800-53 Rev 4 AC-17 

(3) 

 NIST SP 800-53 Rev 4 AC-17 

(4) 

 NIST SP 800-53 Rev 4 AC-19  

 NIST SP 800-53 Rev 4 AC-19 

(5) 

 NIST SP 800-53 Rev 4 AC-20 

 NIST SP 800-53 Rev 4 AC-20 

(1) 

 NIST SP 800-53 Rev 4 AC-20 

(2) 

 NIST SP 800-

53 Rev 4 AC-

17 (3) 

 NIST SP 800-

53 Rev 4 AC-

17 (4) 

 NIST SP 800-

53 Rev 4 AC-

19 (5) 

 NIST SP 800-

53 Rev 4 AC-

20 (2) 

Organization 3 

Exception Approach 
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Function 
Categor

y 

Subcatego

ry 

Profiles 

Current Target Gaps 

PROTECT 

(PR) 

Access 

Control 

(PR.AC) 

PR.AC-3: 

Remote 

access is 

managed  

 Not Applicable - No 

remote access 

available for in-

scope assets and 

systems 

 Not Applicable - No remote 

access available for in-scope 

assets and systems 

 None 

Bold and italicized text indicates gaps between the Current and Target Profiles.  415 

 416 

After identifying both types of gaps (Profile and Tier), the organization determines the potential 417 

consequences of failing to address those gaps. A mitigation priority should then be assigned to all 418 

identified gaps. Prioritization should consider current risk management practices, the current threat 419 

environment, legal and regulatory requirements, business and mission objectives, and any 420 

organizational constraints deemed relevant.  421 

Once each gap is assigned a mitigation priority, the organization identifies potential mitigation activities 422 

and performs a cost-benefit analysis (CBA) on those potential actions. Where applicable, a CBA should 423 

consider the cost of possible regulatory fines or sanctions. The organization develops a plan of 424 

prioritized mitigation actions—based on available resources, business needs, and current risk 425 

environment—to move from the current state to the target state. If the organization is at its target 426 

state, it would seek to maintain its security posture as the risk landscape changes. 427 

Step 7: Implement Action Plan 428 

Inputs Activities Outputs 

1. Prioritized implementation 

plan  

1. Implement actions by 

priority  

2. Track progress against 

plan 

3. Monitor and evaluate 

progress against key risks, 

metrics, and performance 

indicators 

4. Report progress 

1. Project tracking data  

2. New security measures 

implemented 

The organization executes the implementation plan and tracks its progress over time, ensuring that gaps 429 

are closed and risks are monitored. 430 

4.1 SUMMARY OF SEVEN-STEP APPROACH 431 

This implementation approach can help organizations to use the Framework to establish a strong 432 

cybersecurity program or to validate the effectiveness of an existing program. It enables organizations to 433 

map their existing program to the Framework, identify improvements, and communicate results. It can 434 

incorporate and align with processes and tools the organization is already using or plans to use. 435 
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This approach, as Figure 1 showed, is intended to be a continuous process, repeated according to 436 

organization-defined criteria (such as a specific period of time or a specific type of event) to address the 437 

evolving risk environment. Implementation of this approach should include a plan to communicate 438 

progress to appropriate stakeholders, such as senior management. Ideally this process would be 439 

integrated into an organization’s risk management program.440 

 441 
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5. CYBERSECURITY CAPABILITY MATURITY 442 

MODEL (C2M2) APPROACH TO 443 

FRAMEWORK IMPLEMENTATION 444 

The Cybersecurity Capability Maturity Model (C2M2) was developed by the Department of Energy (DOE) 445 

and contributors from industry and other government agencies to help critical infrastructure 446 

organizations evaluate and potentially improve their cybersecurity practices. As this section 447 

demonstrates, using the C2M2 also provides a means for any energy sector organization to implement 448 

the Framework.  449 

The C2M2 includes a self-evaluation toolkit that guides each organization to identify its cybersecurity 450 

and risk management practices, map them to specific levels of maturity within the model, set target 451 

maturity levels, and identify gaps and potential practices that allow the organization to mature over 452 

time. The C2M2 covers all of the practices of the Framework Core and Tiers, and the C2M2 and its 453 

supporting toolkit guide an organization to identify its Current Profile and to establish a Target Profile.  454 

This section outlines the benefits of using the tool-specific (vs. general) approach to the Framework, 455 

briefly describes the C2M2 in further detail, and demonstrates how it can support the Framework in 456 

seven steps. A complete, detailed mapping of the C2M2 to the Framework is provided in Appendix A. 457 

5.1 BENEFITS OF THE C2M2 APPROACH TO FRAMEWORK 458 

IMPLEMENTATION 459 

In addition to providing an industry-developed, step-by-step process that aligns well with that of the 460 

Framework, the C2M2 offers the following benefits to energy sector owners and operators interested in 461 

demonstrating their implementation of the Framework: 462 

 A common goal: The purpose of both the Framework and the C2M2 is to help critical 463 

infrastructure organizations evaluate and potentially improve their cybersecurity capabilities. 464 

 Widespread use: The C2M2 has already been adopted by many energy sector entities, which 465 

enables organizations to voluntarily share knowledge and best practices using common 466 

terminology. 467 

 Supports benchmarking across the sector: Broad use of the model by each subsector could 468 

support benchmarking of the sector’s cybersecurity capabilities. 469 

 Tailored sector-specific risk mitigation: The C2M2 has two variants that have each been 470 

specifically tailored to address concerns of either the Electricity Subsector or the Oil and Natural 471 

Gas Subsector, using sector-specific analysis of cyber risk mitigation, including descriptive 472 

guidance specific to energy sector control systems. 473 

 Descriptive guidance for the Framework: The C2M2 provides descriptive rather than 474 

prescriptive guidance at a high level of abstraction. This helps organizations of all types, 475 
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structures, and sizes to map C2M2 practices to Framework Subcategories. Also, the 476 

recommended process for using the C2M2 parallels the Framework approach of setting a target, 477 

identifying gaps, and addressing gaps.  478 

 Complete coverage of Framework practices: The included mapping of C2M2 practices to 479 

Subcategories and Tiers shows that the C2M2 adequately addresses all the objectives of the 480 

Framework.  481 

 Progressive maturity levels: The C2M2 uses maturity indicator levels that can help an 482 

organization track measurable, incremental progression in the maturity of cybersecurity 483 

practices. 484 

 Self-evaluation toolkit: The C2M2 toolkit enables step-by-step self-evaluations using the C2M2, 485 

with macro-based scoring and reporting of results. These resources help make periodic re-486 

evaluation and measuring progress against goals more feasible. 487 

5.2 C2M2 OVERVIEW  488 

The C2M2 is organized around ten domains that cover the range of cybersecurity and risk management 489 

practices used in the energy sector:  490 

Table 7. C2M2 Domains and Abbreviations 491 

Domain Abbreviation 

Asset, Change, and Configuration Management ACM 

Cybersecurity Program Management CPM 

Supply Chain and External Dependencies 

Management 

EDM 

Identity and Access Management IAM 

Event and Incident Response, Continuity of 

Operations 

IR 

Information Sharing and Communications ISC 

Risk Management RM 

Situational Awareness SA 

Threat and Vulnerability Management TVM 

Workforce Management WM 

 492 

Using the C2M2 toolkit, organizations self-evaluate their current practices within each domain. Each 493 

domain is divided into a number of objectives that support the domain. (For example, the Risk 494 

Management domain comprises three objectives: Establish Cybersecurity Risk Management Strategy, 495 

Manage Cybersecurity Risk, and Management Activities.) Objectives are each made up of one or more 496 
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practices that demonstrate the organization is effectively meeting the objective, commensurate with 497 

their specific level of risk.  498 

Each domain has one consistent objective—Management Activities—which describes the activities the 499 

organization performs to institutionalize the domain-specific practices throughout the organization. 500 

Institutionalization refers to the extent to which a practice or activity is ingrained into the way an 501 

organization operates.  502 

Achieving and Demonstrating Maturity 503 

Each domain in the C2M2 includes four maturity indicator levels (MIL), labeled as MIL0 (Not Performed) 504 

through MIL3 (Managed). Organizations progressively advance in maturity level by improving: 1) the 505 

completeness, thoroughness, or level of development of the practices in a given domain, and 2) how 506 

ingrained or institutionalized the practices are in the organization’s operations and way of conducting 507 

business. Organizations achieve a MIL when they perform both the domain-specific cybersecurity 508 

objectives and practices and the Management Activities of that MIL. Organizations can establish a target 509 

MIL for each domain to guide their cybersecurity improvement.  510 

Tiers vs. Maturity Indicator Levels (MILs)  511 

As shown in Table 12 of Appendix A, there is some correspondence between Framework Tier 512 

characteristics and C2M2 practices of various domains and MILs. But Tiers and MILs have a different 513 

structure and purpose. Tiers “describe the degree to which an organization’s cybersecurity risk 514 

management practices… [are] risk and threat aware, repeatable, and adaptive” (NIST 2014, p. 5). Tiers 515 

therefore describe the practices as a whole. C2M2 MILs independently describe the individual maturity 516 

of each domain; each domain has a set of MIL3 practices and a set of MIL2 practices, and most domains 517 

have a set of MIL1 practices. An organization could be at MIL3 in the Identity and Access Management 518 

domain, for example, and at MIL1 in the Situational Awareness domain. Organizations using the C2M2 519 

can use the mapping in Table 12 to identify their Framework Tier and also use the MILs for domain-520 

specific metrics. 521 

Subsector-Specific C2M2 Variants 522 

There are currently three variants of the C2M2. The Electricity Subsector Cybersecurity Capability 523 

Maturity Model (ES-C2M2; DOE 2012a) and Oil and Natural Gas Cybersecurity Capability Maturity Model 524 

(ONG-C2M2; DOE 2014b) contain guidance and examples pertinent to those subsectors. The more 525 

general Cybersecurity Capability Maturity Model (C2M2; DOE 2014a) can be used by organizations 526 

regardless of their sector. 527 

5.3 LEVERAGING THE C2M2 TO SUPPORT FRAMEWORK 528 

IMPLEMENTATION 529 

This section explains how using the C2M2 addresses each of the steps in the Framework implementation 530 

approach described in Section 4. Details specific to the C2M2 are shown in bold and italicized. Several of 531 
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the steps refer to the Cybersecurity Capability Maturity Model Facilitator Guide (DOE 2014c), which can 532 

be downloaded from the DOE website, and elements of the C2M2 toolkit, which is available by request.1  533 

A C2M2 self-evaluation is an integral activity in using the C2M2 to achieve the goals of the Framework. 534 

The C2M2 Facilitator Guide contains detailed instructions for conducting a C2M2 self-evaluation 535 

workshop and for understanding and benefitting from its results. An evaluation survey and scoring and 536 

reporting mechanisms used in the self-evaluation are provided in the C2M2 toolkit. 537 

Step 1: Prioritize and Scope 538 

Inputs Activities Outputs 

1. Risk management 

strategy 

2. Organizational objectives 

and priorities 

3. Threat information 

4. C2M2 

1. Organization determines 

the scope of operations 

that will use the C2M2 to 

evaluate and potentially 

improve the organization’s 

cybersecurity capabilities 

1. Function list 

Organizations begin a C2M2 self-evaluation by determining the scope—the subset of the operations of 539 

the organization that will be evaluated. Section 2.6 of the C2M2 Facilitator Guide provides guidance for 540 

scoping.  541 

In the C2M2, each organizational subset that will be evaluated is referred to as a function. The ES-C2M2 542 

and ONG-C2M2 each have some predefined subsector-specific functions and scoping guidance. 543 

However, the C2M2 is flexible enough to be used for whatever scope an organization chooses for 544 

Framework implementation, including systems or technology areas that cross organizational 545 

boundaries. A C2M2 function could be the same as organization as defined in Section 2.1.   546 

                                                           

1  The C2M2 Toolkit may be obtained by sending a request to C2M2@doe.gov.  

http://energy.gov/oe/downloads/cybersecurity-capability-maturity-model-facilitator-guide-february-2014
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Step 2: Orient 547 

Inputs Activities Outputs 

1. Function list 

2. Risk 

management 

strategy 

1. Based on selected functions, 

the organization identifies the 

in-scope: 

- assets (e.g., people, 

information, technology, 

and facilities) 

- regulatory and informative 

references (e.g., 

cybersecurity and risk 

management standards, 

tools, methods, and 

guidelines) 

1. In-scope systems and 

assets 

2. In-scope requirements 

(i.e., regulatory, company, 

organizational) 

3. In-scope cybersecurity 

and risk management 

standards, tools, methods, 

and guidelines 

4. Evaluation approach: 

C2M2 self-evaluation 

Once a scoping decision is made, the organization identifies the information, technology, people, and 548 

facilities covered by the scope, the applicable regulatory requirements, and any cybersecurity and risk 549 

management standards, tools, methods, and guidelines in use.  550 

Step 3: Create a Current Profile 551 

Inputs Activities Outputs 

1. C2M2 self-evaluation 

2. In-scope systems and 

assets 

3. In-scope regulatory 

requirements 

4. In-scope cybersecurity and 

risk management standards, 

tools, methods, and 

guidelines 

1. Conduct C2M2 self-

evaluation workshop 

with appropriate 

attendees  

1. C2M2 Evaluation 

Scoring Report  

2. Current 

Implementation Tier 

The C2M2 is typically applied through a facilitated, one-day workshop that includes key individuals 552 

representing all in-scope assets and functions. The C2M2 self-evaluation workshop results in a Scoring 553 

Report that can serve as a Current Profile. Through open dialog and consensus, survey workshop 554 

participants answer questions in the evaluation survey about practices in each domain. Responses are 555 

chosen from a four-point scale: Not Implemented, Partially Implemented, Largely Implemented, or Fully 556 

Implemented. Using the toolkit, the C2M2 Evaluation Scoring Report is generated from the survey 557 

results. The report presents results in two views: the Objective view, which shows practice question 558 

responses by each domain and its objectives, and the Domain view, which shows responses by all 559 
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domains and MILs. Figure 2 gives an example of results for the Risk Management domain in the 560 

Objective view, and Figure 3 gives an example of results in the Domain view. 561 

Red sectors in a doughnut chart show a count of the number of questions that received survey 562 

responses of “Not Implemented” (dark red) or “Partially Implemented” (light red). The green sectors 563 

show the number of questions that received responses of “Largely Implemented” (light green) or “Fully 564 

Implemented” (dark green).  565 

Figure 2: Objective View Example 566 

 567 

In the Objective view, the number in the center of the doughnut indicates the number of questions for 568 

the objective named below the doughnut chart. 569 

Figure 3: Domain View Example 570 

 571 

In the Domain view, the number in the center of the doughnut indicates the cumulative number of 572 

questions that must be answered “Largely Implemented” or “Fully Implemented” to achieve that MIL for 573 

that domain. For the full list of domain names and abbreviations, see Table 7.  574 
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Step 4: Conduct a Risk Assessment 575 

Inputs Activities Outputs 

1. Function list 

2. Risk management 

strategy 

3. Organization-defined 

risk assessment 

approach 

4. In-scope regulatory 

requirements 

5. In-scope cybersecurity 

and risk management 

standards, tools, 

methods, and guidelines 

6. C2M2 Evaluation 

Scoring Report 

1. Perform risk assessment 

for each function in the 

function list 

1. Risk assessment reports 

for each of the functions 

The C2M2 recommends that organizations use the model as part of a continuous enterprise risk 576 

management process that includes risk assessments (C2M2 2014, p. 4). Results of the risk assessment 577 

are used as input in all of the rest of the C2M2 implementation steps. Both the C2M2 and the 578 

Framework identify risk assessment as an important practice. Organizations can also look to the 579 

Electricity Subsector Cybersecurity Risk Management Process Guideline for additional guidance for this 580 

activity (DOE 2012b).  581 

Step 5: Create a Target Profile 582 

Inputs Activities Outputs 

1. C2M2 Evaluation Scoring 

Report 

2. Current Tier 

3. Organizational objectives 

4. Risk management strategy 

5. Risk assessment reports 

1. Organization identifies 

MIL and practice-

specific goals that will 

mitigate risk 

commensurate with the 

risk to organizational 

and critical 

infrastructure 

objectives  

1. C2M2 Target Profile 

2. Target Tier 

The C2M2 Evaluation Scoring Report highlights potential areas for improvement. For example, within 583 

any domain, practices that represent achievement of MIL1 are prerequisites to practices that allow 584 

achievement of MIL2. All practices must be present to achieve the next MIL. The Evaluation Scoring 585 
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Report may give some initial insights for the Target Profile by drawing attention to the absence of 586 

qualifying practices at the lower MILs. The report also includes a “Summary of Identified Gaps” table, 587 

which lists the survey questions that were answered either “Partially Implemented” or “Not 588 

Implemented,” and is useful in setting a Target Profile. 589 

The risk assessment can be used along with the Evaluation Scoring Report to identify target practices 590 

and MILs. Some practices may appear to be necessary based on the Domain view to reach the next MIL, 591 

but may not make sense for the organization based on its risk profile. Each organization determines the 592 

target MIL and practices that make sense for each domain.  593 

With either method, an organization can use the mapping of C2M2 practices to the Framework Core 594 

Subcategories (in Table 11 in Appendix A) and the mapping of C2M2 practices to the Tier characteristics 595 

(in Table 12 in Appendix A) to compare its Target Profile to the Framework and possibly make 596 

adjustments to its Target Profile. 597 

For example, Company A has decided to include only MIL1 Threat and Vulnerability Management (TVM) 598 

practices in its Target Profile. Company A then highlights all its selected practices on Table 11. This 599 

reveals that no MIL1 C2M2 practices address the Framework Subcategory ID.RA-4, as shown in Table 8. 600 

Company A decides that based on its current risk management strategy, the ID.RA-4 practice (identifying 601 

potential business impacts and likelihoods of cybersecurity risks) is a priority, so it adds the MIL2 602 

practices TVM-1d and TVM-1f to its Target Profile. 603 

Table 8. Example C2M2 Mapping 604 

Function Category Subcategory 
C2M2 Practices 

MIL1 MIL2 MIL3 

IDENTIFY  (ID) 

  

  

  

Risk Assessment (RA): The 

organization understands the 

cybersecurity risk to 

organizational operations 

(including mission, functions, 

image, or reputation), 

organizational assets, and 

individuals. 

ID.RA-4: 

Potential 

business impacts 

and likelihoods 

are identified 

 TVM-

1d 

TVM-1f 

TVM-1i 

 605 

 Mapping of Tier Characteristics to C2M2 Practices 606 

Framework Implementation Tiers are associated with the overall robustness of an organization’s risk 607 

management process and are not directly tied with individual Functions, Categories, or Subcategories. 608 

At face value, it may seem difficult to map Framework Tiers to C2M2 domains or practices. However, 609 

using the C2M2 practices organized by maturity level, and using the C2M2 Risk Management domain in 610 

particular, organizations can map Tier characteristics to similar C2M2 practices, as shown in Table 12 in 611 

Appendix A. Table 9 shows one mapping example from Framework Implementation Tier 3: 612 
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Table 9. C2M2 Mapping Example from Framework Implementation Tier 3 613 

Tier Category Characteristic C2M2 Domain C2M2 Practice 

Risk 

Management 

Process 

The organization’s risk 

management practices are 

formally approved and 

expressed as policy. 

Risk Management Risk management 

activities are guided by 

documented policies or 

other organizational 

directives. 

 614 

The C2M2 and the Table 12 mapping thus can help organizations gauge their progress against the 615 

Framework’s recommended cybersecurity risk management capabilities as described in Implementation 616 

Tiers. 617 

For example, after defining a tentative Target Profile, Company B highlights its C2M2 practices in Table 618 

12. Company B can then see that it can achieve Implementation Tier 2, “Risk Informed,” by adding two 619 

C2M2 Risk Management practices to its Target Profile: RM-3a, “Documented practices are followed for 620 

risk management activities,” and RM-3b, “Stakeholders for risk management activities are identified and 621 

involved.” Company B decides that, while this goal is worthwhile, its Target Profile achieves the 622 

objectives of its current risk management strategy, and so it chooses not to add the two practices to the 623 

Target Profile. 624 

Step 6: Determine, Analyze, and Prioritize Gaps 625 

Inputs Activities Outputs 

1. C2M2 Evaluation 

Scoring Report  

2. Current Tier 

3. C2M2 Target Profile 

4. Target Tier 

5. Organizational objectives 

6. Impact to critical 

infrastructure 

7. Gaps and potential 

consequences 

8. Organizational 

constraints 

9. Risk management 

strategy 

10. Risk assessment reports  

1. Analyze gaps between 

current state and Target 

Profile in organization’s 

context 

2. Evaluate potential 

consequences from gaps 

3. Determine which gaps 

need attention  

4. Identify actions to 

address gaps 

5. Perform cost-benefit 

analysis (CBA) on actions 

6. Prioritize actions (CBA 

and consequences) 

7. Plan to implement 

prioritized actions  

1. Prioritized gaps and 

potential consequences 

2. Prioritized 

implementation plan  
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The C2M2 Self-Evaluation Scoring Report enables organizations to identify gaps between the Current 626 

Profile and the Target Profile. Section 4.3.2 of the C2M2 Facilitator Guide [DOE 2014c] provides 627 

guidance on how to plan and prioritize the actions needed to address gaps and achieve the Target 628 

Profile. Prioritization should consider how gaps affect organizational objectives and the relative 629 

criticality of those objectives; the cost of implementing the target practices; and the availability of 630 

resources to implement the practices.  631 

The organization should identify risks that could arise as a result of gaps that are not addressed, and 632 

decide whether those gaps can be mitigated in other ways. The organization may choose to accept and 633 

manage such risks over time. The priority of unresolved gaps can also be reconsidered if C2M2 self-634 

evaluations are conducted periodically. 635 

Step 7: Implement Action Plan 636 

Inputs Activities Outputs 

1. Prioritized 

implementation plan  

1. Implement actions by 

priority  

2. Track progress against plan 

3. Re-evaluate periodically or 

in response to major 

change  

1. Project tracking data  

637 

 638 
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6. ALIGNMENT WITH OTHER SECTORS 639 

DOE and the private sector stakeholders recognize that many organizations operate in multiple critical 640 

infrastructure sectors and as a result need alignment between the guidance developed by overlapping 641 

Sector-Specific Agencies and associated cybersecurity approaches. 642 

DOE is actively engaged with government partners from different sectors to ensure diligence with 643 

regard to cross-sector overlaps. As different sectors increase their implementation of the Framework, 644 

this guidance may be updated or supplemented to harmonize framework use across different sectors. 645 

  646 
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APPENDIX A: MAPPING OF C2M2 TO THE 649 

FRAMEWORK 650 

As discussed in Section 5 of this guidance, energy sector organizations using the C2M2 may want to map 651 

their C2M2 practices to the Framework Core and Implementation Tiers to guide their decisions about 652 

Target Profiles or to demonstrate their implementation of the Framework. The following two-part 653 

mapping—with Table 11 for the Framework Core and the C2M2 practices and Table 12 for the 654 

Implementation Tiers and the C2M2 practices—provides extensive detail for organizations to use to map 655 

their practices, or to simply learn more about how the C2M2 practices meet the intent of the 656 

Framework. 657 

The mappings in Table 11 and Table 12 collectively present a comprehensive view of how the C2M2 658 

complements the Framework.  It is possible that an organization that performs C2M2 practices mapped 659 

to a specific framework outcome may determine that some C2M2 practices do not satisfy the outcome 660 

to a degree required by that organization. Organizations utilizing this mapping should therefore review it 661 

and ensure that it aligns with their needs. 662 

C2M2 practices are denoted by the domain abbreviation, a hyphen, the objective number, and the 663 

practice letter. For example, “ACM-1a” denotes practice A in Objective 1 of the Asset, Change, and 664 

Configuration Management domain. The domain abbreviations are listed in Table 10. 665 

Table 10: C2M2 Domains and Abbreviations 666 

Domain Abbreviation 

Asset, Change, and Configuration Management ACM 

Cybersecurity Program Management CPM 

Supply Chain and External Dependencies 

Management 

EDM 

Identity and Access Management IAM 

Event and Incident Response, Continuity of 

Operations 

IR 

Information Sharing and Communications ISC 

Risk Management RM 

Situational Awareness SA 

Threat and Vulnerability Management TVM 

Workforce Management WM 
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 667 

Table 11: C2M2 Practices Mapped to the Framework Core 668 

Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

IDENTIFY  (ID) 

Asset Management 

(AM): The data, 

personnel, devices, 

systems, and facilities 

that enable the 

organization to achieve 

business purposes are 

identified and managed 

consistent with their 

relative importance to 

business objectives and 

the organization’s risk 

strategy. 

ID.AM-1: Physical 

devices and systems 

within the organization 

are inventoried 

ACM-1a ACM-1c ACM-

1e 

ACM-1f 

ID.AM-2: Software 

platforms and 

applications within the 

organization are 

inventoried 

ACM-

1b 

ACM-1c ACM-

1e 

ACM-1f 

ID.AM-3: 

Organizational 

communication and 

data flows are mapped 

 RM-2g 

 

ACM-

1e 

ID.AM-4: External 

information systems 

are catalogued 

EDM-1a 

 

EDM-1c 

EDM-1e 

 

EDM-

1g 

RM-1c 

ID.AM-5: Resources 

(e.g., hardware, devices, 

data, and software) are 

prioritized based on 

their classification, 

criticality, and business 

value  

ACM-

1a 

ACM-

1b 

ACM-1c 

ACM-

1d 

 

ID.AM-6: Cybersecurity 

roles and 

responsibilities for the 

entire workforce and 

third-party 

stakeholders (e.g., 

suppliers, customers, 

partners) are 

established 

WM-1a 

WM-1b 

WM-1c 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

Business Environment 

(BE): The organization’s 

mission, objectives, 

stakeholders, and 

activities are 

understood and 

prioritized; this 

information is used to 

inform cybersecurity 

roles, responsibilities, 

and risk management 

decisions. 

ID.BE-1: The 

organization’s role in 

the supply chain is 

identified and 

communicated 

EDM-

1b 

 

EDM-

1d 

 

EDM-1f 

EDM-

1g 

RM-1c 

ID.BE-2: The 

organization’s place in 

critical infrastructure 

and its industry sector 

is identified and 

communicated 

 

 

EDM-

1b 

EDM-

1d 

CPM-1c 

EDM-1f 

EDM-

1g 

RM-1c 

 

IDENTIFY  (ID) 

ID.BE-3: Priorities for 

organizational mission, 

objectives, and 

activities are 

established and 

communicated 

 RM-3b RM-1c 

ID.BE-4: Dependencies 

and critical functions 

for delivery of critical 

services are established 

ACM-

1a 

ACM-

1b 

EDM-1a 

 

ACM-1c 

ACM-

1d 

EDM-1c 

EDM-1e 

ACM-

1e 

ACM-1f 

RM-1c 

EDM-

1g 

ID.BE-5: Resilience 

requirements to 

support delivery of 

critical services are 

established 

IR-4ª 

IR-4b 

IR-4c 

IR-4e  

 

Governance (GV): The 

policies, procedures, 

and processes to 

manage and monitor 

ID.GV-1: 

Organizational 

information security 

policy is established 

RM-1a CPM-2g CPM-5d 

RM-3e 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

the organization’s 

regulatory, legal, risk, 

environmental, and 

operational 

requirements are 

understood and inform 

the management of 

cybersecurity risk. 

ID.GV-2: Information 

security roles & 

responsibilities are 

coordinated and 

aligned with internal 

roles and external 

partners 

WM-1a 

WM-1b 

 

WM-1c 

WM-5b 

ISC-2b 

WM-1f 

WM-1g 

ID.GV-3: Legal and 

regulatory 

requirements regarding 

cybersecurity, including 

privacy and civil 

liberties obligations, are 

understood and 

managed 

  CPM-2k 

IR-3n 

RM-3f 

ACM-4f 

IAM-3f 

TVM-3f 

SA-4f 

ISC-2f 

IR-5f 

EDM-3f 

WM-5f 

ID.GV-4: Governance 

and risk management 

processes address 

cybersecurity risks 

RM-2a 

RM-2b 

RM-3b 

 

RM-2h 

RM-3e 

RM-1c 

RM-1e 

IDENTIFY  (ID) 

Risk Assessment (RA): 

The organization 

understands the 

cybersecurity risk to 

organizational 

operations (including 

mission, functions, 

image, or reputation), 

organizational assets, 

and individuals. 

  

ID.RA-1: Asset 

vulnerabilities are 

identified and 

documented 

TVM-2a 

TVM-2b 

TVM-2c 

 

 

TVM-2d 

TVM-2e 

TVM-2f 

 

RM-1c 

RM-2j 

TVM-2i 

TVM-2j 

TVM-2k 

TVM-2l 

TVM-

2m 

ID.RA-2: Threat and 

vulnerability 

information is received 

from information 

sharing forums and 

sources 

TVM-1a 

TVM-1b 

TVM-2a 

TVM-2b 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

ID.RA-3: Threats, both 

internal and external, 

are identified and 

documented 

TVM-1a 

TVM-1b 

 

TVM-1d 

TVM-1e 

TVM-1f 

 

RM-1c 

RM-2j 

TVM-1j 

TVM-1i 

ID.RA-4: Potential 

business impacts and 

likelihoods are 

identified 

 TVM-1d 

TVM-1f 

TVM-1i 

ID.RA-5: Threats, 

vulnerabilities, 

likelihoods, and 

impacts are used to 

determine risk 

  RM-1c 

RM-2j 

TVM-1i 

TVM-2l 

TVM-

2m 

ID.RA-6: Risk 

responses are identified 

and prioritized 

 RM-2e 

 

RM-1c 

RM-2j 

TVM-1i 

TVM-2l 

IR-3m 

IR-4d 

IR-4e 

Risk Management 

Strategy (RM): The 

organization’s 

priorities, constraints, 

risk tolerances, and 

assumptions are 

established and used to 

support operational risk 

decisions. 

ID.RM-1: Risk 

management processes 

are established, 

managed, and agreed 

to by organizational 

stakeholders 

RM-2a 

RM-2b 

 

RM-1a 

RM-1b 

RM-2c 

RM-2d 

RM-2e 

RM-2f 

RM-2g 

RM-3a 

RM-3b 

RM-3c 

RM-3d 

RM-1c 

RM-1d 

RM-1e 

RM-2h 

RM-2i 

RM-2j 

RM-3e 

RM-3f 

RM-3g 

RM-3h 

RM-3i 

ID.RM-2: 

Organizational risk 

tolerance is determined 

and clearly expressed 

  RM-1c 

RM-1e 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

IDENTIFY  (ID) 

ID.RM-3: The 

organization’s 

determination of risk 

tolerance is informed 

by their role in critical 

infrastructure and 

sector specific risk 

analysis 

 

 

RM-1b RM-1c 

PROTECT (PR) 

Access Control (AC): 

Access to assets and 

associated facilities is 

limited to authorized 

users, processes, or 

devices, and to 

authorized activities 

and transactions. 

PR.AC-1: Identities and 

credentials are 

managed for 

authorized devices and 

users 

IAM-1a 

IAM-1b 

IAM-1c 

 

 IAM-

1d 

IAM-1e 

IAM-1f 

 

RM-1c 

IAM-1g 

PR.AC-2: Physical 

access to assets is 

managed and 

protected 

IAM-2a 

IAM-2b 

IAM-2c 

 

IAM-2d 

IAM-2e 

IAM-2f 

 

IAM-2g 

PR.AC-3: Remote 

access is managed 

IAM-2a 

IAM-2b 

IAM-2c 

 

IAM-2d 

IAM-2e 

IAM-2f 

 

IAM-2g 

PR.AC-4: Access 

permissions are 

managed, 

incorporating the 

principles of least 

privilege and 

separation of duties 

 IAM-2d 

 

 

PR.AC-5: Network 

integrity is protected, 

incorporating network 

segregation where 

appropriate 

 

 

 

 

 

CPM-3a 

 

 

CPM-3b 

CPM-3c 

CPM-3d 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

PROTECT (PR) 

Awareness and 

Training (AT): The 

organization’s 

personnel and partners 

are provided 

cybersecurity 

awareness education 

and are adequately 

trained to perform their 

information security-

related duties and 

responsibilities 

consistent with related 

policies, procedures, 

and agreements. 

PR.AT-1: All users are 

informed and trained  

WM-3a 

 

WM-3b 

WM-3c 

WM-3d 

 

WM-3e 

WM-3f 

WM-3g 

WM-3h 

WM-3i 

PR.AT-2: Privileged 

users understand roles 

& responsibilities  

WM-1a 

WM-1b 

 

WM-1c 

WM-1d 

 

WM-1e 

WM-1f 

WM-1g 

PR.AT-3: Third-party 

stakeholders (e.g., 

suppliers, customers, 

partners) understand 

roles & responsibilities  

WM-1a 

WM-1b 

 

WM-1c 

WM-1d 

 

WM-1e 

WM-1f 

WM-1g 

PR.AT-4: Senior 

executives understand 

roles & responsibilities  

WM-1a 

WM-1b 

 

WM-1c 

WM-1d 

 

WM-1e 

WM-1f 

WM-1g 

PR.AT-5: Physical and 

information security 

personnel understand 

roles & responsibilities  

WM-1a 

WM-1b 

 

WM-1c 

WM-1d 

 

WM-1e 

WM-1f 

WM-1g 

Data Security (DS): 

Information and 

records (data) are 

managed consistent 

with the organization’s 

risk strategy to protect 

the confidentiality, 

integrity, and 

availability of 

information. 

PR.DS-1: Data-at-rest 

is protected 

ACM-

1b 

TVM-1c 

TVM-2c 

CPM-3b ACM-

1e 

TVM-2i 

TVM-2n 

PR.DS-2: Data-in-

transit is protected 

ACM-

1b 

TVM-1c 

TVM-2c 

CPM-3b ACM-

1e 

TVM-2i 

TVM-2n 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

PROTECT (PR) 

PR.DS-3: Assets are 

formally managed 

throughout removal, 

transfers, and 

disposition 

ACM-

1a 

ACM-

1b 

ACM-

2a 

ACM-

2b 

ACM-

3a 

ACM-

3b 

ACM-1c 

ACM-

1d 

ACM-2c 

ACM-3c 

ACM-

3d 

ACM-4a 

ACM-

4b 

ACM-4c 

ACM-

4d 

ACM-

1e 

ACM-1f 

ACM-

2d 

ACM-

2e 

ACM-

3e 

ACM-3f 

ACM-

4e 

ACM-4f 

ACM-

4g 

ACM-

4h 

ACM-4i 

PR.DS-4: Adequate 

capacity to ensure 

availability is 

maintained 

TVM-1c 

TVM-2c 

CPM-3b TVM-2i 

TVM-2n 

 

PR.DS-5: Protections 

against data leaks are 

implemented 

TVM-1c 

TVM-2c 

CPM-3b TVM-2i 

TVM-2n 

 

PR.DS-6: Integrity 

checking mechanisms 

are used to verify 

software, firmware, and 

information integrity 

 ACM-

3d 

 

PR.DS-7: The 

development and 

testing environment(s) 

are separate from the 

production 

environment 

 ACM-3c 

 

ACM-

3e 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

Information 

Protection Processes 

and Procedures (IP): 

Security policies (that 

address purpose, 

scope, roles, 

responsibilities, 

management 

commitment, and 

coordination among 

organizational entities), 

processes, and 

procedures are 

maintained and used to 

manage protection of 

information systems 

and assets. 

PR.IP-1: A baseline 

configuration of 

information 

technology/industrial 

control systems is 

created and maintained 

ACM-

2a 

ACM-

2b 

ACM-2c ACM-

2d 

ACM-

2e 

PR.IP-2: A System 

Development Life Cycle 

to manage systems is 

implemented 

 ACM-

3d 

 

PR.IP-3: Configuration 

change control 

processes are in place 

 

 

ACM-

3a 

ACM-

3b 

ACM-3c 

ACM-

3d 

 

ACM-

3e 

ACM-3f  

PROTECT (PR) 

PR.IP-4: Backups of 

information are 

conducted, maintained, 

and tested periodically 

IR-4a 

IR-4b 

IR-4c 

 

 

IR-4f IR-4g 

IR-4j 

 

PR.IP-5: Policy and 

regulations regarding 

the physical operating 

environment for 

organizational assets 

are met 

RM-2b 

IAM-2a 

 RM-3f 

IAM-3f 

PR.IP-6: Data is 

destroyed according to 

policy 

 ACM-

3d 

 

PR.IP-7: Protection 

processes are 

continuously improved 

 TVM-1h CPM-1g 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

PR.IP-8: Effectiveness 

of protection 

technologies is shared 

with appropriate 

parties 

ISC 1a 

ISC-1b 

ISC-1c 

ISC-1d 

ISC-1e 

ISC-1f 

ISC-1g 

ISC-2b 

 

ISC-1h 

ISC-1i 

ISC-1j 

ISC-1k 

ISC-1l 

 

PR.IP-9: Response 

plans (Incident 

Response and Business 

Continuity) and 

recovery plans (Incident 

Recovery and Disaster 

Recovery) are in place 

and managed 

IR-4c 

 

 

IR-3e 

IR-3f 

IR-4d 

IR-4f 

IR-5a 

IR-5b 

IR-5c 

IR-5d 

RM-1a 

RM-1b 

TVM-1d  

IR-3k 

IR-3m 

IR-4i 

IR-4j 

IR-5e 

IR-5f 

IR-5g 

IR-5h 

IR-5i 

RM-1c 

 

PR.IP-10: Response 

and recovery plans are 

tested 

 IR-3e 

IR-4f 

 

IR-3k 

IR-4i 

IR-4j 

PR.IP-11: Cybersecurity 

is included in human 

resources practices 

(e.g., deprovisioning, 

personnel screening) 

WM-2a 

WM-2b 

 

 

WM-2c 

WM-2d 

WM-2e 

WM-2f 

WM-2g 

WM-2h 

PROTECT (PR) 

PR.IP-12: A 

vulnerability 

management plan is 

developed and 

implemented 

 TVM-2d 

TVM-2e 

 

TVM-3e 

TVM-3f 

Maintenance (MA): 

Maintenance and 

repairs of industrial 

control and information 

system components is 

performed consistent 

with policies and 

PR.MA-1: Maintenance 

and repair of 

organizational assets is 

performed and logged 

in a timely manner, 

with approved and 

controlled tools 

IAM-2a 

 

ACM-1c 

 

ACM-3f 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

procedures. PR.MA-2: Remote 

maintenance of 

organizational assets is 

approved, logged, and 

performed in a manner 

that prevents 

unauthorized access 

SA-1a 

IR-1c 

IAM-2a 

IAM-2b 

IAM-2c 

IAM-2d 

IAM-2e 

IAM-2f 

IAM-2g 

IAM-2h 

IAM-2i 

Protective Technology 

(PT): Technical security 

solutions are managed 

to ensure the security 

and resilience of 

systems and assets, 

consistent with related 

policies, procedures, 

and agreements. 

PR.PT-1: Audit/log 

records are determined, 

documented, 

implemented, and 

reviewed in accordance 

with policy 

SA-1a 

SA-2a 

 

SA-1b 

SA-1c 

SA-2e 

SA-4a 

SA-1d 

SA-1e 

SA-3d 

 

SA-4e 

PR.PT-2: Removable 

media is protected and 

its use restricted 

according to policy 

IAM-2a 

IAM-2b 

TVM-1c 

 

 

 

IAM-2c 

 

IAM-2e 

IAM-3f 

TVM-1i 

PR.PT-3: Access to 

systems and assets is 

controlled, 

incorporating the 

principle of least 

functionality 

IAM-2a 

IAM-2b 

IAM-2c 

 

 

IAM-2d 

IAM-2e 

IAM-2f 

IAM-2g 

IAM-2h 

IAM-2i 

PR.PT-4: 

Communications and 

control networks are 

protected 

CPM-3a CPM-3b 

CPM-3c 

CPM-3d 

DETECT (DE) 

Anomalies and Events 

(AE): Anomalous 

activity is detected in a 

timely manner and the 

potential impact of 

events is understood. 

DE.AE-1: A baseline of 

network operations and 

expected data flows for 

users and systems is 

established and 

managed 

SA-2b 

 

SA-2e 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

DE.AE-2: Detected 

events are analyzed to 

understand attack 

targets and methods 

  IR-2i 

IR-3h 

 

DE.AE-3: Event data 

are aggregated and 

correlated from 

multiple sources and 

sensors 

 

 

IR-1e 

 

IR-1f 

IR-2i 

DE.AE-4: Impact of 

events is determined 

IR-2b IR-2d IR-2g 

DE.AE-5: Incident alert 

thresholds are 

established 

 

 

 

IR-2d 

TVM-1d 

SA-2d 

IR-2g 

RM-2j 

 

Security Continuous 

Monitoring (CM): The 

information system and 

assets are monitored at 

discrete intervals to 

identify cybersecurity 

events and verify the 

effectiveness of 

protective measures. 

DE.CM-1: The network 

is monitored to detect 

potential cybersecurity 

events 

SA-2a 

SA-2b 

 

 

SA-2e 

SA-2f 

SA-2g 

 

SA-2i 

DE.CM-2: The physical 

environment is 

monitored to detect 

potential cybersecurity 

events 

SA-2a 

SA-2b 

 

 SA-2i 

DE.CM-3: Personnel 

activity is monitored to 

detect potential 

cybersecurity events 

SA-2a 

SA-2b 

 

 SA-2i 

DE.CM-4: Malicious 

code is detected 

SA-2a 

SA-2b 

SA-2e 

CPM-4a 

SA-2i 

 

DE.CM-5: 

Unauthorized mobile 

code is detected 

SA-2a 

SA-2b 

SA-2e 

 

SA-2h 

SA-2i 

DE.CM-6: External 

service provider activity 

is monitored to detect 

potential cybersecurity 

events 

EDM-2a 

SA-2a 

SA-2b 

 EDM-2j 

EDM-2l 

EDM-2n 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

DETECT (DE) 

DE.CM-7: Monitoring 

for unauthorized 

personnel, connections, 

devices, and software is 

performed 

SA-2a 

SA-2b 

 

SA-2e 

SA-2f 

SA-2g 

 

SA-2i 

DE.CM-8: Vulnerability 

scans are performed 

 

 

TVM-2e  TVM-2i 

Detection Processes 

(DP): Detection 

processes and 

procedures are 

maintained and tested 

to ensure timely and 

adequate awareness of 

anomalous events. 

DE.DP-1: Roles and 

responsibilities for 

detection are well 

defined to ensure 

accountability 

IR-1a 

IR-3a 

WM-1a 

WM-1b 

WM-1d 

 

WM-1f 

WM-2h 

DE.DP-2: Detection 

activities comply with 

all applicable 

requirements 

 IR-1d 

 

IR-1g 

IR-5f 

RM-1c 

RM-2j 

DE.DP-3: Detection 

processes are tested 

 

 

IR-3e IR-3j 

DE.DP-4: Event 

detection information is 

communicated to 

appropriate parties 

IR-1b 

IR-3c 

ISC-1a 

ISC-1c 

ISC-1d  

 

IR-3n 

ISC-1h 

DE.DP-5: Detection 

processes are 

continuously improved 

 IR-3h IR-3k 

RESPOND (RS) 

Response Planning 

(RP): Response 

processes and 

procedures are 

executed and 

maintained, to ensure 

timely response to 

detected cybersecurity 

events. 

RS.RP-1: Response 

plan is executed during 

or after an event 

 IR-3d  
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

Communications 

(CO): Response 

activities are 

coordinated with 

internal and external 

stakeholders, as 

appropriate, to include 

external support from 

law enforcement 

agencies. 

RS.CO-1: Personnel 

know their roles and 

order of operations 

when a response is 

needed 

IR-3a  IR-5a 

IR-5b 

RS.CO-2: Events are 

reported consistent 

with established criteria 

IR-1a 

IR-1b 

  

RS.CO-3: Information is 

shared consistent with 

response plans 

ISC-1a 

ISC-1b 

IR-3d 

ISC-1c 

ISC-1d 

 

RESPOND (RS) 

RS.CO-4: Coordination 

with stakeholders 

occurs consistent with 

response plans 

 IR-3d 

IR-5b 

 

RS.CO-5: Voluntary 

information sharing 

occurs with external 

stakeholders to achieve 

broader cybersecurity 

situational awareness  

ISC-1a 

ISC-1b 

IR-3c 

ISC-1c 

ISC-1d 

ISC-1e 

ISC-1f 

 

ISC-1h 

ISC-1i 

ISC-1j 

ISC-1k 

ISC-1l 

Analysis (AN): Analysis 

is conducted to ensure 

adequate response and 

support recovery 

activities. 

RS.AN-1: Notifications 

from detection systems 

are investigated  

 

 

IR-1e 

SA-3a 

IR-1f 

IR-1h 

RS.AN-2: The impact 

of the incident is 

understood 

IR-2d 

IR-2g 

IR-2d 

TVM-1d 

 

IR-2g 

RM-2j 

RS.AN-3: Forensics are 

performed 

 

 

IR-3d IR-3i 

RS.AN-4: Incidents are 

categorized consistent 

with response plans 

IR-2a IR-1d 

IR-1e 

IR-2d 

TVM-1d 

IR-2g  

RM-1c 

Mitigation (MI): 

Activities are performed 

to prevent expansion of 

an event, mitigate its 

RS.MI-1: Incidents are 

contained 

IR-3b 

 

  

RS.MI-2: Incidents are 

mitigated 

IR-3b 
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

effects, and eradicate 

the incident. 

  

  

RS.MI-3: Newly 

identified vulnerabilities 

are mitigated or 

documented as 

accepted risks 

TVM-2c 

 

 

TVM-2f 

TVM-2g  

RM-2j 

TVM-

2m 

TVM-2n 

Improvements (IM): 

Organizational 

response activities are 

improved by 

incorporating lessons 

learned from current 

and previous 

detection/response 

activities. 

RS.IM-1: Response 

plans incorporate 

lessons learned 

  IR-3h 

RS.IM-2: Response 

strategies are updated 

IR-3e 

 

 IR-3k 

RECOVER (RC) 

Recovery Planning 

(RP): Recovery 

processes and 

procedures are 

executed and 

maintained to ensure 

timely restoration of 

systems or assets 

affected by 

cybersecurity events. 

RC.RP-1: Recovery plan 

is executed during or 

after an event 

IR-3b 

 

 

 

 

IR-3o 

IR-4k 

Improvements (IM): 

Recovery planning and 

processes are improved 

by incorporating 

lessons learned into 

future activities. 

RC.IM-1: Recovery 

plans incorporate 

lessons learned 

  

 

IR-3h 

IR-4i 

IR-3k 

RC.IM-2: Recovery 

strategies are updated 

  IR-3h 

IR-3k 

Communications 

(CO): Restoration 

activities are 

coordinated with 

internal and external 

RC.CO-1: Public 

relations are managed 

 TVM-1d 

IR-4d 

RM-1c 

 

RC.CO-2: Reputation 

after an event is 

repaired 

 IR-4d  
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Function Category Subcategory 
C2M2 Practices 

MIL 1 MIL 2 MIL3 

parties, such as 

coordinating centers, 

Internet Service 

Providers, owners of 

attacking systems, 

victims, other CSIRTs, 

and vendors. 

RC.CO-3: Recovery 

activities are 

communicated to 

internal stakeholders 

and executive and 

management teams 

 IR-3d IR-5e 

 

 

 669 

 670 

  671 
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Table 12. C2M2 Practices Mapped to NIST Framework Tiers 672 

Table 12 maps the Framework Implementation Tiers and the C2M2 practices. This mapping is 673 

cumulative, i.e., the practices mapped to a Tier 1 Category are required for Tier 2 as well. This means an 674 

organization striving for Tier 3 should consider practices listed under Tier 1, 2, and 3 headings in Table 675 

12. Moreover, the framework describes some Tier Categories as the absence and/or ad hoc 676 

performance of a risk management practice. In such cases, the C2M2 practice mapped for ad hoc 677 

performance is marked with an asterisk. By design, the C2M2 recognizes MIL 1 practices as initial 678 

security and risk management activities that organizations may perform in an ad hoc manner. 679 

It is possible that an organization that performs C2M2 practices mapped to a specific Framework Tier 680 

may determine that some C2M2 practices do not satisfy the Tier characteristics to a degree required by 681 

that organization. Organizations utilizing this mapping should therefore review it and ensure that it 682 

aligns with their needs. 683 

  684 
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Framework 

Implementation 

Tier 

Tier Category Characteristics 

C2M2 Reference 

MIL 1 MIL 2 MIL3 

Tier 1: 

Partial 

Risk 

Management 

Process 

Organizational 

cybersecurity risk 

management practices are 

not formalized, and risk is 

managed in an ad hoc and 

sometimes reactive 

manner. 

RM-2a* 

RM-2b* 

  

Prioritization of 

cybersecurity activities may 

not be directly informed by 

organizational risk 

objectives, the threat 

environment, or 

business/mission 

requirements. 

RM-2a* 

RM-2b* 

  

Integrated 

Risk 

Management 

Program 

There is limited awareness 

of cybersecurity risk at the 

organizational level and an 

organization-wide 

approach to managing 

cybersecurity risk has not 

been established. 

RM-2a* 

RM-2b* 

  

The organization 

implements cybersecurity 

risk management on an 

irregular, case-by-case 

basis due to varied 

experience or information 

gained from outside 

sources. 

RM-2a* 

RM-2b* 

  

The organization may not 

have processes that enable 

cybersecurity information 

to be shared within the 

organization. 

RM-2a* 

RM-2b* 

  



Energy Sector Cybersecurity Framework Implementation Guidance │ Mapping of C2M2 to the 

Framework 

Page | 50 

Framework 

Implementation 

Tier 

Tier Category Characteristics 

C2M2 Reference 

MIL 1 MIL 2 MIL3 

External 

Participation 

An organization may not 

have the processes in place 

to participate in 

coordination or 

collaboration with other 

entities. 

RM-2a* 

RM-2b* 

  

*As described in the Framework, these Tier characteristics correspond to the specified C2M2 practices 685 

performed in an ad hoc manner. 686 

  687 
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Framework 

Implementation 

Tier 

Tier Category Characteristics 

C2M2 Reference 

MIL 1 MIL 2 MIL3 

Tier 2: 

Risk Informed 

Risk 

Management 

Process 

Risk management practices 

are approved by 

management but may not 

be established as 

organizational-wide policy. 

 RM-3a* 

RM-3b* 

 

Prioritization of 

cybersecurity activities is 

directly informed by 

organizational risk 

objectives, the threat 

environment, or 

business/mission 

requirements. 

  RM-1c 

 

Integrated 

Risk 

Management 

Program 

There is an awareness of 

cybersecurity risk at the 

organizational level but an 

organization-wide 

approach to managing 

cybersecurity risk has not 

been established. 

RM-2a 

RM-2b 

  

Risk informed, 

management -approved 

processes and procedures 

are defined and 

implemented, and staff has 

adequate resources to 

perform their cybersecurity 

duties. 

CPM-2a 

CPM-2b 

RM-3a 

RM-3b 

RM-3c 

RM-1c 

Cybersecurity information 

is shared within the 

organization on an 

informational basis. 

ISC-1a   

External 

Participation 

The organization knows its 

role in the larger 

ecosystem, but has not 

formalized its capabilities 

to interact and share 

information externally. 

EDM-1a 

EDM-1b 

ISC-1c 
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*As described in the Framework, these Tier characteristics correspond to the specified C2M2 practices 688 

performed in an ad hoc manner. 689 

  690 
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Framework 

Implementatio

n Tier 

Tier Category Characteristics 

C2M2 Reference 

MIL 1 MIL 2 MIL3 

Tier 3: 

Repeatable 

Risk 

Management 

Process 

The organization’s risk 

management practices are 

formally approved and 

expressed as policy. 

  RM-3e 

Organizational 

cybersecurity practices are 

regularly updated based on 

the application of risk 

management processes to 

changes in 

business/mission 

requirements and a 

changing threat and 

technology landscape. 

  RM-1d 

CPM-1g 

Integrated 

Risk 

Management 

Program 

There is an organization-

wide approach to manage 

cybersecurity risk. 

CPM-1a RM-1a 

RM-1b  

 

Risk-informed policies, 

processes, and procedures 

are defined, implemented 

as intended, and reviewed. 

  RM-3e 

RM-3g 

CPM-2i 

CPM-3d 

Personnel possess the 

knowledge and skills to 

perform their appointed 

roles and responsibilities 

 WM-3b 

WM-3c 

WM-3d 

RM-3i 

ACM-4i 

IAM-3i 

TVM-3i 

SA-4i 

ISC-2i 

IR-5i 

EDM-3i 

WM-5i 

CPM-5f 



Energy Sector Cybersecurity Framework Implementation Guidance │ Mapping of C2M2 to the 

Framework 

Page | 54 

Framework 

Implementatio

n Tier 

Tier Category Characteristics 

C2M2 Reference 

MIL 1 MIL 2 MIL3 

External 

Participation 

The organization 

understands its 

dependencies and partners 

and receives information 

from these partners that 

enables collaboration and 

risk-based management 

decisions within the 

organization in response to 

events. 

EDM-2a 

 

ISC-1d  

 691 

  692 
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Framework 

Implementatio

n Tier 

Tier Category Characteristics 

C2M2 Reference 

MIL 1 MIL 2 MIL3 

Tier 4:  

Adaptive 

Risk 

Management 

Process 

The organization adapts its 

cybersecurity practices 

based on lessons learned 

and predictive indicators 

derived from previous and 

current cybersecurity 

activities. 

 RM-2j 

TVM-1j 

TVM-2m 

RM-1d 

Through a process of 

continuous improvement 

incorporating advanced 

cybersecurity technologies 

and practices, the 

organization actively adapts 

to a changing cybersecurity 

landscape and responds to 

evolving and sophisticated 

threats in a timely manner. 

  RM-1g 

CPM-1g 

Integrated 

Risk 

Management 

Program 

There is an organization-

wide approach to 

managing cybersecurity risk 

that uses risk-informed 

policies, processes, and 

procedures to address 

potential cybersecurity 

events. 

 TVM-1d RM-2h 

RM-3e 

IAM-1g 

TVM-1i 

TVM-2j 

TVM-2l 

IR-3m 

IR-4h 

EDM-1g 

EDM-2k 

Cybersecurity risk 

management is part of the 

organizational culture and 

evolves from an awareness 

of previous activities, 

information shared by 

other sources, and 

continuous awareness of 

activities on their systems 

and networks. 

  SA-3d 

SA-3e 
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Framework 

Implementatio

n Tier 

Tier Category Characteristics 

C2M2 Reference 

MIL 1 MIL 2 MIL3 

Tier 4:  

Adaptive 

External 

Participation 

The organization manages 

risk and actively shares 

information with partners 

to ensure that accurate, 

current information is being 

distributed and consumed 

to improve cybersecurity 

before a cybersecurity 

event occurs. 

  ISC-1h 

ISC-1i 

ISC-1j 

ISC-1k 

ISC-1l 

 693 

 694 
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APPENDIX B: SUMMARY OF FRAMEWORK USE 695 

STEPS 696 

Table 13. Summary of Framework Use Steps 697 

Step 1: Prioritize and Scope 

Inputs  Activities  Outputs  

1. Risk management 

strategy 

2. Organizational objectives 

and priorities 

3. Threat information 

1. Organization determines where it 

wants to apply the Framework to 

evaluate and potentially guide the 

improvement of the organization’s 

cybersecurity capabilities 

1. Framework usage scope 

Step 2: Orient 

Inputs  Activities  Outputs  

1. Framework usage scope 

2. Risk management 

strategy 

1. Organization identifies in-scope 

systems and assets (e.g., people, 

information, technology, and 

facilities) and the appropriate 

regulatory and informative 

references (e.g., cybersecurity and 

risk management standards, tools, 

methods, and guidelines) 

1. In-scope systems and assets 

2. In-scope requirements (i.e., 

regulatory, company, 

organizational) 

3. In-scope cybersecurity and 

risk management standards, 

tools, methods, and 

guidelines 

4. Evaluation approach 

Step 3: Create a Current Profile 

Inputs  Activities  Outputs  

1. Evaluation approach 

2. In-scope systems and 

assets 

3. In-scope regulatory 

requirements 

4. In-scope cybersecurity 

and risk management 

standards, tools, 

methods, and guidelines 

1. Organization identifies its current 

cybersecurity and risk 

management state  

1. Current Profile 

2. Current Implementation Tier  

Step 4: Conduct a Risk Assessment 

Inputs  Activities  Outputs  

1. Framework usage scope 

2. Risk management 

strategy 

1. Perform risk assessment for in-

scope portion of the organization 

1. Risk assessment reports 
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3. Organization-defined 

risk assessment 

approach  

4. In-scope regulatory 

requirements 

5. In-scope cybersecurity 

and risk management 

standards, tools, 

methods, and guidelines 

Step 5: Create a Target Profile  

Inputs  Activities  Outputs  

1. Current Profile 

2. Current Tier 

3. Organizational objectives 

4. Risk management 

strategy 

5. Risk assessment reports 

1. Organization identifies goals that 

will mitigate risk commensurate 

with the risk to organizational and 

critical infrastructure objectives  

1. Target Profile 

2. Target Tier 

Step 6: Determine, Analyze, and Prioritize Gaps 

Inputs  Activities  Outputs  

1. Current Profile 

2. Current Tier 

3. Target Profile 

4. Target Tier 

5. Organizational objectives 

6. Impact to critical 

infrastructure 

7. Gaps and potential 

consequences 

8. Organizational 

constraints  

9. Risk management 

strategy 

10. Risk assessment reports 

1. Analyze gaps between current 

state and Target Profile in 

organization’s context 

2. Evaluate potential consequences 

from gaps 

3. Determine which gaps need 

attention  

4. Identify actions to address gaps 

5. Perform cost-benefit analysis (CBA) 

on actions 

6. Prioritize actions (CBA and 

consequences) 

7. Plan to implement prioritized 

actions  

1. Prioritized gaps and 

potential consequences 

2. Prioritized implementation 

plan  

Step 7: Implement Action Plan 

Inputs  Activities  Outputs  

1. Prioritized 

implementation plan  

1. Implement actions by priority  

2. Track progress against plan 

3. Monitor and evaluate progress 

against key risks, metrics, and 

performance indicators 

4. Report progress  

1. Project tracking data 

2. New security measures 

implemented  

 698 


