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‘ About this Presentation

= This presentation is not an introduction to OUO

= This presentation is solely on how to mark documents
containing OUO information

= Additional resources concerning OUO may be found on
the Office of Classification website at

http://energy.gov/ehss/services/classification/official-use-only-information

and in the DOE OUOQO Directives

o DOE O 471.3 Admin Chg 1, Identifying and Protecting Official Use Only Information and

o DOE M 471.3-1 Admin Chg 1, Manual for Identifying and Protecting Official Use Only
Information

that can be found on the DOE Directives website at https://www.directives.doe.gov/



http://energy.gov/ehss/services/classification/official-use-only-information
https://www.directives.doe.gov/

‘ Contents

= Markings are important

= Front page marking — “OUO stamp”
= Page marking

= Supplemental Markings

= Marking Classified and UCNI documents
containing OUO information

= Marking Transmittals




‘ Markings are Important

= Various markings used to
Indicate sensitive
Information cause confusion

o Not certain if document needs
protection

o Not certain how to protect
document

o No mandated protection

o May have to call to determine
intent

= Other markings for unclassified
Information (except for UCNI)
are not authorized

XXXXX XX X XXX
XXX g(

XX XXXX X
XX
X.

XXXXX XX X XXXXXX XXX

XX XXXXXXX XXX
XXXXXXXX

XXXXXXXXX.

BUSINESS
CONFIDENTIAL

XXXXX XX X XXXXXX XXX

XX XXXXXXXXXX
XXXXXXXX

XXXXXXXXX.

PROPRIETARY

XXXXX XX X XXXXXX XXX

XX XXXXXXX XXX
XXXXXXXX

XXXXXXXXX.

PRE-DECISIONAL




'OUO Marking

= When not used
2 No mandated DOE-wide protection
o Uncertainty as to how to protect

= When used

o Eliminates confusion

o Consistent protection requirements




' OUO Front Marking

OFFICIAL USE ONLY
May be exempt from public release under the Freedom of Information Act
(5 U.S.C. 552), exemption number and category:

Department of Energy review required before public release

Name/Org: Date:

Guidance (if applicable):

Markings are for example purposes only



Sample Front Marking

Determination not based on Classification Guide

Exemption Number

Category Name

OFFICIAL USE ONLY
May be exempt from public release under the Frg#8om of Informajg ct
Name AND (5 U.S.C. 552), exemption number and category: 5, Privileged
Organization| |nformation

¢ {of E : ired bef bli | DPate of
artiment o nergy review require erore pw Determination
Name/Org: John Smithson, NA-121  Date: 4/11/14

Guidance (if applicablel (A
Suggest N/A /N

if guidance is
not used

Markings are for example purposes only



Sample Front Marking

Determination based on Classification Guide

Exemption Number

Category Name

OFFICIAL USE ONLY,
May be exempt from public release under the Fre@om of Informagr Act
Name AND | (5 U.S.C. 552), exemption number and category: 7, Law Enfor ent
Organization

: : . Date of
epartment of Energy review required before pw Determination
Name/Org: John Smithson, NA-121  Date: 4/11/14

Guidance (if applicable):

Short Name
of Guide

Markings are for example purposes only



Exemption Numbers and Names

Exemption Category Name
3 Statutory Exemption
4 Commercial/Proprietary
5 Privileged Information
6 Personal Privacy
7 _aw Enforcement
8 ~inancial Institutions
9 Wells




Page Markings

OFFICIAL USE ONLY

= On bottom of all pages

OR
= On bottom of only those

pages containing OUO
Information

XXXXX XX X XXXXXX XXX
XX XXXXXXXXXX T XXXXXXXX
XXXXXXXXX.

XX XXXXXXX XXXXX XXXX
XXXXXXXXX XX XXXXXX. XX
XXXX XXXXXXX X XXXXX
XXXXXX XXXX XXXX.

OFFICIAL USE ONLY

Markings are for example purposes only
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‘ Sample OUO Document Marking

XXX XXXXXX XX XXXXXXX
XXXXX XXXXXXX XX XXX XXXXXX

XXXXXXXK. XXXX XKXXKK XXXKXXKXK XXX XXXKXXKX XXX XXXXXXK XXXXXXKXX XXX
XOHOKKHXXXXXK, KHXXXXK, XXX IOHKHKXXXXXK KHXXXXXK XXX XXXK (XXX) XXXXXXXKXXXX.
XXXXX XXXXXKXK XXXXKKX XKXXXXKKXK XXXXKXXXXKK XXX XXXXXXXKXX XXXXXKXXXK.
XXXXXXX X XXXXXXKXK XXX XXXXXXHXXKXXK XXX XXXKXXXXKXK XXX XXXXXXX XXX
XOXKXXXXXXXX; XXXXXXX XX XHXXXXXKK XXXKXXXKXXK XXX XXXKXXXXKXK. XXX
XXXXXKKHHXX KXXXXXKKXXXK KXXXKKXXX (XXX, XXXXXXKKXX X, XXX XXXXX
XXXXXKXXXKXX XX XXX KXXXKX KKK XXKKX XX XXKIXKXXXKXX XXXXKXXXXKX
XXXXXKXXXXKX.

XXX XXX. XXXXXXKX XXXKXXXXKK XXX KHXXKXX XXXXXK XX XXXXXXXXX XX
HHXXXXKXXKX KXXXXEXXXXXKXXK XXX KXXKXXXK KXXXKX XX XXK-XXX-XXXKX.

OFFICIAL USE ONLY
May be exempt from public release under the Freedom of Information Act
(5 U.S.C. 552), exemption number and Category: _4, Commercial/
Proprietary.
Department of Energy review required before public release

Name/Org: Jane Doe, AU-61 Date: __4/14/14
Guidance (if applicable): __N/A

OFFICIAL USE ONLY

Markings are for example purposes only
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‘ Sample OUO Document
with Supplemental Marking (CRADA)

= MUST have OUO
markings

= Examples of other
supplemental
markings

o Export Controlled
Information

o Applied Technology
Information

XXX XXXXXX XX XXXKXXX
XXXXX XXXXXXXXXXXK XXKXXX

XXXXXXK. XXXX XXXXXK XXXXXXKXK XXX XXXXXXKK XXX XXXXXXK XXXXXXXXX XXX
YOOXXXXXXXK, XXKXXXK, XXX XXXXXXXIXX XXXXXXXK XXX XXX (XXX) XXXXXXXXXXX.
XXXXX XXXXXKXX XXXXXKX XXXXXXKXK XXXXXXXXKK XXX XXXXXXXKXX XXXXXKXXXX.
XXXXXXX X XXXXXXKXX XXX XXXXXXHXXXHXXK XXX XXXXXXXXXXX XXX XXXXXXX XXX
XXXXXXXXXXK; KHXXXXXX XX XXXXXXHXKK XXXXXXXXXK XXX XXXXXXXXXXX. XXX
XXXXXXXHXHXK KXXXXXXXXXXK KXXXXXXX (XXX), KXXXXXXXXX X, XXX XXXXX
XXXXXXXXKXXK XX XXX XXXKXX XXX XXXXX XX XXKIXXXXKXXK XXXXXXXXXX
XXXXXXXXXXX.

HXXXXXXK. XHXXHXXX XKXXXXXXXKK XXX KHXXXXX XXXXXXK XX XXXXXXXXX XX
HHXXHXXXXXKK KXXXXXXXXXXXXK XXX KXXXXXK KHXXXXX XX XXX-XXX-XXXKX.

Protected CRADA Information

This product contains Protected CRADA Information which
was produced on 11/6/06 under CRADA No. 12345 and is
not to be further disclosed for a period of five years from the
date it was produced except as expressly provided for in the
CRADA.

OFFCIAL USEONLY
May be exenpt ffom public release under the Freecom of Information At
U.S.C. 552, exenption number andcategory: 3, Stafutory
Departrrent of Energy reviewrequired before public release
Name/Org _Curtis Gonzales, BAVXT-Pantex  Date; 4/15/03
Guidance (if applicable). __Pantex Plant OUO Topical Guide

OFFICIAL USE ONLY

Markings are for example purposes only
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.

‘ Marking a Document Containing

OUO and UCNI

= Apply OUO front marking to
unclassified documents
containing OUO information
even If there is an UCNI
marking — calls attention to
presence of OUO information
In the document

= For interior pages may use
only highest category of
iInformation (UCNI) in the
document or on individual
pages

FRONT PAGE

cccccccccc

UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION

INTERIOR
PAGE

UNCLASSIFED CONTROLLED NUCLEAR INFORMATION

Markings are for example purposes only
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Presenter
Presentation Notes
Markings.
OUO markings are not applied to classified matter unless the marking is being used for portion marking or for marking the title or subject of a document.
In essence, the marking serves as a warning to prevent the document from being released to the public inadvertently or unintentionally.  It does not necessarily exempt the information from release, but identifies that the information may be exempt if it were to be requested.


.

Marking a Document Containing OUO
and National Security Information

= Do not apply OUO front
d page markings S
and pag g (OUO) Title
= Do apply (when S)
appropriate)
(OUO)
o title marking
| | (V)
o portion marking ——
SECESEOE Z-&FZ 2/22/2040

Markings are for example purposes only
14


Presenter
Presentation Notes
Markings.
OUO markings are not applied to classified matter unless the marking is being used for portion marking or for marking the title or subject of a document.
In essence, the marking serves as a warning to prevent the document from being released to the public inadvertently or unintentionally.  It does not necessarily exempt the information from release, but identifies that the information may be exempt if it were to be requested.


Marking a Document
Transmitting OUO

= Required If transmittal document itself does
not contain classified or controlled
Information

= Calls attention to presence of OUO
Information in attachment

Document transmitted

contains OUO information

Markings are for example purposes only
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Sample Marking of Document
Transmitting OUO

XXX XXXXXX XX XXXXXXX
XXXXX XXXXXXXXXXXK XXXXXX

XXXXXXKX. XXX XKXXKX XXXKXXXXK XXX XXXKXXXX XXX XXXXXXX
XXXXXKXXK XXX XXXXKXXXXKKX, XXXXXKX, XXX XXXXXXXKXX KXXXXXXX
XXX XXXX (XXX) XOXXXKKKXXK. XXXXK XXXXXXXX XXXXKXX XXXXXKXXX
XXXXXKXXXKK KKK XXXXKXXKKX XXXXXKXXK.  KXXXXKX X XXXXXKXXX XXX
XXXXXKXXKKXXK XXX XXXXXKXXXKX XXX XKKXXXK XXX XXXXXXKXXXX;
XXXXXXK KX XXHXXKXXKX XXXXXXXXKK XXX XXXXXXKXXXXX. XXX
HXXXKKHHXXK KXXXXKXXXXXK KHXXXXXXX (XXX), KXXXKXXXXX X, XXXX

] A h : XXX XXXXXXKXXXXK XK XXX KHXXXX XXX XXX XK XRKIXXKXXXXX
achment contains

XXX XXX. XXXKXXXKX XXKXXKXXXKX XXX KHXXXXX XXXXXXK XX
XXXXXXXXK XX XXXXXXXKXXK KHXXXKXXXXXXKXK XXX KXXXXXX XXXXXK XX

XXX=-XXX-XXXX.

= Transmitting document
does not contain OUO

Document transmitted
contains OUO Information

Markings are for example purposes onlyq6



‘ Sample OUO Document that
Transmits a Classified Document

= Attachment contains SRD

= Transmitting document
contains OUO

SECRET

XXXX XXXXKK XHXXXXXXK XXX XXXXKXXK XXKK XXXXXXX
XXXXXXXXK XXX XHIKXXXXXKXKXK, XHXXXXK, XXX XXKXXXXXXK KXXXXXXX XXX
XXXX (XXX) XOXXXXKKKX.  KXXXX XXXKKKXX XXXXXKX XXXXXXKKX
XXXXXXXXK XXX XXXXXXXXKX XHXXXKKKK. XHXXXXX X XXXXXXXXX XXX
XXXXXXXXXK XXX XHKXXXXXXKK XXX XHXXXXK XXX XXXXXXXXXXX;
XXXXXXX XX XKHKXXKXKK KKKKKXXXXK XXX XXXXXXXXXXK. XXX
XXXXKKKHXHXK KXXXXKXKXXXXK KHXXKXXXX (XXX), KXXXXKXXXX X, XXXX
XXXXX XXXKXXXXXX XX XXX KXXXXX XXX XXKXX XX XHXKIXXXXXXXX
XXXXXXXXXKX XXKKXXXXXXX.

HXXXXXK. XXXXKKXX XXXXXXXXKK XXXK KXXXXK XXXXXK XX XXXXXXXXXK
XX XXXXXXXXKXK KHXXXXXKXXKXXXXK XXX KXXXXXK KXXXXX XX XXK-XXX-

XXXX.
Document transmitted herewith OFFICIAL USE ONLY

. . May be exempt from public release under the Freedom of Information Act
contains Secret/Restricted Data (5 U.S.C. 552), exemption number and Category: _7, Law Enforcement

Department of Energy review required before public release
Vr\]/_hedn separated from enclosures, handle Namelorg: _ sane Do, AU e anaa
this document as QuoO Guidance (if CG-SS4
SECRET

Markings are for example purposes only17



‘ Marking a transmittal document

= T0 Indicate a document does not contain OUO
Information when separated from enclosures

o All OUO is unclassified, so the statement “UNCLASSIFED when

separated from enclosures” does not indicate transmittal does not
contain OUO.

o Instead use “Does not contain OUO when separated from
enclosures”

Does not contain OUO when
separated from enclosures

18



Marking E-mail containing OUO

= First line of message

o Insert “OUQ” before
text

= |f attachment to
message Is OUO

o Message must so
Indicate

o Attachment must be
marked correctly

EXAMIPLE OF AN E-MAIL MESSAGE CONTAINING OFFICIAL USE ONLY

From: James Bradley

Sent: Tuesday, April 12, 2011
To: George Clark
Sulject; : Marking of an Official Use Only E-mail Message

QUQ, This is an example of an e-mail message that contains Official Use Only.
The first line of an e-mail message containing OUD information must contain the
abbreviation “OUO" before the beginning of the text,

19




‘ Marking Spectal Format Documents

= Special format documents = photographs,
viewgraphs, films, magnetic tapes, disks,
audiotapes, videotapes, DVDs, etc.

= If possible, must be marked in a manner

consistent with documents (front marking and
page marking)

= If space Is limited page marking is sufficient
(Official Use Only or OUO)

20



How are OUO Markings Removed?

= Person making the determination

o Crosses out OUO front, page, and any
supplemental markings

o Places following marking on front of document:

DOES NOT CONTAIN
OFFICIAL USE ONLY INFORMATION
Name/Org: _ Jane Doe, AU-60  Date: _4/30/14

Note: To determine who has authority to remove OUO markings,
see DOE Manual 471.3-1, Admin Chng 1.

21



‘ Questions?

= Contact the
Office of Quality Management
Outreach Hotline at

= (301) 903-7567 or
m Ooutreach@hg.doe.gov

22
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