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Hallmark Project

Outcomes: Commercial solutions 
available to secure serial 
communications in a scalable, cost-
effective manner that covers 
Engineering access and SCADA and 
provides a clear path for 
interoperability

Roadmap Challenge: Inherent trust in 
serial control system protocols.  Major 
product replacement and firmware 
upgrades are to costly

Major Successes: Commercialization of 
OEM and end user products.  Successful 
lab and interoperability tests

 Schedule: Interoperability test, lab 
test, and commercialization all 
complete

 Level of Effort: $1,353,191

 Funds Remaining: $346,808

 Performers:  CenterPoint, PNNL, 
SEL



Design for Long Term Success
• Tech transfer SSCP 

from PNNL to industry

• Identify use cases and 
management process

• Develop products
– OEM

– Asset owner

• Test and deploy 
products

• Easy to use

• Clear path for 
integration and 
interoperability



Metrics for Success

• Pass protection level 
reliability testing

• Successful testing
– Legacy systems
– Negative
– Interoperability
– OEM’able

• Selling, supporting, 
and protecting



Metrics for Success
Proven Growth Path



Challenges and Lessons Learned

• Technology Transfer (PNNL)
– Many face-to-face visits and conference calls

• Solving the total business needs (CenterPoint)
– Many face-to-face visits and conference calls

• Developing a product that supports reliability (SEL)
– Use protection relay development processes

Lessons learned about what “done” looks like:
• To the point the technology works 

• To the point the technology can’t fail

• To the point it can’t fail and easy to use



Technical Achievements to Date

• Commercialize SSCP

• OEM kit available (hardware, software)

• End user bump-in-the-wire product complete

• Scalable and maintainable solution proven 
through technology and processes

• Security assurance through FIPS validation 
and robust negative testing

• Successful interoperability (PNNL and Siemens)

• SEL products released and customer orders

• Standards development started



Collaboration/Technology Transfer

• Plans to gain industry input

– CenterPoint kept technical development focused on 
solving the business need

– SEL worked closely with many customers in development 
and has sold production units for field deployment

• Plans to transfer technology/knowledge to end user

– For sale and supported by SEL

– Standards are being developed (IEEEP1711)

– Shown to work in bump-in-the-wire and capable of being 
integrated in end devices.

– It is protecting our electric sector systems as we speak!



Potential Follow-on Work

• Technology Development
– Middleware and USB docking station to secure all serial 

engineering access

– Central management software

• Industry Integration
– IEEE and IEC standards

– Field deployment  case studies

– OEM integration

• Timeline and budget
– Additional 12 months

– $914,777 (DOE+PNNL) and $530,565 cost share (SEL)
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