Cybersecurity Awareness Resources Listing

The following resource list provides a variety of Cybersecurity awareness information, materials,
threat updates, and promotional items that are available to the public. The information can be
easily used for individual learning, enhancing family security, and is an excellent source of current
cyber information for use in formal awareness campaigns for both general DOE users and
technical cyber practitioners.

— The Center for Internet Security (CIS) provides services and products to assist
organizations and individuals in improving their cybersecurity effectiveness.

— Common Sense Media is dedicated to improving the lives of families
by providing trustworthy information and education needed to thrive in a world of media and
technology.

— ConnectSafely.org is for parents, teens, kids and educators for learning
about the safe, successful use of social media and technology.

— The site provides resources for youth who have questions about or have
been targeted by online harassment.

- The Cyber Exchange houses free security awareness tools from around
the world, designed to be used by any organization or individual that wishes to promote online
safety at work or within their community.

— The Department of Homeland Security’s (DHS) website provides a
variety of information and resources that address DHS cyber initiatives and programs to include
cybercrime, privacy, and security critical infrastructure.

— The Federal Trade Commission’s website has a variety of information and resources
that address Cybersecurity and identity theft, including free materials available in bulk.

— The GetNetWise coalition provides Internet users the resources to make
informed decisions about their lives and their family’s use of the Internet.

— This site provides resources that teach children of all ages, in an age-appropriate
way, the basic rules of Internet safety, ethics, and use of connected technologies.
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— This site specializes in information security awareness and provides a
variety of free resources such as articles, screensavers, videos, posters, and other campaign
materials.

— The MS-
ISAC (a division of the Center for Internet Security) provides a number of resources and
publications to help raise awareness and provide guidance to the end user and organizations.

— NetFamilyNews.org is a nonprofit news service for parents, educators, and
policymakers that provides the latest technology news about online youth in the form of a daily
blog or email newsletter.

— The NetSmartz Workshop is an interactive, educational safety resource from the
National Center for Missing & Exploited Children.

— NICCS,
sponsored by DHS, is an online portal developed to address the needs of the Nation by making
information on Cybersecurity training, education, and career opportunities available in a
centralized, searchable, and usable online location.

— OnGuardOnline.gov provides practical tips from the federal government
and the technology community to help you: guard against Internet fraud, secure your computers,
defend against identity theft and protect kids online.

— This site provides an extensive library of monthly cyber awareness
newsletters that focus on specific cyber topics and actionable steps that users can take to protect
themselves, their family, and their organizations.

— This site, sponsored by the National Cyber Security Alliance, seeks to
create a culture of Cybersecurity and safety awareness by providing knowledge and tools to
prevent cyber crime and attacks.

— The Stop.Think.Connect. (STC) website provides the basic overview of
the National STC Campaign as well as free resources and tips for hosting awareness events in
public, private, and educational arenas.

— US-CERT.gov, an official website by DHS, sponsors the National Cyber
Awareness System which provides a variety of Cybersecurity information to both technical
practitioners and general users.

— WiredSafety.org provides help, information, and education to Internet and
mobile device users of all ages.

For questions regarding this listing or any Cybersecurity issue, search cybersecurity on
Powerpedia or send an e-mail to cybsectrn@hg.doe.gov.
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