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Department of Energy

Privacy Impact Assessment (PIA)

Guidance Is provided in the template. See DOE Order 206.1, Department ofEnergy Privacy Program,
Appendix A, Privacy Impact Assessments, for requirements and additional guidance for conducting a

PIA: http://www.directives.doe.gov/pdfs/doe/doetextlneword/206/02061.pdf

Please complete electronically: no hand-written submissions will be accepted.

This template may not be modified.

MODULE I - PRIVACY NEEDS ASSESSMENT

Date

Departmental
Element &Site

June 4, 2009

Office of Legacy Management, Morgantown, WV

Name of Information LM Records Handling System (LMRHS01) - Energy Employees Occupational Illness
System or IT Project Compensation Program Act

exhibit Project UID 019-10-01-31-02-1014-00

NewPIA D
Update W Energy Employees Occupational Illness Compensation Program Act Requests

N T'tl I Contact Information
arne, I e Ph E 'Ione, mal

System Owner

Local Privacy Act
Officer

I' I, I \ .\ ( . ')
1) I 4H." \ •

Deborah Haddix
IT Specialist

John Montgomery
Federal Program Cyber Security Manager

3600 Collins Ferry Road
Morgantown, WV 26505
(304) 285-4849
Deborah.Haddix@lm.doe.gov

3600 Collins Ferry Road
Morgantown, WV 26505
(304) 285-4520
John.Montgornerv@lrn.doe.gov
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MODULE I - PRIVACY NEEDS ASSESSMENT

Cyber8ecurlty
Expeitrevlewif,19 this
document '(e.g. iISSM.
C8SM. ISSO~ ,etc.)

Person Compl~tlng

this Document

Michael Bulebush
Information System Security Officer

Len Turton
Solutions Architecture Manager

3596 Collins Ferry Road
Morgantown, WV 26505
(304) 225-8347
Michael.Bulebush@lm.doe.gov

3596 Collins Ferry Road
Morgantown, WV 26505
(304) 225 8358
Leonard.Turton@lm.doe.gov

Purpose of
Information System
or It Project

Type of Information
Collected or
,Mah'ltalnedby the
System:

The purpose of this system is to collect and maintain records needed by the Office of
Legacy Management (LM) at the DOE to assist current and former DOE employees
and contractor employees or their families in connection with filing of state workers'
compensation claims for conditions that may be due to exposures during
employment by or for DOE. The system is used to track EEOICPA claim requests
submitted to the Department of Labor (DOL) and the National Institute for
Occupational Safety and Health (NIOSH). This system contains social security
numbers, employee names and work location.

~ SSN Social Security number

~ Medical & Health Information e.g. blood test results

D Financial Information e.g. credit card number

D Clearance Information e.g. "a"

D Biometric Information e.g. finger print, retinal scan

~ Mother's Maiden Name

~ DoB, Place of Birth

~ Employment Information

D Criminal History

~ Name, Phone, Address

D Other - Please Specify

. HiI~ th.r!tbe~llany att,mpt to verify PU doesrlo~ e~Jstoll t~,_. .. _.

I) 1\ I V 1\ C l'
11 l~ • I ( I-t , \[

YES
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I

MODULE I - PRIVACY NEEDS ASSESSMENT

system?

DOE Order 206.1, Department ofEnergy Privacy Program, defines PII as
any Informat/oncollected ormaintained by the Department about an Individual,
Including butnotllmlted to, education, financial transactions, medical history
and criminal oremployment history, and information that can be used to
distinguish or trace anlnd/vldual's Identity, such as hislhername, Social
Security number. date and,place ofbirth, mother's malden name, biometric
data, and InCluding anyotherpersonal information that is linked or linkable to a
specific Individual.

If JlYes." what method was used to verify the system did not
contain PII? (e.g. system scan)

Threshold Questions

1. Does system contain (collect and/or maintain), or plan to
contain any Information about IndiViduals?

2. Is the Information In Identifiable form?

3. Is the Information about Individual Members of the Public?

4. Is the Information about DOE or contractor employees?

Some systems employ software
tools to scan content (information or
data) to search for types of data
such as Social Security numbers.

System Scan

YES

YES

YES

(If "Yes," place an X in the box at
the top of first page.)

Member of the Public refers to
individuals in a non-employee or
DOE contractor context. Members
of the Public includes individuals for
whom DOE maintains information,
as required by law, who were
previously employed or contracted
by DOE

YES

~ Federal Employees

~ Contractor Employees

I) 1\ I V 1\ ( : )'
II !'t411.11 \ 'I
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MODULE I - PRIVACY NEEDS ASSESSMENT

Module II must becQmpleted for all systems if the answer to ,any of the four (4) ,threshold
questions Is "Yes." All questions must be completed. If appropriate, an answer of N/A 'may be
entered.

The goal of the threshold questions is to legitimately and efficiently determine whether additional
assessment is necessary. If there is doubt, it is in the System Owner's best interest ,to complete
Module II.

PIAs affecting Members of the Public are posted on the DOE Privacy website. For this reason, PIAs
affecting Members of the Public should be written inplain,language and at a high 'level so they are
easily understandable ,and do not disclose sensitive information.

END OF PRIVACY NEEDS ASSESSMENT

jl 1\ I \' r\ C Y
I' 1«".1l \ \1
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• E-Government Act of 2002

• Energy Employees Occupational Illness Compensation Program
Act of 2000, P.L. 106-398

• 42 U.S.C. 7101

• 50 U.S.C. 2401

1. AUTHORITY

What specific authorities
authorize this system or
project. and the associated
collection, lise, andlor
reteritlon of personal
Information?

2. CONSENT

What opportunities do
Individuals have to decline to
provide Information (e.g.
where prOViding Information
Is voluntary) or to consent
only to particular uses of the
Information (other than
required or authorized uses)?

I) 1\ I V f\ ( : l'
II !'t411.ll \ \1

• 10 CFR 1004, Freedom of Information, Department of Energy
Guidance

• 10 CFR 1008, Records Maintained on Individuals (Privacy Act),
DOE Guidance

• 20 CFR 30, Claims for Compensation Under the Energy
Employee's Occupational Illness Compensation Program Act

• 36 CFR, Chapter 12, Subchapter B, Records Management

• DOE Order 243.1, Records Management Program

• NARA Guidance on Managing Web Records, January 2005

• NARA Records Management Guidance for Agencies Implementing
Electronic Signature Technologies, October 2000

The individual provides the information voluntarily.

5
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MODULE II - PII SYSTEMS & PROJECTS

Contractors are involved in the operation and maintenance of the
system. Personal information from this system may be disclosed to
these contractors and their officers and employees in performance of
their contracts. Individuals provided information under this routine use

3. CONTRACTS are subject to the same limitations applicable to DOE officers and
employees under the Privacy Act, 5 U.S.C. 552a.

Are contractors Involved with
the design, development and Pertinent contract language states that data covered by the Privacy
maintenance of-the system? Act may be disclosed to contractors and their officers and employees.
If yes, wlis the Privacy Order Any information that is obtained or viewed shall be on a need-to-know
CRD or Privacy -Act clauses basis. Contractors are required to safeguard all information that they
Included In their contracts? may obtain in accordance with the provisions of the Privacy Act and

the requirements of the DOE. The contractor shall ensure that all DOE
documents and software processed, and the information contained
therein, are protected from unauthorized use and mishandling by
assigned personnel.

4. IMPACT ANALYSIS: The impact to privacy is negligible as EEOICPA personnel are trained
in Privacy Act considerations and the information system utilizes

How does this project or antivirus, firewalls, account permission restrictions, and intrusion

Infonnatlol1 system.Impact detection as measures to protect against breaches in confidentiality.

privacy? Additionally, data is AES-encrypted during transmission to DOL and
NIOSH.

5. SORNs

How will the data be
retrieved? CanPIl be
retrieved by an Identifier (e.g.
name. unique number or Data is retrieved using the social security number in conjunction with
symbol)? the name of the individual and location of employment.

If yes, explain, and list the
Identifiers that-wlllbeused to
retrieve InfOl'i11atlonon the
Individual.

I) I, I V 1\ ( : 1
~ ~ It. ~. ~., \ I
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MODULE II - PII SYSTEMS & PROJECTS

• DOE-5, Personnel Records of Former Contractor Employees

6. SORNs

Has a Privacy Act System of
Records ,Notice (SORN) been
published In ,the Federal
Reg/$tet?

If 'Yes,II provide name of
SORN and I()catlon In the
Federal -Reg/$ter.

7. SORNs

If the, Information system Is
belng:modlfieCl, will the
SORN(s):tequlre amendment
or 'fevlslon?

DATA SOURCES

8. What are ,the sources of
Information about ,individuals
In the Information system or
project? _

9. Will the Information system
derive new or meta data
about an ,Individual from the
Information coUected?

10. Are the data elements
descrlbed'n detail and
documented?

DATA USE

I) 1\ I V 1\ (. y
II II [I t, H , \1

• DOE- 10, Energy Employees Occupational Illness Compensation
Program Act Files

• DOE-35, Personnel Radiation Exposure Records

• DOE-41, Legal Files (Claims, Litigation, Criminal Violations,
Patents, and Others)

• DOE-52, Access Control Records of International Visits,
Assignments, and Employment at DOE Facilities and Contractor
Sites

• DOE-72, The DOE Radiation Study Registry

N/A. The system is not being modified.

The information is obtained entirely from the individual.

The system will not derive new data. The employee data is static.

Data elements are described in the user guide and data dictionary.

7
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MODULE II - PII SYSTEMS & PROJECTS

11. How wID the PII be used?

12. If the system ,derives meta
dam. ,how will 'the new or
metadatabia used?

Will the new or meta data be
part of an ,Individual's
record?

13. WIth what other agencies or
entities will an 'Individual's
information be shared?

The purpose of the system is to collect and maintain records to assist
current and former DOE employees and contractor employees or their
families in connection with filing of state workers' compensation claims
for conditions that may be due to exposures during employment by or
for DOE. The system is used to track EEOICPA claim requests
submitted through DOL and NIOSH.

The system will not derive new data. The employee data is static.

None.

14. Whalklndsofreports are
produced about Individuals
or contain an Individual's
data?

15. What will be the use of these
reporm?

16. Who will have acce$S to
thesereporls-'l

Reports indicating status of claim requests are produced for
individuals from the system. Only designated government and
contractor personnel have access to the reports.

Reports are produced for individuals from the system who are filing a
claim.

DOE Federal and contractor personnel will have access to the data in
the system. Access to personal data in the system is strictly controlled
based on job responsibility and function.

. - .~. ~ - ~ -~ ..~~~~~-~~-~---~---~----------------
L 1~_Q!1it6i;ing ~~~_~_ ___ ~_ ,,___ .,. _ _ _ _~ _ _~ I

17. Will ,this ;Informatlon system
pro\flde !the ,c~pablllty to
Identify; locate, and monitor
Individuals?

jJ 1\ I \' ,\ c: 'I'
II llt1f.li..\ 'I

No, the system does not have the capability to identify, locate, and
monitor individuals.
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MODULE II - PII SYSTEMS & PROJECTS

18. What kinds of Information are
collected as a1Unctlon of the
monitoring of indiViduals?

19. Are controls implemented to
prev.lnt unauthorized
mC)nltoring C)flndlviduals?

None.

Access is limited to those whose official duties require access to
records in the system.

DATA MANAGEMENT & MAINTENANCE

20. How'wlUtecc)i''ds about
Individuals be keplcurrent
and verified ~fQt,accuracy,
relevanceandcbl11pleteness?
IncludeFiU detacoUeeted
froin' sources Cither thail' DOE
records.

21. If the ,information system is
operated in mbrethan one
slte,how will c:onsistent use
of the Information be ensured
at all sites?

The data is provided by the individual and verified for accuracy and
relevancy and completeness at the time it is submitted to the DOE.
The system is used for tracking only and has no requirement to update
personal information.

The system is used to track claims and requests for all LM sites, but is
specific to the employee and the originating site.

22. What ate ,the' retention
periods of data· In the
Information, system'?

23. What are the procedures for
disposition of the data at the
end 'ofther~tei1tiO(l:iPeriod?

The retention periods are in accordance with applicable National
Archives Records Administration (NARA) and DOE record schedules.

The data will be destroyed when it is no longer needed for tracing a
request in accordance with applicable NARA and DOE record
schedules.

ACCESS, SAFEGUARDS & SECURITY

I) I{ I \' 1\ (. Y
11

l~ • I. I:t..\ \1

9



h! *6%'@05'0 2' .. ~, .M d.'. -

•
PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM: ENERGY EMPLOYEES OCCUPATIONAL

ILLNESS COMPENSATION PROGRAM ACT
PIA Template Version - May, 2009

MODULE II - PII SYSTEMS & PROJECTS

, '::l ~ ,.

24. What,conlrQI$ are In place to
protect ,tile :data:frOIn
urtauthQdzed'$<;cess,
mO(llflcatlijrti;of :ll$e1

25. Who''WIII':baveacces$ to 'PII
data1

26~ ,How'ii.·acc:essto PUctata
demrlflltiEid?

Technical and administrative controls are in place to prevent the
misuse of data by individuals with access. The technical controls
include restricted access via user 10 and password based on user
responsibility and job function. All system team members (Federal and
contractor) are required to complete the DOE Headquarters Annual
Cyber Security Refresher Briefing or LM Annual Cyber Security
Refresher Briefing as a necessary prerequisite for access to the
system. Administrative controls include non-disclosure agreements
and separation of duties so individuals only have access to the system
for specific projects.

Access will be restricted to LM record staff at onsite and offsite
locations by position role and responsibilities and to site specific
record libraries. Based on the specific need, the user is assigned
permissions that are applied using system access control lists. User
accounts are reviewed monthly to identify and remove users who have
left the organization or whose duties no longer require access to the
system.

Access is restricted by job roles and responsibilities and approved by
management.

27. 'Do ,other,information systems
shatedahtt)t'baveaCC8$S to
the dataUi;thesYstem?lfyes, No other systems share data or have access to the data in the system.

'explain.

28.FOfconnectlilgiilfotrnatlon
sYstem$, :1$ ,thert,an
'Intetcoonee:tlol1:$ecurlty
Agr"mentliSA)otother
agreeirient ;betw,enSystem
'.Owners, lo::en$ure ;theprlvacy
ofU'ldivlduils fs, ;pl'oteCfed?

29. Who;,I$,tt$ponslble ,for
el1'surlng:the, authQ~ed use
of,petsol1.lililformiitlon?

P 1\ I V 1\ <: Y
I) H (l C 1-1:.\ \l

A Memorandum of Understanding and Interconnection Security
Agreement will be signed by the System Owners within 30 days of this
documentation.

• System Owner

• Director of Business Operations, Office of Legacy Management

END OF MODULE II
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