Department of Energy
Washington, DC 20585

January 9, 2007

MEMORANDUM FOR HEADS OF DEPARTMENTAL ELEMENTS
S
FROM: THOMAS N. PYKE, JR, = =7
CHIEF INFORMATION OFFICER

K

Subject: Transmittal of Department of Energy — Chief
Information Officer - Enterprise Architecture Guidance

Thank you for your support of the Enterprise Architecture (EA) efforts underway
throughout Department of Energy (DOE). 1 believe these efforts show that EA
has led to improved decision-making within and across organizational boundaries.
I am pleased that we are working together in this way, improving our EA
programs while providing greater value to the missions that we support. To
support our continucd productive movement toward a high level of EA “maturity”
and consistent with current DOE policy (i.e. DOE Order 413.3), the Office of the
Chief Information Officer has developed the attached guidance for strengthening
EA usage throughout the Department.

While perhaps more diverse than any other agency of government, DOE’s
missions encompass some of the nation’s most critical infrastructures. To enable
and support our critical strategic goals, the DOE is employing an EA to support
mission needs and provide business value through a collaborative working
relationship among all Departmental elements. The attached guidance will help
assist the DOE EA efforts to improve the management planning and decision-
making process, enabling executives to make more informed choices that are
aligned with mission goals and strategic priorities.

In addition, EA is an integral part of the DOE’s approach to managing and
overseeing its Information Technology portfolio. Consistent with this approach,
the roles and responsibilities stated in Department of Energy Order 413.3 require
the Office of the Chief Information Officer to: “Establish Enterprise Architecture
policy and practice within DOE to ensure the development and maintenance of a
sound and integrated Information Technology porifolio of investments that are
aligned to the strategic business goals of the Department. ™ To that end, [ am
providing this guidance on EA governance procedures and use to ensure effective
collaboration, use and results across the DOE enterprise.

! DOE Order 413.3A, Seclion 6, Key Roles and Responsibilities, Office of the Chief Information Officer {Section 6.j.(0)),
page 40.
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I request your help in ensuring this guidance is promptly and adequately
implemented throughout the Department by continuing to work collaboratively
with the Office of the Chief Information Officer to raise the maturity of the DOE
EA processes and tools that support the Department. Additionally, during the
next release of the guidance supporting the Department of Energy Order 200.1,
Information Management Program, we intend to incorporate the roles and
responsibilities defined in the attached guidance.

Once again, thank you for giving your personal attention to facilitating the success
of EA with in the Department and ensuring this guidance is fully implemented. If
you have any questions on the attached material, please contact TheAnne Gordon,
Associate CIO for IT Reform, at 202-586-9958.

Attachment



DISTRIBUTION LIST
Secretary
Deputy Secretary

Under Secretary of Energy
Assistant Secretary for Energy Efficiency and Renewable Encrgy

Assistant Secretary for Environmental Management
Assistant Secretary for Fossil Energy
Assistant Secretary for Nuclear Encrgy, Science and Technology
Director, Office of Civilian Radioactive Waste Management
Director, Office of Electricity Delivery and Energy Reliability
Director, Office of Legacy Management

Under Secretary for Science
Director, Office of Science

Under Sccretary of Nuclear Security/ Administrator National Nuclear Security
Administration

Departmental Representative to the Defense Nuclear Facilities Safety Board
Assistant Secretary for Congressional and Intergovernmental Affairs
Assistant Secretary for Environment, Safety and Health

Assistant Secretary for Policy and International Affairs

Administrator, Energy Information Administration

Chief Financial Officer

Chief Human Capital Officer

Chief Information Officer

General Counsel

Inspector General

Director, Officc of Economic Impact and Diversity

Director, Office of Hearings and Appeals

Director, Office of Human Capital Management

Director, Office of Management

Director, Office of Public Affairs

Director, Officc of Security and Safety Performance Assurance

Power Marketing Administrations Liaison Office

Senior Intelligence Officer, Office of Intelligence and Counterintelligence



Department of Energy’s Enterprise Architecture Guidance & Practice January 2007

1) PREFACE

This Guidance establishes the Department of Energy's (DOE) commitment to foster, maintain, and
cnhance the development and integration of a Department of Energy Enterprise Architccture (EA). This
Guidance ensures a consistent, coordinated approach to the implementation of an Enterprisc Architecturc
in order to improve the business value of information technology; ensure compliance with federal
Icgislation, directives and guidance; and provide integrated business intelligence for use in management
decision-making processcs resulting in more cfficient and effective use of Departmental resources.

The EA maintains and cnhances the Department’s strategy, pcrformance, business, services, data,
information tcchnology, and security environments for analysis at the Department. It addresscs the entire
DOE cnterprisc; cncompassing all DOE offices, sitcs, business functions, and supporting scrvices and
technologics that perform and cnablc DOE activities.

2) GUIDANCE

The DOE will develop an Enterprise Architecture to improve the management planning and decision-
making process by integrating EA with key DOE management processes', cnsuring compliance’ and
enforcement through a governance process that is measured and managed. This includes developing a
target direction and transition strategy for the agency that meets our mission goals and strategic priorities.
The DOE will take a federated approach, by incorporating into an integrated model both a Department—
widc architccture as well as architecturcs specific to individual Departmental Elements’, The Program
and Staff Offices will support this fedcratcd approach by working collaboratively with the Office of the
Chicf Information Officer to continue to raisc the maturity of the DOE EA process and tools that support
the Department. This shall be performed through coordinated processes, integrated projcct teams, and
sharcd system data; resulting in a business-driven EA that drives the Capital Planning process and
improves exccutive decision making.

The provisions of this guidancc apply to all Departmental Elcments. Additionally, cyber sccurity
continues to bc a priority for the Dcpartment. As such, the DOE EA is devecloped, managed, and
maintaincd with an understanding of the need to support the cyber security-rclated dimensions of the
mission and goals of the Department.

Specific Departmental Elements may have national security or other considerations for which it alone
must plan, basced on superseding regulatory guidance. In those instances, the individual Element may be
required to implement its part of the EA using specialized channels and customized filtering methods.

3) RESPONSIBILITIES

! Key DOE management processes and functions include Strategic Planning, Budget Formulation, Capital Planning,
Cyber/Information Sccurity, and ProgramyProject Management.

* The DOE EA is compliant and consistent with the Clinger-Cohen Act of 1996, OMB Circular A-130, and the Federal Enterprisc
Architecture (FEA).

3 The provisions of this Memorandum apply to all Depantmental Elements. These directional and reporting controls would be applicable 10 all
compaonent organizations, including the National Nuclear Security Administration (NNSA). The Administrator of the NNSA is responsible for
ensuring that the NNSA imp! these guideli and should direct the NNSA's Chicef Information Oilicer (C10) to fully support the DOE CIOs
cfforts 1o successfully implement the Depantment-wide Enterprise Architecture, to sirengthen its effectivencss, and to ensure that it complics with the
Clinger-Cohen Act of 1996, Office of Management and Budget (OMB) Circular A-130. and the Federal Enterprise Archilecture (FEA).
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The EA is driven by DOE’s Stratcgic Plan and Information Resources Management Strategic Plan, and
fully supports and aligns with the Department’s mission, vision, goals, and objectives. The DOE EA
guidance, manuals, and orders will be devcloped consistent with the Guidance and relate directly to the
development, approval, and management of EA products and procedures. The federated framework is
based on decfined EA principles and includes governance, specifications, and standards for
communications and coordination across the Department.

The DOE EA is to be used to support mission nceds and is to providc business valuc through a
collaborative working relationship among all Departmental Elements. To further enable enforcement and
compliance, thc DOE is committed to a communication and coordination process that works
collaboratively with key stakeholders to ensurc compliance with applicable laws, guidance, and policy.

To cnablc this objective, a DOE architccture-based governance process focused on compliance and
improving Departmental decision-making has been developed, supporting high maturity levels of EA
practice and corc business functions. The governing bodics supporting this process include the DOE
Management Council, Information Technology Council (ITC), Architecture Review Board (ARB) and
the Enterprise Architecturc Working Group (EAWG) with further responsibilities outlincd below.

Responsibilitics of the DOE Office of the Chicf Information Officer (DOE OCIO):

e Maintain the overall health of the DOE EA and its governance practices; working collaboratively
with the key stakeholders and ensuring compliance with applicable laws, guidance, and policy.

e Define and document the DOE EA through a federated framework for developing, aligning, and
implcmenting information technology acquisition, development, and maintenance activities with
the Dcpartment’s mission and strategic goals.

¢ Provide functional oversight of the DOE EA; directly supporting the institution of a governance
process, the devclopment of technology standards and processes, and the intcgration of EA,
capital planning and investment control, security, budget, strategic portfolio review, and other
management proccsses.

e Facilitatc the strategic direction and planning efforts of other cxecutive offices and program
managers by dirccting EA prioritics accordingly to present DOE EA reports, analyses and
recommendations in accordance with legislation, regulations, directives, and other mandates.

o Ensure the exccution of federated EA activities are in accordance with both the Department’s
mission stratcgics and prioritics and the OCIO’s strategies and priorities.

e Obtain buy-in and concurrence from the Management Council on corporate-wide decisions.
Responsibilitics of the DOE Program and Staff Offices:

e Work collaboratively within the DOE EA framework and coordinate efforts to cnsurc thc
integration of a Dcpartment-wide architecture as well as architectures specific to individual
Dcpartmental Elcments.

e Decvclop and maintain an Enterprise Architecture for their organization including architccting
and understanding the business needs of their organization.

e Provide information content to the OCIO and Departmental Elements to ensurc cffcctive
intcgration and alignment of the DOE EA and the mission stratcgy, performance, business, data,
applications, services, technology, and security environments of the Departmental Elements.

e Providc a rcprescntation to the ARB and EAWG.,
2
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e Rcpresent and work with their contractors to address EA direction, issucs and information needs.

Responsibilitics of the DOE Management Council:

o Enterprise Architecture issues of Departmental significance will be submitted for consideration,
approval and implementation to the DOE Management Council, which is made up of scnior
management at the Department of Encrgy.

Responsibilitics of the DOE Information Technology Council (ITC) related to Enterprisc Architecture:

e Promote collaboration and the effective and efficient acquisition and usc of information
resources, work to reduce the cost of operations, improve the management and cxecution of the
Department's IT investments in support of achicving DOE missions.

o Facilitate the decvclopment, maintenance, and implemecntation of a sound and integrated
Department-wide cnterprise architccture in accordance with the Clinger-Cohen Act of 1996 and
OMB guidance.

Responsibilities of the DOE Architecturc Review Board (DOE ARB):

¢ Provide recommendations to the OCIO on enterprise architecture strategies, issues, approachcs,
and products.

e Facilitatc communication with Departmental Elements rclated to their Enterprisc Architcctures.

e Revicw and approve, for submission to the ITC, architecture-based recommendations, guidance
and standards proposed by the DOE Chief Architect.

e Rcview and approve products of DOE EA working groups.
Responsibilitics of the DOE Chicf Enterprisc Architect:

e Acts as the functional program manager of DOE EA processes, including responsibility for
maturing the DOE EA; providing leadership and direction to groups supporting thc EA effort.

o Coordinate the devclopment, management, and maintenance of the Department-wide EA.

e Establish and maintain relationships with the Departmental Elements, DOE OCIO, and other
Fedcral organizations to the mutual benefit of the cntire DOE cnterprisc.

e Submit appropriatc Dcpartmental architecture-based work products to the ARB and ITC for
review and approval.

e Providc subsequent guidance in conjunction with the ARB.
Responsibilitics of the DOE Business Owners (SMEs):

¢ Defines change drivers and business and information management requirements for the scgment.

¢ Identify goals and objectives and performance measures.



